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IITPUKA3
« // » anpens 2025 r. Mocksa Ne /7#

06 yrBepkaennu TpeboBaumii
0 3a1yTe MHGOPMaNH, COAEePIKAIENCS B rocyIapCTBeHHbIX MH(OPMALVIOHHBIX
cucTeMax, MHbIX MHGOPMAIMOHHBIX CHCTEMaX roCyapCTBEHHbBIX OPraHoOB,
roCyapCTBEHHbIX YHUTAPHBIX MPeJNPUITUHA, TOCYAAPCTBEHHBIX YUPEKIeHMI

B coorBerctBMM ¢ vacthio 5 cratbm 16  QemepanbHOro  3aKkoHa
or 27 wmionst 2006 1. Ne 149-03 «06 wmHbopmaimy, MHOOPMALMOHHBIX TEXHOTOIMSIX
M O sammTe MHPOpManUm», NYHKTOM 2 M mnommyHKToM 9! nynkra 8 IlonoskeHus
0 QenepanbHOM Cay>kOe 10 TEXHMYECKOMY ¥ SKCIIOPTHOMY KOHTPOJIIO, YTBEpIKIEHHOro
Vkasom IlIpesugenta Poccwitckom @emepanmm or 16 asrycra 2004 . Ne 1085,
IMIPUKA3BIBAIO:

1. YrBepauth npuiaraembie TpeGoBauus O 3aiumTe MHGOpPMaLUM, CONEpsKaLIeCs
B TOCYJapCTBEHHBbIX MH(OPMAlMOHHBIX CUCTEMAaX, MHbIX MH(POPMALMOHHBLIX CHCTEMax
rOCYIapCTBEHHBIX OpraHoB, rOCYyZapCTBEHHBIX YHUTAPHBIX MIPeNNpUsITH,
rOCYIAPCTBEHHBIX YUPEKICHMIA.

2. Ilpn3HaTDL yTPaTUBLIMMM CUITY:

npukaz3 DPCTOK Poccum or 11 deppans 2013 . Ne 17 «O6 yrBepskaeHUn
Tpebosanmit o 3ammre uHbOpMALMM, HE COCTABJAIOLIEN TOCYNapCTBEHHYIO TallHYy,
conepsKalleicss B TOCYAapCTBEHHBIX MHGOPMAIMOHHBIX CHUCTeMax» (3aperMCTpUpOBaH
Munrocrom Poccun 31 mast 2013 r., peructpanyonnbiii Ne 28608);

npukas ®CTIK Poccun ot 15 deBpana 2017 . Ne 27 «O BHeceHUM U3MeHEHMIA
B TpeboBanus o sammre uHpOpMAIMM, HE COCTAaBJSAIONIEN TOCYLAPCTBEHHYIO TailHY,
comepykallieiicsi B TOCYJApCTBEHHbIX MH(POPMALMOHHBIX CUCTEMAaX, YTBEepKIEHHbIE
npukasoM @efepanbHOM CIYKOBI IO TEXHMYECKOMY M 3KCIHOPTHOMY KOHTDOJIO
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ot 11 ¢espansa 2013 r. Ne 17» (3saperucrpuposan Munioctom Poceyn 14 mapra 2017 r,
perucrpaioHHsit Ne 45933);

npukas PCTOK Poccum or 28 mas 2019 r. Ne 106 «O BHeceuuy M3MeHeHMI
B TpeGoBarms O sawmre MHGOPMAUMM, He COCTABJSIONIEN TOCYZApCTBEHHYIO TaiiHYy,
cofepxkalleiics B TOCYAAapCTBEHHBIX MHGOPMALMOHHBIX CHUCTEMaX, YTBEP)KICHHbIE
npukasoM @enepasbHONM CIyKOGbl IO TEXHUMECKOMY ¥ SKCIIOPTHOMY —KOHTPOJIIO
or 11 ¢espansg 2013 r. Ne 17» (sapermcrpupoBaH Muntoctom Poccum 13 CeHTSIOps
2019 r., peructpaumonssiit Ne 55924);

npukas PCTOK Poccun ot 27 ampens 2020 . Ne 61 «O BHeceHMM M3MEHEHMS
B npukas OCTOK Poccun or 28 mas 2019 r. Ne 106 «O BHeceHumu M3MeHEHMI
B TpeGoBanust 0 saumre MHGOpMALMKM, He COCTABJSIOWIEH TOCYIAPCTBEHHYIO TaliHY,
COZEPIKAIUENCS B TOCYNApCTBEHHBIX MH(POPMAUMOHHBIX CUCTEMAX, YTBEPKIEHHbIE
npukasoMm DefepanbHOM CIyKObI 10  TEXHUYECKOMY U SKCIIOPTHOMY  KOHTPOJIIO
or 11 ¢despansa 2013 . Ne 17» (saperncrpuposad Munioctom Poccum 12 mas 2020 L.,
peructpaumoHHbni Ne 58322);

NyHKT 1 u3MeHeHWI1, KoTopble BHOCATCS B Tpe6oBaHus o 3ammre uubOpMaLmy,
He COCTaB/IIOLIENA TOCYNAPCTBEHHYIO TaliHy, COHepXaIleiici B TOCYHAapPCTBEHHbIX
MHQOPMaMOHHBIX ~ CUCTEMAaX, yTBEPXKAEHHble mpukasoM DefepanbHO  CITYKGbI
I0 TEXHMYECKOMY M 3KCHOPTHOMY KOHTpomo oOT 11 c¢eBpana 20131 Ne 17,
un B Tpe6oBanust mo obecmeueHMio Ge30MACHOCTY 3HAYMMBIX OGBEKTOB KPUTHUECKOI
MH(pOPMaLUVOHHON MHPpacTPyKTYpsl Poccuiickoi Denepatiny, yTBep>KIeHHbIE IPUKA30M
QeziepanbHONM CTYKOBI MO TEXHMYECKOMY M SKCIIOPTHOMY KOHTPOMIO OT 25 mekabps
2017 r. Ne 239, yrBepskaennbix npukasom ®CTIOK Poccun ot 28 aBrycra 2024 r. Ne 159
(3apeructpupoBan Muniocrom Poccun 24 oktabpst 2024 r., perncTpaumoHHbiit Ne 79900).

3. YcraHOBUTb,  4TO  aTTecTaThl  COOTBETCTBMSI ~ Ha  TOCYAAPCTBEHHBIE
MH(OPMALMOHHbIE CUCTEMBI M MHbIE MH(OPMALMOHHBIE CYMCTEMbI, BBILAHHBIE OO IHS
BCTYIUIEHMS B CMJTYy HACTOSILErO IIPUKa3a, CUUTAIOTCS AeMCTBUTETbHBIMMU.

4. HacTosmmit mpukas BCTymaet B cuy ¢ 1 mapra 2026 r.

JUPEKTOP ®EJEPAJIbHOM CJIYXBbI
ITO TEXHUYECKOMY U DKCIIOPTHOMY KOHTPO/JIIO

W B.CEJIUH




YTBEPXJAEHbI
npukazoM OCTIK Poccun
OT « L’{ » anpens 2025 . Ne (_( t

TpeboBanust
0 3amuTe nHpOPMALMH, COAEPKALIEHCS B rOCyAApPCTBEHHBIX HHPOPMALMOHHBIX
CHCTEMAX, HHBIX HH()OPMAIMOHHBIX CHCTEMAX IOCyJapCTBEHHLIX OPraHoOB,
rocyJapcTBeHHBIX YHUTAPHBIX NPeINPHUSTHH, FOCYJaPCTBCHHBIX YYpe:KICHHI

1. O0uue noJIoxeHNu

1. TpeGoBanus o 3ammre HHPOpMaLuHU, COAepXKallecs B IOCYJapCTBEHHBIX
HHGOPMAIIMOHHBIX CHCTEMaX, WHBIX HH(OPMAIMOHHBIX CHCTEMaX IOCYJapCTBEHHBIX
OpPraHOB, T'OCYAAPCTBCHHBIX YHHUTAPHBIX IPEANPUATHH, rOCYIapCTBEHHBIX YUPEKICHHUMH
(manee = —  TpeboBaHus),  HPUMEHAIOTCA I  OOECHEYEHUS  3aLIMTHI
(HexpuTorpapuIeCKUMU METOIaMMU) HHGOpMAIIHH, IpeIOTBpaLleHUS
HECAHKIIMOHMPOBAHHOTO JOCTyNa K HH(OpPManuM, CHeIMadbHBIX BO3JCHCTBUH Ha
uHPopManuo (HocuTenn HH(POpPMamUM) B ILEMAX €€ XO0OBIBaHHS, YHUYTOKCHHS,
HCKa)KCHUs,  OJOKMpOBaHHS  JocTynma K  HHbopMamuu,  coiep Kameics
B (GYHKIHMOHHpYIOIIUX Ha Ttepputopun Poccuiickoit ®Pepepanun rocyaapCTBEHHBIX
HH(POPMAIIHOHHBIX CHUCTEMAaX, WHBIX HH(OPMAIMOHHBIX CHCTEMaX IOCYJapCTBECHHBIX
OpraHOB, TOCYAAPCTBEHHBIX YHUTAPHBIX HPEANPUATHH, TOCYIapCTBEHHBIX YUPEKICHUM
(1anmee COOTBETCTBEHHO — 3all[Ta HHGOpMauu, UHHOPMAIIMOHHBIE CUCTEMBL).

2.B ciaywuae mepemaud H3 TOCYAapCTBEHHON HH(POPMAIMOHHON CUCTEMBI
UHPOPMAIMH, JOCTYIT K KOTOPOH OTpaHHYEH B COOTBETCTBHU € 3aKOHOAATENbCTBOM
Poccuiickoit ®epepammu (nanee — uHGOpMAlMs OTPaHUYEHHOIO JOCTYIHa),
HH(QOpMAIIMOHHAs CHUCTEMa, B KOTOPYIO IiepedaeTcs HHQOpMaIus OrpaHHYCHHOro
JMOCTYTa, JOJDKHA COOTBETCTBOBAaThH TPeOOBaHMAM O 3amuTe HHPOPMAIHH,
YCTAaHOBJICHHBIM B COOTBETCTBHHM C YacTbi0 5 cTatbu 16 @DenepalbHOro 3aKoHa
ot 27 uionsa 2006 r. Ne 149-®3 «O6 undpopmanuu, HHGOPMAITHOHHBIX TEXHOIOTHAX
u o zamure mHPopMmarum»'. CocTaB nepenaBaeMoll HHGOPMALMH OTPAHUYEHHOTO
IOCTYIIA, [eTN €€ 3alIUTHI M YPOBEHD 3aIUIIEHHOCTH B COOTBETCTBHH ¢ TpeGoBanusIMH
JOOJDKHBl yCTaHABIIMBATLCS oONafaTeneM HH(OpMAallMH, 3aKa3uUKOM, 3aKIIOYUBIIHMM
KOHTPAaKT Ha CO3JaHHC HH(GOPMAIMOHHBIX CHCTEM, OIEpPaTopoM HHGOPMAIOHHBIX
cucreM (nanee — omneparop (ob1axaresnp UHGOpMALMH).

"Yacte 8' craten 14 ®emepanbHoro 3akoHa ot 27 mrons 2006 r. Ne 149-03 «0O6 undopmanuu, UHGOPMAIMOHHBIX
TEXHOJIOTHAX H O 3alHTe NHPOPMALIHUK.
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3.B MyHHUHNAIBHBIX HMHGOPMALMOHHBIX CHCTEMAax 3amiura HHGpOpMaluu
00€ecIIeunBaeTCs B COOTBETCTBHH C 1pe0OBaHMAMH, €CIIM HHOE HE YCTaHOBIICHO
3aK0HOJaTeNnbCTBOM Poccuiickont ®enepanuu.

4.TIpu 00paboTke M XpaHCHHH B WH(OPMALMOHHBIX cUCTeMax HH(popMauuu,
cofiepKaliel CBeIeHHs, COCTABILIIONINE FOCYIAPCTBEHHYIO TalHy, €€ 3allMTa JI0JDKHA
obecrieunBaThCI B COOTBETCTBUH C TpeOOBaHMSAMH II0 TEXHHYECKOM 3alllMTe
HHGMOPMAIIHH, COepKallel CBEICHHUS, COCTABIIAIONINE FOCYIaPCTBEHHYIO TalHy.

5. IIpu o6paboTke B HHPOPMAIMOHHBIX CHCTEMaxX HHGOpPMAaLUH, COAEpxkKalleH
[epCOHANBHBIE TaHHBIE, JODKHBI NPUMEHATHCS] TpeboBaHUs K 3aIlUTE IEPCOHATBHBIX
JAHHBIX NMPH HX 00paboTKe B MHMOPMAIMOHHBIX CHUCTEMax IEpCOHAIBHBIX JaHHBIX,
yTBEP)KAEHHBIE mocTaHoBIeHueM [IpaButensctBa Poccuiickoit @eneparuu ot 1 HOAOps
2012 r. Ne 1119, u TpeboBanus.

6. B ciayvae ecnu uubOpMaIlHOHHAsS CHCTEMa SBCTCS 3HAYMMBIM OOBEKTOM
KpuTH4eCKoH HH(pOpMaImoHHoi uHppacTpykTypbl Poccuiickoit ®enepanuu, 3amura
cojepxalieiics B Hed HHGPOpMAIMU JIOJDKHA O0ECIeYMBaTECA B COOTBETCTBHUH
C HOPMATHBHBIMH IIPAaBOBBLIMHM aKTaMH, HIPUHATBIMH Ha OCHOBaHMHM CTaTbH 6
denepanpHOro 3akoHa ot 26 uronisa 2017 r. Ne 187-03 «O 6€3011acHOCTH KpUTHYECKOM
uH(pOopManHOHHOM HHPppacTpykTyphl Poccuiickoit deneparuny, 1 TpeGoBaHUSIMHU.

7.B choy4yae HCIONB30BaHMS IS 3allUThl HMH(OpMAalLUM, COAep Kamencs
B HMH()OPMAlMOHHBIX CHCTEMaX, MIH(POBAIBHEIX (KpUNTOrpadu4ecKux) CpeIcCTB
3alIMThl HH()OPMAIIMU JOJDKHBI MPHMEHATHCA TpeOOBaHUA O 3alIUTe HH(POpMAIHH,
ycraHoBiieHHBle @CB Poccnn B COOTBETCTBUHU € 4acThio 5 crathu 16 ®depepaibHOrO
3akoHa ot 27 wmwomt 2006 r. Ne 149-®@3 «O6 wundopmaruy, wuHGPOpMALMOHHBIX
TEXHOJIOTHAX U O 3anuTe HHpopmauuu», u TpedoBaHus.

8. ®yHKIHOHUPOBaHHE WH(POPMAIMOHHBIX CHCTEM Ha 0a3ze HHGOPMAIMOHHO-
TEIEKOMMYHHKAIIMOHHON HH(PACTPYKTYphI® HOMYCKaeTCd IIPH YCIIOBHH 3aIUThI
HH()OPMAIIMOHHO-TEJICKOMMYHHUKAIHOHHOH ~ MHQPAaCTPyKTYphl B COOTBETCTBHH
¢ TpeboBaHUAMH.

9. Onepatop (oOnamarens wuHPOpPMAaNUM) JODKEH oOecreuuBaTh 3alUTy
HH(POPMALMK COOTBETCTBUU ¢ TpeOoBaHMsIMH Ha BCEX CTaauAX (3Tamax) oOpabOTKU H
XpaHeHUs WHPOpPMAaIMM, CO3JaHUA M Pa3BUTUA (MOICPHHM3ALMH), JKCIUIyaTalldd H
BBIBOJIA M3 SKCIUTyaTallud MH()OPMAIOHHBIX CHCTEM B paMKax (yHKI[UH, BBITOIHAEMBIX
umu B cootBercTBHM ¢ DeepanbHbiM 3akoHOM OT 27 mronst 2007 r. Ne 149-03 «O6
uHpOpMaLKuH, HHOOPMAITMOHHBIX TEXHOJIOTHAX H O 3aILUTE HHPOPMAITUI.

10. Omeparop (oOmamarens wuHpOpMALMK) JTODKEH oOecrnednBaTh 3aIlUTy
uHpopManuu, o0pabaTbiBaeMyto B HHGOPMAIMOHHBIX CHCTEMAX, B IEIISIX:

2 MoanyskT 9! nynxra 8 [lonoxenus o denepansHoii cryx6e 10 TEXHHIECKOMY H SKCIIOPTHOMY KOHTPOIIIO, YTBEPKACHHOTO
Yxazom IIpesunenta Poccuiickoit @emepaunu ot 16 aBrycra 2004 r. Ne 1085 (manee — Ionoxenue o @CTIK Poccun).
SMyuxr 3 TMonoxenus o6 ydyere UT-akTHBOB, HCIONBb3yeMBIX I OCYIIECTBICHHS JEATENBHOCTH 110 Lu(pOBOiH
TpaHcHOPMAIMH CHCTEMBI T'OCYNApPCTBEHHOTO (MYHMIMMIIAIBHOFO) YIPAaBiCHHA, YTBEPKIEHHOTO IIOCTaHOBIECHHEM
IipasurenscrBa Poccuiickoit @eaeparmu ot 1 mromst 2024 r. Ne 900.



3

a) HCHONYIICHUS  (CHMDKEHHS  BO3MOJKHOCTHM)  HACTyILUICHHS  HETaTHMBHBIX
nocaeacTBUE  (COOBITHIA) OT HaApylIeHHS KOHOGUACHUUAIBHOCTH, ULEIOCTHOCTH,
JOCTYIMHOCTH HHMOpMaIH (Jaee — HapylieHne 6e30MacHOCTH HHpopMaLuH);

0) HenomymeHuss  (CHWKEHHS  BO3MOXXHOCTM)  HACTYIICHHMS  HETaTMBHBIX
[OCENCTBHIH (COOBITHIT) OT HApYIIEHU (PYHKITMOHUPOBAHUA HHPOPMAIHIOHHBIX CUCTEM
BCJICACTBUE peaan3aluy (BOSHUKHOBEHHS) YTPpo3 6e3011acHOCTH HHPOpMALUH.

11. Omeparop (obnagarens WHGOPMAIMM) NOJDKEH ONPENETMTH LEIU 3allHUTHI
UH()OPMAIMH B 3aBUCIMOCTH OT OKHIAEMbIX pe3yIbTaTOB OT IPOBEACHHS MEPOIPUATHI
U OpUHATAS Mep mo 3amuTe uHbopmanuu. HeraTuBHble mocneacTBus (COOBITH:A)
ONpENIENIAIOTCS omepaTopoM (obnamareneM WHpOpManWH) Ha OCHOBE HH(GOpMAIMH,
cojiepKalerics B 6aHKe JaHHBIX Yrpo3 6esomacHocTh mHGopmamun OCTIK Poccun’.
ITocpeacTBOM BBINONHEHHs orepatopoM (obmajgareneM HMHGOpPManMH) 3a1ad 3alIHUTHI
HH(pOPMAIIMH JOJDKHBI OBITh JOCTUTHYTHI IEH 3alUThl HHPOPMALHH.

12. TpeboBaHuss HE PpPAacOpOCTPaHSIOTCS Ha HHGOPMAIMOHHBIE CHCTEMBI
Anvuauctpanun  [Ipesunenta  Poccmiickoit  @enepamuu, ammapata Cosera
Bbesomacuoct  Poccuiickoii ®Denepanun, Penepansroro Cobpanus Poccuiickoit
®enepanuu, Anmapara IlpaBurensctBa Poccuiickoii Penepanuy, KoHCTHTYLIHOHHOTO
Cyna Poccuiickoit @enepanuu, Bepxoaoro Cyaa Poccuiickoit @enepanuy, a TakkKe Ha
HH(QOPMAIIMOHHBIE  CHCTEMBl  TIOCYJApCTBEHHBIX  OPraHOB,  OCYLIECTBIAIOIINX
Pa3BEABIBATENIBHYI0 M KOHTPPA3BEABIBATCIBHYIO [ESATENBHOCTh, HH()OPMALMOHHEIE
CHCTEeMBI, 00ECHEUUBAIOIINE VYIPABICHHE BOOPYXKEHHEM, BOCHHOM M CIEIHAIBHOH
TEXHUKOH.

I1. Opranuszanus XeATeJbHOCTH MO 3aluTe HHpOpMaHH
U yIpaBJjieHHe JaHHOU JeATeJIbHOCTHIO

13. Onepatop  (oOmamatenr  MHQOpPMAlUMH)  HO/DKEH  OpPraHM30BBLIBATH
JIEeATENBHOCT MO 3aluTe HHQOpMAalMM U YOPaBIATH €0 B  COOTBETCTBUH
¢ TpeGoBaHUAMU.

14. Oprauu3zaius 1eaTeIbHOCTH 10 3aluTe NHPOPMAalKy A0DKHA BKIKOYATS:

a) pa3paboTKy U YTBEPXKICHHUE MOJUTHUKU 3allUTHl HHPOpMALHH, COIepKalluei B
TOM YHCJIE:

obnacTb  JEWCTBMS  IONMTHKH,  BKIIOYas  IlepeueHb  HH(opMaiuy,
MH(POPMAIIHOHHBIX CHCTEM, KOMIIOHEHTOB WH(GOPMAIMOHHO-TEIEKOMMYHHKALIMOHHON
HH(PPACTPYKTYPBHI, MOUIEKAIINX 3aLIUTE B COOTBETCTBUH ¢ TpeboBaHUAMY;

LIEJTH U 33J1a4H 3alIUThl HHPOpMAaLiy;

TPUHIUIIBI 32U TH UH(OpMAaIHY;

* MTogmynkt 21 mynxra 8 [Monoxenus 0 ®CTIK Poccuu.
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nepeYyHd 00BEKTOB 3alUTHI, BKIIOYAs MPOTrpaMMHBIE, IPOTPaMMHO-alNapaTHbIE
cpeAcTBa, MHGOPMAITMOHHBIE CUCTEMEI, CETH U IIOACETH, 00pa3yromniue HHPOPMALHOHHO-
TEJICKOMMYHUKAIIMOHHYIO HHPPACTPYKTYDY;

KAaTeroOpuM JIMI[, YYaCTBYIONIMX B 3allUTe HHPOpMAIMU, HX OOSI3aHHOCTU
(byHKIMH) ¥ TTOTHOMOYHS;

COCTaB OPTaHHU3aIlMOHHOW CHUCTEMBI YIPABICHHS IEATENLHOCTHIO IO 3allUTe
HH(POPMAIINU U CXeMYy B3aUMOJICHCTBUS €€ 3JIEMEHTOB,;

OTBETCTBEHHOCTH pAaOOTHHKOB 32 HapyIICHHE TPeOOBAaHMH O 3a1uTe UHHOPMALUH
U YCTAaHOBIEHHBIX omeparopoM (obnamareneM uH(pOpManuu) npaBuil o6paboTKu

uH(pOpMaLINH;

0) ompeieneHUe NI, OTBETCTBEHHBIX 32 3aIUTY HH(POpMAIUH;

B) IPUMECHEHUE IPOTrPaMMHBIX, IPOrpaMMHO-AIITaPATHBIX CpEACTB,
IpeaHa3HAYSHHBIX IS 3a1IUTH HHOpMAaIiH;

T) pa3paboTKy U yTBEpKACHUE BHYTPEHHHX CTaHJapTOB

O 3alUTe HHPOPMAIIUH, COACPIKALIUX B TOM YHUCIIE:

TpeOOBAaHHUS K NMEPBUYHON HIEeHTUPUKAIUK UL, 00JIaJa0IUX IpaBaMy JOCTYIa
K HHGOPMAIMOHHBIM CHCTEMaM U (MIH) cojepkaliedcs B HUX HH(OpMaryu U HUX
HCTIONIB30BAHHIO ([ajiee — IOJIb30BATENH);

TpeOOBaHUS K IPUMEHIEMBIM MOEIISAM JIOCTYyIIA NI0JIb30BaTelIEeH;

HEPEYCHb pPAa3pelieHHOro U (WIM) 3alpelieHHOTO [UIS  HCIOJIb30BaHUS
IPOrpaMMHOTr0 00eCIICHEeHNUS;

TpeOOBaHMA K THUIOBBIM KOHQUIYpaUsAM W HACTPOHKaM HPOTrpaMMHBIX,
IPOTPaMMHO-AIMIAPATHEIX CPEICTB;

TpeOOBaHUA K KOH(UrypauusM ¥ HACTPOWKAM MPOTPaMMHBIX, MPOrPaMMHO-
anmapaTHBIX CPEICTB, MPEeqHA3HAYECHHBIX s 00€CIeUEH s IOCTYIIA MMOJIb30BaTeleil u3
HHQOPMALMOHHBIX CHUCTeM K HH(OPMAIMOHHO-TEIEKOMMYHHUKAIMOHHON  CeTH
«UnTepHeT» (nanee — cetb «HTEpHET?);

TpeboBaHUA K KOHPUIypalHsM W HAacTpOHKaM NpPOrpaMMHBIX, MPOrpaMMHO-
anmapaTHBIX CpPEJACTB, NpPEAHA3HAUYEHHBIX [UIs 0OecledeHus YJAICHHOIo JOCTyIa
[OJB30BaTee K MHPOPMALMOHHBIM CUCTEMaM M COAepKallelcss B HUX HHGOpMAaIH,
BKJIIO4ast TpeGoBaHUA K o0ecrnieueHHI0 6€30MacHOM TUCTaHIIMOHHOM paboTHI;

OTPaHWUYCHUS W 3alpeThl JCHCTBUH IS IMOJIb30BaTENICH IMPH HCIIOJIB30BaHUH
1 00€CIIeYeHNH 3KCIUTyaTalii UMH HHPOPMAIMOHHBIX CHCTEM;

TpeOOBaHHUA K 3aUIuTe PU3NIECKUX U BUPTYAIBHBIX YCTPOUCTB MHPOPMAIOHHBIX
CHCTEM, HUMEIOIIHX HOCTOSIHHBIM IOCTYTI K CeTH «HTepHET»
(manee — KOHEYHBIC YCTPOHUCTBA),

TpeOOBaHUS K 3alUTe MOOWIBHBIX YCTPOWCTB, IUIAHIIETHBIX, IEPEHOCHBIX
KOMIBIOTEPOB, NPUMEHAEMBIX [OJIB30BAaTEIAMU AN JOCTyHa K HH(POPMAIMOHHBIM
cucTeMaM (3a UCKIIOYEHHEM MOOWIBHBIX YCTPOMCTB, MPEIHA3HAYECHHBIX U1 JOCTYTIA
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K caiitaM cetH «HTEpHET» M MHBIM MyOJIUYHBIM BeO-pecypcam) (ansee — MOOUIbHBIE
YCTPOICTBA);

TpeOOBaHUS K HENPEPHIBHOCTH (PYHKIIMOHUPOBAHUS HHPOPMALIMOHHBIX CUCTEM;

TpeOOBaHUS K PpE3CPBHOMY KOMHPOBAaHUIO HH(POPMALMH, MPOrPaMMHOIO
ofecrneyeHus U ero KOHQUTypauui;

TpeOoBaHUA K COOpYy, PETUCTpallMl M aHauu3y COOBITUH, CBA3aHHBIX
C BO3MOXHBIM  HapylnleHHeM  Oe3omacHOCTM  MH(OpPManuu,  HapymIEHHUEM
GYHKIMOHUPOBaHUS WH(POPMAMOHHBIX CHCTEM, pealu3aunueit yrpo3 6e3zomacHocTu
uHbopManuu (1anee — coOBITUSA OE30IIACHOCTH);

TpeOOBaHUS K 3aIIUTe WHPOPMAIMH MPH TOJIKIIOYEHHH K HH(OPMAIMOHHBIM
CHCTEMaM MHBIX HMH(POPMAIIMOHHBIX CHCTEM, BKIIOYas TpeOOBaHUs K KaHAIaM Iepeadyu
JTAaHHBIX [IPY B3aUMOJEHCTBIH C TAKUMH UH(OPMAIIMOHHBIMU CUCTEMaMH;

1) pa3pabOTKy H YTBEPXKIACHAC BHYTPEHHHX pENIAMEHTOB IO  3aIUTe
UH(pOpMAaLUHU, COAEpKALINX B TOM YHCIIE:

MIOPSZIOK CO3J[AHMS, ydeTa, H3MCHCHUS U OJIOKUPOBAHMSA, KOHTPOJS, YAAJCHUS
YYETHBIX 3allHCEH;

MOPA/IOK CO3JaHUs, ydeTa, U3MCHECHUS U OJIOKUPOBaHUS, KOHTPOJS, YAAJICHH
TIPUBWJICTHPOBAHHBIX YUETHBIX 3aIIUCEH;

HOPSIOK  CO3JaHMs, U3MEHEHMs, OJOKUPOBAaHUSA, KOHTpOJIA, YyAaJeHUA
ayTeHTH(PUKAIIMOHHON MH(POpPMALUU U CPENICTB AyTCHTH(PUKALIUY;

MOPAA0K NPEJOCTABICHUS I10JIb30BaTEIAM yIaJICHHOTO JOCTyTIa
K HH(GOPMaIMOHHBIM CUCTEMaM U cojieprKaleiicss B HUX HHOopMaluy;

NOPSAAOK M YCIOBHS TNPENOCTaBJICHUS PAOOTHUKAM IOAPSAIAHBIX OpraHU3aIlUii
JOCTyIa K HH(MOPMAIIMOHHBIM CHCTeMaM, COoJIep)Kalleicss B HUX nHQopMauuu, v (HUin)
nepeAayd UM HHGPOpPMANMK, KOHTPOJIS 3a TaKUM JOCTYNIOM, Iepefadyeld B ciaydae
IpUBJICUYEHHS TOAPSAHBIX OPraHU3aluii;

MOPSAAOK MpPENOCTaBICHHUA pPaOOTHUKAM MHBIX TOCYJAapCTBEHHBIX OpTaHOB,
opraHu3aluit AocTyma K WHGOPMAIMOHHBIM CHCTEMaM, coAepXKalleics B HHX
uHbopManuu ¥ (WIKM) mepeJadd UM HHQPOPMAIMU U KOHTPOJIL 33 TAKUMHU JIOCTYIIOM,
nepexaayeii (B ciiyyae HHGOPMALMOHHOTO B3aUMOACHCTBUS C UHBIMU T'OCYAapCTBEHHBIMU
OpraHaMy, OpraHU3alUsiIMH ),

NOPAAOK NPEJOCTaBICHUSA OJIH30BATENAM JI0CTyNAa U3 HHYOPMAIMOHHBIX CUCTEM
B ceThb «/IHTepHET» U KOHTPOJIA €¢ UCIIOIb30BAHHS;

MOPSAAOK MOBBIIICHUS YPOBHS 3HAHUN U HHGOPMUPOBAHHOCTH IOJIB30BATENIeH 110
BOIPOCAaM 3alIUTH HHPOPMAITHH;

IIOPSIOK BBIABIEHUS, OLIEHKH M YCTPAHEHHsS YI3BUMOCTEH HH(DOPMAIMOHHBIX
CHCTeM (llanee — yHpaBJieHHe YSI3BUMOCTSIMHU);
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HOPAIOK TMONYYCHHUs, OIICHKHM, TECTHPOBAHUS W IPUMEHEHHs OOHOBIEHUI

IOpOrpaMMHBIX, INPOrPaMMHO-AIIIApaTHBIX  CpPEeACTB  (danee —  yIpaBIICHHE
OOHOBJICHUSAMHU );

OPAIOK 00pabOTKH, XpaHEHUS U oOpameHus ¢ MH(opManuell orpaHu4E€HHOrO
IOCTYTIA;

nopsaaok obecnieueHus GU3NIECKO 3aIUTHl HHPOPMALMOHHBIX CHCTEM;

MopAAOK pa3paboTku 6e30MacHOro MporpaMMHOro obecredyeHus® B CiIydac ero
CaMOCTOSTEIbHON pa3paboTKu orepaTopoM (obraaaresieM HHPOPMALUN);

IOPSAZIOK BBIBOJIA B KOHTYP NMPOMBINLICHHOMN 3KCIUTyaTallid CEPBUCOB, AOCTYII K
KOTOPBIM OCYIIECTBIISIETCS C HCIONIb30BaHHEM ceTH «VHTepHeT», B ciyyae HalH4HA
TaKUX CEPBUCOB,;

HOPSIIOK MOHUTOPHHTa HH(OPMALMOHHOW 0€30macHOCTH® MHPOPMAIMOHHBIX
CHCTEM;

MOPAZIOK BOCCTAaHOBJICHHS IITAaTHOTO (YHKIIMOHUPOBAHHS WHGOPMALMOHHBIX
CHCTEM M TECTHPOBAHUS MPOIICCCOB BOCCTAHOBJICHHUS,

HOPSIOK KOHTPOJIA YPOBHSA 3aIIMNIEHHOCTH WH(pOpMAIUuK, CoAepKaleiics
B HHPOPMAIMOHHBIX CHUCTEMAX;

¢) BIJIeJICHHE OPTaHNU3aI[HOHHBIX, TCXHHUECKUX M HHBIX PECYPCOB, HEOOXOIUMBIX
IUTS 321U THl HH(GOPMAITHH.

15. IIpu pazpaboTke MOTUTHKH 3alTUTH HHPOPMALUU JOJDKHBI YYUTBIBATHCS BCE
HH(GOPMAIMOHHBIE CUCTEMBI omeparopa (obmamartens wuHpOpMaLKMH), a TaKKe
UH()OPMAIIHOHHO-TEIEKOMMYHHKAIIMOHHAs HHPPACTPYKTypa, €CIM HH(GOPMAalHOHHBIE
CHUCTEMBl (PYHKIIHMOHHUPYIOT Ha 0a3e HH(POPMAILOHHO-TEICKOMMYHHKALHOHHON
uHOpacTpykTypsl. [lonuThka 3amuTel MHGOPMALMU YTBEPKAAETCA PYKOBOAMTEIEM
omepatopa (obnamatens uWHGOPMAlMM) WM YIOJTHOMOYEHHBIM PYKOBOAMTENIEM
omeparopa (ob6namarens wHboOpManMH) JUIOM (Jajiee — OTBETCTBEHHOE JIMIO) H
o0s3areNibHA AN UCIOJMHEHHS BCEMH MOJApa3JeNeHUsAMHU (paboTHUKaMH) orepaTropa
(ob6namarens uHGOpPMALIUK) B YACTH, UX KaCAIOMEHCA.

16. Opranuzanuy, KOTOPBIM THPEIOCTABIAETCS JOCTYH K HH(OPMAalMOHHBIM
cuctemMaMm ormepatopa (obmagarens uHpopmarnmu) u (WIH) coAepKamlecs B HHX
UHPOpPMaLlUU [ OKa3aHHA YCHyr, MpoBeJeHHs paboT mo oOpaboTke, XpaHECHUIO
HH(POPMALIUH, CO3AaHUIO (Pa3BUTHIO), 00ECIEUCHHUIO SKCIUTyaTallMl HHGOPMALMOHHBIX
CHCTEM, a TaKkKe Ul BBHIIOJIHEHHs paloT, OKa3aHUs YCIOYyT MO 3auiuTe MHPOpMALUU

3 Iynkr 3.2 HanuoHanbHOTro crangapra Poccuiickoit demepaunu TOCT P 56939-2024 «3ammta unpopmauun. Paspabotka
OesomacHoro mporpamMmHoro obecnedenus. O6mpe TpeOOBaHNU», YTBESPIKACHHOTO M BBEJCHHOTO B JICHCTBHE IPHKA30M
Poccranaapra ot 24 okTa6ps 2024 r. Ne 1504-ct (M., ®I'BY «PCT», 2024) (nanee — I'OCT P 56939-2024).

SMyuxT 3.7 HanuomagpHOTO cTaHmapra Poccmitckoit ®enepaumn F'OCT P 59547-2021 «3amuta uHPOPMALMH.
Mowuutopusr uxdopManuoHHoii 6e3omacHocTu. OO6ImKe MOIOKEHU», YTBEPKOCHHOTO M BBEACHHOIO B JeiicTBHE
npukasom Poccranpapra ot 27 utons 2021 r. Ne 656-ct (M., ®I'BY «PCT», 2021) (manee — I'OCT P 59547-2021).
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(manee — moApsAHBIC OPraHU3aINH ), JOJDKHBL OBITH 03HAKOMIICHBI C IIOJTUTHKOM 3aILIUTHI
UHpOpPMalMK B YaCTH, UX Kacaroleics.

OO0s13aHHOCTh MOJAPSANHOM OpraHH3alUd IO BBIIOJHEHHIO ITOJUTHKH 3alUThI
HHpOpManuKd JOJDKHA OBITH OmpeAelieHa B JIOKyMeHTax omneparopa (oOmamarens
uHpOpManKK), Ha OCHOBAaHMHM KOTOPHIX B TOM YHCJIE Iepenaercs HHGMopMaIus,
IpeJoCTaBIsAeTCA JOCTYI K HMH(OPMAllMOHHBIM cHcTeMaM oleparopa (obmagarens
nH(bOpMaIINK) WIH COJIepKalIeiics B HUX HUHOPMALIUH.

17. 3amury uH(pOpMalMM JOJDKEH OpPTaHHU30BHIBATH PYKOBOAMTENH ONEPaTOpa
(o6namarens uHGOpMAIMK) WK 110 €T0 PEHICHUIO OTBETCTBEHHOE JIUIIO.

18. O6s3anHocTH  (PYHKUMH) M MOJNHOMOYHUS OTBETCTBEHHOTO JIMIA IO
OpraHu3alliil JEeATETBHOCTH II0 3alluTe HHGOpMAIlMM, YIPABICHUIO 3alllUTON
UHpOpMaMK, a TaKKe [0 OpraHu3all¥ KOHTPOJIS 3a [JaHHOU JESATCNHHOCTBIO Y
oneparopa (obnagarens uHGOpMAaNUU) HODKHBI OBITH BKIIOUEHHI B JIOJDKHOCTHBIC
00s3aHHOCTH (TPYAOBBIC (YHKIMH) OTBETCTBeHHOro juna. CocraB o0s3aHHOCTEM
(pyHKIUI) U MONMHOMOYMU OTBETCTBEHHOIO JIMIIA JIODKEH OBITH JOCTATOYEH IS
OpraHM3aluy JeATeNbHOCTH 10 3ammre HWHGOpManud W YIOPaBICHUS O3TOU
JESTEFHOCTRIO B COOTBETCTBHH ¢ TpeOoBaHUAMHU, a TaK)Ke OpTraHH3aIlui KOHTPOJIA 32
JTAaHHOM NTEATENILHOCTRIO Y onepaTopa (obnagarens uHGoOpMaIum).

19. PykoBomutens onepatopa (obnamarenss naH(OpManun), OTBETCTBEHHOE JIHIIO
JOJDKHBI CO3/1aTh (OMPENENUTE) CTPYKTYPHOE OAPA3ACTICHIE HIH Ha3HAYAET OTACIIEHBIX
CHELHAIUCTOB, Ha KOTOPBIX BO3MAaralwTcsi oO0s3aHHOCTH ((GYHKIMH) IO 3alIuTe
uHbopManuu (ganee — CTPYKTYpHOE IojpaszelieHne (CHSLUANIMCTBI) 110 3alluTe
uHpOopMaIuu).

@OyHKIIMY ¥ TOTHOMOYHSA 10 3aIUUTE HH(OpMAIUK CTPYKTYPHOTO MO/Ipa3/ieeH s
0 3aIiuTe HHGOPMALMU ONPEACIAIOTCS B MOJO0XKEHHH O CTPYKTYPHOM MO/Ipa3AeliCHHH
WIA UHOM JOKYMEHTE, B COOTBETCTBUU C KOTOPHIM (YHKIMOHUPYET CTPYKTYPHOE
noapasaeneure’. O613aHHOCTH (PYHKIIUHM) U MOJTHOMOYHS CIELHMAIUCTOB IO 3AIIKTE
UH(pOPMAIIUK 10 MTPOBEACHHUIO MEPOIPUATHI U MPUHATHIO MEP M0 3aIMUTE HHYOPMAIHH
JTOJDKHBI OBITh YCTAHOBJICHBI B MX JIOJDKHOCTHBIX O0SI3aHHOCTSAX (TPYAOBBIX (PYHKIHAX).
Coctap o6s3anHHOCTEl (GyHKUMI) ¥ NOJHOMOYMH MO 3amuTe HHGOPMAIUH
CTPYKTYPHOTO [OZpasAeieHHs (CIIEUAIMCTOB) [0 3a1uTe HHPOpPMAIHK J0JKEeH OBITH
JOCTaTOYeH JUIS IPOBEICHUS MEPOTIPUATHI U IPUHATHS Mep 10 3aIuTe HHPOPMAIUH B
COOTBETCTBUY ¢ TpeOOBaHUAMH.

B cnywae Hamumuus y omepartopa (obmamarens WHGOPMAIHH) CTPYKTYPHOTO
HOJpa3Ac/ICHUs, Ha KOTOPOE BO3JIOXKEHB! (QYHKIIUHU MO0 00SCIICUEHHIO HH(POPMAIOHHON

7 THMOBOE TIONOXEHHS O CTPYKTYPHOM IIOApasicicHHM opraHa (OpraHu3aium), 0GECIEYHBAIOMEM HHQOPMALHOHHYIO
Oe3omacHOCTh oOpraHa (OpraHu3aliM), YTBEPXIACHHOe mocTaHoBleHueM IlpaBurensctBa Poccuiickoit ®exmeparuu
ot 15 mrona 2022 r. Ne 1272,
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GesomacHOCTH®, 3amuTa MHQGOPMAIMH MOXET OBITh BO3JIOXKEHA HA YKA3aHHOE
nopa3IeieHue.

20. PaGoTHHKHM CTPYKTYpHOrO moApa3fesieHus (CIeUUANIMCTBI) IO 3allUTe
HHOOPMAIMK JODKHEI 00J1aaTh KOMIIETEHIIUAMH, HEOOXOAUMBIMM [UISI BBIIOJTHEHUS
BO3JIOXKEHHBIX Ha HHX oOs3aHHocTed (¢dyHKUMi) 1o 3amure HHGOpMaNUU
B cootBeTcTBHM ¢ TpeboBanusamu. He Menee 30 nporieHTOB pabOTHUKOB CTPYKTYpHOTO
nojpa3/ielieHdss 1o 3amure HHOpMalMM JODKHBI HMETh IpodeccHOHanbHOE
ofOpa3oBaHue I[I0 CIEIHAIFHOCTH WIM HANpaBICHHIO MOATOTOBKM B 00IacTu
uHpopMannoHHOM  Oe3omacHOCTH WIM NOpolTH Oo0ydeHHe 10 Iporpamme
npo¢eCCHOHANBHOM NTEPENOIIOTOBKH B 061acT HHPOPMaLMOHHOM 6€301acHOCTH.

21. CTpykTypHOE moOjApa3jeieHde (CHENUATUCTBI) M0 3aImuTe HHOOpPMAaIUu
IOJDKHO (HO/DKHBI) o0ecreudBaTh 3allUTy HHGOpMallMd BO B3aUMOJCUCTBHH C
HoJpa3IeNeHUs MU (pabOTHUKAaMH), HCIIONB3YIOMIMMHA HH()OPMAIMOHHBIE CHCTEMBI, W
HOJpa3/ICINeHUIMU (paboTHHKaMW), obecneunBaoNMu 9KCILTyaTaIuio
UH(POPMAIIMOHHBIX CUCTEM.

22. Tlogpaznenenus (paOOTHHUKH), MCIONIB3YIOMIYE MHPOPMAIIMOHHBIE CHCTEMEI,
JIOJDKHBl YYAaCTBOBATh B IPOBCACHWUU MEPONPHUATHH U IPUHATHM MEp IO 3alluTe
uHpOpMaUK B 00beMe, YCTAaHOBJICHHOM OIepaTopoM (oOnanaresieM WHPOPMAIIUH) BO
BHYTPEHHUX CTaHJapTax U periiaMeHTax Mo 3aIiuTe HHPOpMaluu.

IlonpasneneHus, obecrednBalOIIye IKCIUTyaTallMi0 HHPOPMAIMOHHBIX CHCTIEM,
JIOJDKHBI IPOBOJAMTH MEPONPHUATHS ¥ IMIPUHAMATH MEPHI 0 3aIUTe HHPOPMAIIUU B XOJIC
COIIPOBOX/ICHHS, 06CITy)KHBaHUS HH(POPMAIIMOHHBIX CHCTEM, MOCTABKH
KOMILIEKTYIOIUX M MHBIX BUAOB paboT MO IKCIUTyaTallud HHGOPMAIMOHHBIX CUCTEM B
o0beMe, yCTaHOBJIEHHOM oleparopoM (obnaxateneM WHpOpMalMM) BO BHYTPEHHHX
CTaHJApTaX U periiaMeHTax 1o 3amuTe HHHOpMaIuH.

23. CtpyKTypHBIM HOJpa3felleHneM (CIenHaInCcTaMy) Mo 3aIiuTe MHPOPMAIHH
OODKHBl ~ NPHUMEHATBCS  NPOrpaMMHBIE,  IPOrpaMMHO-allllapaTHBIE  CPEACTBa,
HO3BOJIIIOMIME 00eCHeYnTh BEHITIOJTHEHHWE BO3JIOXKEHHBIX HAa HUX 00sI3aHHOCTEH
(Gynx1uit) no 3aumre nHGOPMAIUHU, B TOM YHCIIE IO BBRISABICHUIO Yyrpo3 06€30IacHOCTH
nH(GopManuu, 0OHApYKESHUIO U TPETOTBPALICHUIO BTOPKEHUH, IPOBEIECHUIO KOHTPOJIS
YPOBHS 3aIlUILIEHHOCTH HH(opMaluy, colepxaleiics B UHQOPMAlHOHHBIX CUCTEMaX,
MOHUTOPHHTY HHQOPMAIMOHHO# 0€30NaCHOCTH HH(QPOPMAIIMOHHBIX CUCTEM, BBISBICHHIO
YS3BUMOCTEH, KOHTPOIIO HACTPOEK M KOHGUrypanud WHGOPMAIMOHHBIX CHCTEM, a
TaKKe CPE/ICTBA U CHCTEMBI, IIpeAHA3HAYEHHBIE A aBTOMATH3AlHU M aHAJTMTUICCKOM
HOJAEP>KKH JeATEIBHOCTH 110 3aIlIKUTE HHPOpMAITHHL.

CoctaB mNporpaMMHBIX, [POTPaMMHO-AINApPaTHBIX CPEICTB, HEOOXOIUMBIX
CTPYKTYPHOMY MOJpa3feneHut0 (CIIeMHaTuCTaM) [0 3aimTe HHOQOPMAUMH IS

# TloanyHkT «6» nynkra 1 Vkaza [IpesunenTa Poccuiickoit ®enepannn ot | Mas 2022 r. Ne 250 «O JonoiHATENBHBIX MEPAX
o obecnedennio naGopManuoHHON Ge3onmacHocTU Poccuiickoit demeparumy.
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BBIITOJTHEHUS. BO3JIOKEHHBIX Ha HHUX oOs3aHHocTed ((yHKumit), ompenensercsa BO
BHYTPCHHUX CTAHIAPTaX M PerjaMeHTax Io 3al[uTe HHPOpMaLUH.

24. JIng mpoBEACHUS MEPOIPHUATUH W NPUHATHA MEp IO 3amure HHpOpManuu
omepaTopoM (oOmajgareneM WHGOPMANWH) MOTYyT NPUBIEKATHCA OpPraHU3alMy,
HMEIOIKE JTUICH3UIO Ha JEATENLHOCTh 110 TEXHUYECKON 3aluTe KOH(HICHIHAIBHON
uHpopmanun’® (ajee — clenUalu3upoBaHHble opranusanuu). CocTaB IMpOBOIUMBIX
CIIELHATM3UPOBAHHBIMI OPTraHU3AIUIMI MEPOIPHUATHI U MPUHUMAEMBIX UMH MeEp IO
3amure HMHGOPMALKH, HCIONB3YeMBIX IIPH O3TOM MPOIPaMMHBIX, IIPOrPaMMHO-
anmapaTHBIX CPEICTB, MPEIHAa3HAYCHHBIX I 3al(UTHl HH(pOpMAaLHHU, OIpeaenseTcs
omepaTopoM (oGmamarenemM HHpopMali). PaOOTHUKH CTPYKTYPHOTO IOJApa3ieicHHUs
(crrenManucT) MO 3ammTe HHGOpManuH ormeparopa (obmanatens uH(oOpMalMHM)
JOJDKHBI TIPUBIICKAThCA K IPHUEMKE PE3YJIbTaTOB pab0T M YCIYT, BBIIOIHAEMBIX
(OKa3bIBaeMBIX ) CIELUATH3UPOBAHHBIMY OPraHU3ALIUIMY.

25. Oneparopom (oOnmagarenem uH(GOpPMAIIMH) JODKHBI OBITH pa3pabOTaHBI
Y YTBEPKJICHBI:

BHYTPEHHHE CTAaHIAPTHI IO 3aIIUTE HHPOPMALIH, YCTAaHABINBAIOIIHE TPEOOBAHUA
K peanu3anim Mep o 3aluTe uHpOpMaIUU MIPUMEHHUTEIIEHO
K  OCOOCHHOCTAM  JesSTeTbHOCTH  omeparopa  (oOmamatens — MHGOpMAanuu)
¥ QyHKIIMOHHPOBAaHUS HHPOPMALIMOHHBIX CUCTEM;

BHYTPCHHHE pErJIAMEHTHl II0 3aImuTe HHGOpMALMH, COIEpKallue IOpAAOK
OpPOBEICHUS MEPONPUATHII WM OIMCAaHHE pealu3yeMbIX MpPOILECCOB IO 3allHTE
HHGOPMAaIUH PUMCHHUTEIBHO K OCOOCHHOCTSIM JCATEINBHOCTH oreparopa (obmagarens
HHpopManuu) U QYHKITHOHUPOBAHUS HHQOPMAIIMOHHBIX CHCTEM.

BHyTpeHHME CTaHAApPTHI U PETJIAMEHTHI IO 3aIuTe HH(GOPMAIH YTBEPKAAIOTC
pYKOBOIUTENEM orepatopa (obnanarens HHGOPMAIIMK) HIIH OTBETCTBEHHBIM JIHIIOM.

OG6xnacTe [eiicTBHS BHYTPEHHHX CTaHAApPTOB M PETNIAMEHTOB IO 3aIluTe
HHGOpMalIUHU OIIpeAesIAeTCs onepaTopoM (obaagareneM HHPOpMAIUn ).

26. BayTpeHHue cTaHAApTHl M PETJIAMEHTHI MO 3aluTe UH(OPMAIlUN JTOBOIATCS
JI0 TIONIB30BATENEH, a TAK)Ke MOAPSTHBIX OpraHU3alui B 4aCcTH, X Kacarolleics.

BHyTpeHHHE CTaHZApTHl M PErIAMEHTHI MO 3amuTe HHGOOPMAIUHM MOJAJIEKAT
HCIIOTHEHUIO MOJIb30BATEIsIMH B YaCTH, UX Kacaromencs.

OO0s13aHHOCTH NOJPSAIHON OPraHU3AIIMY IO BBIITOJHEHUIO BHYTPEHHUX CTaHIapTOB
U PErinaMeHTOB IO 3alluTe HH(OPMAIMH JIOJKHA OBITH OIpelelieHa B AOKyMEHTax
omeparopa (oOnagarens), Ha OCHOBAaHHHM KOTOPBIX Tiepedaercd HHGpopMamus,
IPEJOCTABIAETCS AOCTYN K HH(OpPMaNHOHHBIM cHUcTeMaM oneparopa (oOmagaTens
UH(POPMALIUN) UM CoZepiKallleics B HUX HHPOPMAaLIUU.

® Iynkt 5 yactu 1 crateu 12 ®enepansHoro 3akona ot 4 mas 2011 r. Ne 99-@3 «O NHIEH3UPOBAHAU OTACIBHBIX BHIOB
IEATeILHOCTH.
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27. CTpykTypHOE moAapasfelicHue (CHeHHMATUCTB) IO 3amuTe HHQOpMauu
JOJDKHO (HODKHBI) pa3pabaThlBaTh W NPENCTaBIATh PYKOBOAMTENIIO OIllepaTopa
(obmagaTens UHPOpPMALMK), OTBETCTBEHHOMY JIHIy OOOCHOBAHHBIC MPENIOKECHHUSA IO
OpPraHU3aIMOHHBIM, MATCPHAIHHO-TEXHIYECKAM M HHBIM OOCCIICYHBAIOIIUM PECYPCaM,
HEOOXOOUMBIM [UIs TpPOBEINCHUA MEPONPHUATUN UM IPUHATUS MeEp MO 3aIluTe
uHpOpMalINU, C YKa3aHHEM CBEICHHUH O LENAX 3aIlUThl HHGOpMAaIMH, Ha JOCTHKCHUE
KOTOPBIX TPEOYIOTCS PECYPCH, M MEPEYHs HETaTUBHBIX TMOCIEACTBUM (COOBITHIL),
HaCTYILICHUE KOTOPHIX IIPOrHO3UPYETCS B CIIydyae OTCYTCTBHUS PECYpPCOB.

PykoBoaurens oneparopa (o6namarens uHpopMamym), OTBETCTBEHHOE JHIO HA
OCHOBE TPEACTABICHHBIX MPEMJIOKCHUA UM B mNpeaeiaax MMEIOIUXCS CPENCTB
IpeyCMaTpUBAET BBIJIENIEHHE OPTaHU3AIMOHHBIX, MAaTEPHATIEHO-TEXHUYECKUX U UHBIX
00€eCTICYNBAIOIINX PECYPCOB ISl IIPOBEACHUS MEPOIIPUATHH U MPUHATUSA MEP I10 3alUTe
uHpOpManuy, TpPUBIEYEHUS TNPH  HEOOXOAMMOCTH  JOHNONHHUTEIBHBIX  CHJ
U CPEACTB JUIA 3aIIUThI HHGOPMAIMK B COOTBETCTBUHU ¢ TpeOoBaHUAMH Ha BCEX 3Tanax
YKU3HCHHOT'O IHKJIA MH()OPMAIMOHHBIX CHCTEM.

28. YopaBineHue  OEATEIBHOCTHIO IO  3alquTe  HHQPOPMALUUH  JOJDKHO
OCYIECTBIATECA B  paMKaX (PYHKIMOHUPYIOUIEH OpraHU3allMOHHOM  CHCTEMBI
yIpaBJCHUS, BO3MJIABIIEMOIl PYKOBOAUTENEM ormepatopa (obmamarens uHpopmamuu)
WK [0 €T0 PEHICHUI0 OTBETCTBEHHBIM JIMLIOM. YTIPABJIEHHE ACATEIHHOCTHIO 110 3allUTe
UH(POPMAIIMHU JOJDKHO BKITIOYATh:

a) pa3pabOTKy M IUTAHUPOBAaHUE MEPOIPHATHI U Mep M0 3aIuTe HHHOpPMAIIHY;

0) mpoBeeHHE MEPONPUATHI U IPUHATHE MEP IO 3aIIUTe HHPOPMALIHY;

B) IpOBEJIeHHE OLIEHKHU COCTOSIHHA 3aIUTHl HHPOPMALIUY;

I') COBEpPIICHCTBOBAHNE MEPOTIPHATHI U Mep TI0 3allMTe HHPopManuy.

29.Ilpu pa3paboTke H IUIAHUPOBAHWU MEPOIPHATHH M Mep IO 3al[uTe
uHbOpMaIuu AODKHBI ObITh:

a) onpezeneHbl cOObITHA B HHPOPMAIIMOHHBIX CUCTEMaX, HAaCTYIUIEHHE KOTOPHIX
MOXET NPHUBECTH K HApPYIICHUIO LeNed 3aluThl HH(OPMAIUH, YCTAHOBIEHHBIX
B TIIOJIUTHKE 3aIUTH HHGOpMAIIH;

0) otpenenensl  MHGOPMALMOHHBIE CHCTEMBI, NPOrpaMMHBIC, MNPOTPAMMHO-
annapaTHble CpeACTBa, HECAaHKIIMOHUPOBAHHBIN JOCTYTI K KOTOPBIM M (UJIH) BO3JeiicTBHE
Ha KOTOpblE MOTYT TIPUBECTH K HapylleHUIO Iejied 3amuThl HHGOpMaIHH,
YCTaHOBIIEHHBIX B MTOJUTHKE 3aIMUTH HHPOpPMANUY;

B) BBIABIICHBI M OLIGHEHBI YTPO3bl 0€30MacHOCTH HH(OpMAIUH, peaTH3alHsl
(BOBHHKHOBEHHE) KOTOPHIX MOXET TIPHUBECTH K HAPYNICHUIO LEICH 3aluThl
nH(pOpManyy, yCTAaHOBJICHHBIX B IIOJMTHKE 3AIIUTH HH(opMaruu (namxee — yrpo3sl
6e3omacHocTy HHGOPMALINH);

T') OIIPEACTCHBl COCTaB U CPOKH IPOBEACHHS MEPONPUATHH W NMPHHATHS MEpP 110
3anuTe HHGOPMAIIHU B OIICHCHBI HEOOXOIMMEIE JIJIS 3TOTO PECYPCHI.
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30. I[IpoBoaMMBIC MEPOTIPUATHS M IPUHUMAEMbIE MEPHI IO 3aIIKUTe HHGOPMAIUU
JIOJDKHEI OBITH HampaBiieHsl Ha OJOKHpOBaHHE (HEHTpaNIM3AIHIO) aKTyalbHBIX IS
UHPOPMALIMOHHOMN CHCTEMBI Yrpo3 0e30nacHOCTH MHPOpPMALUU (Janee — aKTyalbHBIC
yrpo3bl) B COOTBETCTBHH C IIEJSIMH 3alIUTHI HHQOPMAIIMH, OIPEIETICHHBIMH B [TOJIUTHUKE
3aIIUTH HHGOPMAIUH.

B 3aBHCHMOCTH OT LieNICH 3aIMTH HHGOPMAIIMK MEPOTIPUATHS U MEPHI 110 3aILUTe
HH(pOpMaIIUU AOJDKHEI OBITH HAPaBIEHbI HA!

a) HCKIIIOYCHHUE YTECYKd WHQPOPMALMK OrPAHHYEHHOTO JOCTyHa U HHOM
KOHOUACHIMAIBLHON HHDOpMAaLHY;

0) mpenoTBpallleHHe HECAHKIMOHUPOBAHHOTO JOCTyNa K HHPOPMALOHHBIM
cucTeMaM H  cojepxamedcs B Hux uHQopManum, oOHapyxeHHe (PaKToOB
HECAHKIIMOHHUPOBAHHOTO JIOCTYTIA U pearpOBAaHUE HA HUX;

B) IpEAOTBPALICHUE HECAHKIUOHUPOBAaHHOW Moaudukanuu HHPOpPMAaLHUHY,
obOHapyxeHHe (PaKTOB HECAHKIIMOHUPOBAHHOM MOTUGUKAIIUN U pPearipoBaHue Ha HUX;

I') IpeIOTBPAIICHHE HECAHKIIMOHUPOBaHHOMN IIOJIMEHBI UH(pOpMaIIUHY,
obHapyxeHue (PaKTOB HECAHKLIMOHHPOBAHHON IIOJMEHbI H pEarupoBaHUe Ha HUX;

1) IPeJOTBpAIIEHUE HECAaHKIMOHUPOBAHHOTO YAalNeHHd HHGQOpMAalu U
IPOrpaMMHOT0 obecreueHus, oOHapyxeHHe ()akTOB HECAHKLIIMOHUPOBAHHOTO y/1aTeHHUS
U pearupoBaHHe Ha HHX;

€) UCKIIIOYEHNE WM CYIIECTBEHHOE 3aTpyAHEHHE OTKa3za B OOCIy)XHBaHHU
aBTOPH30BAHHBIM ITOJIE30BATEIIIM HHPOPMAIIMOHHEIX CUCTEM;

) HEJIOMYIICHUE HCITOJIb30BaHMsI WHGOPMAIIMOHHBIX CUCTEM M COACpIKAIIEiics B
HUX HHPOPMALUU HE [0 Ha3HAYCHHUIO;

3) HCKJIFOUEHUE UITH CYIIIECTBEHHOE 3aTPYJHEHHUE HAPYIICHUS (PYHKIIHOHUPOBAHUA
(paboTtocnocobHOCTH) UH(OPMAITHOHHBIX CUCTEM;

¥) HEOMYIIEHUE PpAacHpOCTPaHEHHUs C HCIOJIb30BaHUEM WHGOPMALMOHHBIX
CHCTEM NPOTUBONPAaBHON HHGPOPMALIHK;

K) obecrieueHre BO3MOXXHOCTH BOCCTAaHOBJIEHUSI B YCTAHOBIIGHHBIE OIEPaTOpPOM
(obmamareneM wuHQOpMANUK) CPOKH JOCTYNa AaBTOPHU30BAaHHBIX IMOJIL30BATCICH K
MH(QOPMAIIMOHHBIM CHCTEMaM H COIEp KalIercsl B HUX HHGOpMAaLnH, 3a0JJOKHPOBAHHOM
BCJIEICTBHE peanu3aluy (BO3ZHHKHOBEHHS) yrpo3 6e30macHOCTH HHPOpMaIUH;

1) obecrieueHUEe BO3MOXXHOCTH BOCCTAHOBJICHHS B YCTAHOBJICHHBIC OIEPATOPOM
(obnmamareneM uHOGOpMaMKM) CPOKHM HMHPOpPMALMK, MOOUPHUIMPOBAHHOW  WIIH
YHHUYTOXXEHHOM BCIEACTBHE peanu3aluy (BOZHUKHOBEHHUS) Yrpo3 Oe30macHOCTH
UHpOpMaIIHH.

31. Ouenka cocTosHUS 3alUTHl UHPOPMAIMK JOHKHA IIPOBOAUTHCS HA OCHOBE
olpezeineHus onepatopom (obmamarenemM HHGOPMALUN):
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a) IOKa3aTels, XapaKTepU3yOLIEro TEKyIIee COCTOSIHUE 3allUThl HHPOpMaIMK OT
0azoBoro ypoBHs Yyrpo3 Oe3omacHOCTH UWHbopManuu (Jajsee — IIOKa3aTelb
3aIUIIEHHOCTH Kyy);

0) nokaszatens, KOTOPBHIH OHNpeIeNseT JOCTAaTOYHOCTh U  3(deKTUBHOCTH
IPOBEACHNSI MEPONPUATHN MO 3amuTe HHPOpMalUU (Jajlee — IOKa3aTelb YPOBHSA
3penocTH I1,y,).

Jns omnpeneneHus 3HAYCHMM M pacueTa IOKaszarens 3ammmeHHoctd K, u
moka3zatens ypoBHs 3penocTd Iy, AOMKHBI MIPUMEHATHECA METOAUYECKHE NOKYMCHTEL,
yrBepxkaeHHble @CTOK Poccuu B coorBercTBUM € ab3alleM BTOPHIM IMYHKTa 5 U
noanyHktoM 4 myHkta 8 Ilonoxenus o ®CTIOK Poccum (manee — MeToaudeckue
nokymeHTel ®CTIK Poccun).

32. Pacyer M OLEHKa IOKa3aTens 3alMIIeHHOCTH K,y JOJDKHBI NPOBOIUTHCA
omeparopoM (obnagarenem uMHGOpPMAalMH) HE PEXKE OJHOTO pa3a B LIECTh MECSIIIEB.
Pacuer u oneHka mokasaress ypoBHA 3pelocTH [l JOMKHBI IPOBOJUTECS ONEPATOPOM
(o6magareneM nHGOPMAIIUH) HE pexe OJHOI0 pas3a B JIBa roja.

O noxy4eHHBIX MO pe3yJIbTaTaM OLIEHKH 3HAYEHHUSAX [1OKA3aTels 3allUIIeHHOCTH
K,u 1 noka3zarenst ypoBHs 3penoctu [l;; B ciydae HX HECOOTBETCTBUS HOPMUPOBAHHBIM
3HAYCHUSIM, YKa3aHHBIM B MeToaudeckux gokyMeHtax ®CTIK Poccum, B TeueHue 3
KaJCHJApHBIX JHEH CO JTHSA 3aBepUICHHUS TaKOM OIIEHKH MHPOPMUpYETCS pyKOBOAMUTEND
oneparopa (obnamarens wuHHGOPMANHM) IS TPUHATHS PEUICHHS O TPOBEICHHH
MEPOTIPUATHH MO COBEPIICHCTBOBAHUIO 3aITUTHl MHYOpPMAIUU U TPUHATHH MEp IO
MOBBINICHUIO ~ YPOBHA  3allMIIEHHOCTH  HH(OpManuM,  coaepkamieiica B
HHGOPMALMOHHBIX CUCTEMAX.

Pe3ynbTaThl OLEHKM mMOKazaTeNds 3amumeHHocTH K,, M moxasarens ypoBHs
3penoctd Il,; B Cpok He mo3nHee 5 pabouux JHEH mocie AHA UX pacyera JIOJDKHBI
HanpaBJAAThCA onepaTopoM (oOmagarenem nHpopmaunu) B DCTIOK Poccuu B memsx
MOHUTOPHHIA TEKYIIETO COCTOSIHUA TEXHHYECKOM 3amHUThl MHQOpPMALUHU U OLCHKH
3¢ PEKTUBHOCTH AEATENFHOCTH IO TEXHHICCKOU 3amuTe nHpopMarwm'C.

33.1lo pemeHuo pykoBoauTens omnepatopa (obmamarens uH(OpMAaIUm),
OTBETCTBEHHOI'O JIMIIA CTPYKTYPHBIM IOApPAa3JeICHUEM (CHELMATHCTAMH) IO 3aIUTe
uHpOpMaul €  ydacTHeM mojapasfieieHud  (pabOTHHUKOB),  HCHONB3YIOUIUX
MHGOPMAIMOHHBIE CHCTEMBI, mnoapas3aeieHuidl (pabOTHHUKOB), OOECIEUUBAIOIIUX
IKCIUTyaTalldl0 MH(OPMAIIMOHHBIX CHUCTEM, pa3pabaThIBaeTCs IUIAH MEPONPHATHH IO
COBEpIICHCTBOBAHMIO 3alllUTHl WHGOpMAaLMH, COAepKameiics B MHGOPMAMOHHBIX
cucTeMax, B KOTOPOM B TOM YHCIIE€ YKa3BIBAIOTCS HAUMEHOBAaHUS MEPOIPHATHH, CPOKH
UX BBIIOJIHEHHUS, ToApa3aesieHus (pabOTHUKHU), OTBETCTBEHHBIE 33 PEAIU3ALIUIO KAXKIOTO
MEpPOTIPHUATHS.

19 onryuktet 6! u 6° nynkra 8 Ionoxenus o ®CTIK Poccun.
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IInan yTBepkmaeTcsl PyKOBOAUTENEeM omeparopa (obnagarens HH(GOPMAIUH),
OTBETCTBEHHBIM JIMIIOM M JOBOAMTCA [0 MHOApa3lencHudl (pabOTHHUKOB) omeparopa
(obnmamarens wHGopManMM) B 4acTH, HX Kacaromeicsa. PesynbratoM peanusanuu
MEpPOTPHUATHI IJIaHa JOJDKHO OBIThH TOCTIXKEHHE 3HAUYCHUM MoKa3aTelns 3alUIleHHOCTH
K,q ¥ MOKa3atens ypoBHs 3penoctd [1,; He Hibke HOpMUPOBAHHBIX 3HAYCHUH, yKa3aHHBIX
B Meroandeckux nokymenrax ®CTIK Poccuu.

I11. ITpoBeaenne MepONPUSITHI U IPAHSITHE
Mep 110 3a1UTe HH(POpMALMH

34. JIns moctikeHus meneil 3ammThl MHQOpManuUu omnepaTtopoM (obmamatenem
HH(OPMALMH) TOJDKHBI IPOBOAUTHCS CIICYIOMUE MEPOIIPHSITHS:

a) BLIABJICHUE H OLIEHKA yrpo3 Oe3onacHocTH nHopmanuy;

0) KOHTpONb KOH(PUTypaluii HHPOPMAILUOHHBIX CUCTEM;

B) YIPaBJICHHE YS3BUMOCTAMU;

I') yIpapiieHuE OOHOBIICHUSAMU;

1) obecrnieueHue 3aiMTHl UHPOpMaIuu npu o6paboTke, XpaHEHUH U OOpaIlICHHU C
uHpOopMalei OrpaHHUYeHHOTO JOCTYIIA;

€) obecrnieueHue 3aUTE HHPOPMAIIUH TP TPUMEHEHUH KOHEUHEBIX YCTPOICTB;

K) obecrnieueHue 3auThl HHPOPMALIH IPH IPUMEHEHHUH MOOMIBHBIX YCTPOMCTB;

3) obecrnieyeHue 3auMThl HHGOPMAIUH NIPH YAATEHHOM JIOCTYIIE MOJIb30BaTENeH K
MH(POPMAIOHHBIM CHCTEMAaM;

u) obecnieueHue  3amuThl  uHpOpMAIMK Tpu  OECIPOBOAHOM  JOCTYIIE
HoJNB30BaTenei K HHPOPMAIIMOHHEIM CHCTEMAM,;

K) obecrieueHre 3alMThl HH()OpPMAlMKU NpPU MPEOCTABICHUH MOJb30BATENIM
JOOCTyIa K MHPOPMAaLMOHHBIM CHCTEMaM, IPeAyCMaTPHBAIOLIETO YTEHNE, BHIIIOJHEHHUE,
U3MEHEHHE, 3allCh, yJaleHue mnporpamMm M (WIM) JAaHHBIX B HHGOPMAIMOHHBIX
cucreMax (Jiajee — NPUBUIICTUPOBAHHEIN JTOCTYM);

1) obecreueHue MOHUTOPHHTa HH(POPMAIIHOHHOH 0€3011aCHOCTH

M) obecrieueHne pa3paboTku 6€30MacHOro MPOrpaMMHOro obecreyeHus;

H) obecnieueHue GU3NIEeCKOM 3alIUThl HHPOPMAIIMOHHBIX CHCTEM;

0) obecrneueHue HEeMPEePEIBHOCTH (PYHKIIHOHUPOBAHUS HH(POPMAIIHOHHBIX CUCTEM
IIPY BO3HUKHOBEHUH HENITATHBIX CUTYyallUH;

) MOBBILIICHHE YPOBHS 3HAHUW U WHGOPMHUPOBAHHOCTH NONH30BaTENEeH IT0
BOMPOCAM 3alIUTHI HHPOPMALIUH;

p) obecriedeHue 3amuUThl MHOOPMAIMH MPH B3aUMOICHCTBHM C ITOAPSIHBIMU
OpraHU3alUsIMHY;

c) obecrevyeHue 3alUThl OT KOMIIBIOTEPHBIX aTak, HAlPaBJICHHBIX HAa OTKa3 B
00CITy>KUBaHUW;
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T) o0ecle4eHrne 3alUThl MH()OPMALIMKM IPHU HCIOIb30BAHMH HCKYCCTBEHHOI'O
UHTEIUIEKTA'!;

y) peanu3anyd B MHGOPMAIMOHHBIX CHCTEMax Mep IO HMX 3aIlUTe M 3aIlUTe
coJiepkarieiics B HuX HHGOpMaIHy;

&) IpoBeneHre KOHTPOJIS YPOBHS 3aIIMIICHHOCTH MH(GOPMAaLUH, COACPKaIIEHC
B HHPOPMAIIMOHHBIX CHCTEMAX;

X) obecrieueHie HEMPEPHIBHOTO B3aMMOAECHCTBHA C TOCYAAPCTBEHHON CHCTEMOM
oOHapyXeHus, PeRYNPEKACHUS U TUKBUIAIMY [TOCIESICTBAN KOMIBIOTEPHBIX aTaK Ha
uHpOopManuoHHbIE pecypchl Poccuiickon Penepanum.

35. loctatouHocth ¥ 3(PPEKTHBHOCT  MPOBOJAUMBIX  MEPOIPHUATHH
(peanM30BaHHBIX MPOIECCOB) OLIEHUBAIOTCS ONEPATOPOM IO pe3yIbTaTaM ONPEACICHUSL
II0KA3aTeNs YPOBHA 3pelocTH 11, B COOTBETCTBUM C IyHKTaMu 32 u 33 TpeOosaHui.

36. MepompusTis 1O BBISBICHHIO M OLEHKE yrpo3 0e30I1acHOCTH MHGOPMALuH
JOJDKHBI TIpeyCMaTpUBATh ONpEAeICHHE B XO€ CO3AaHus NH(OPMALMOHHBIX CHCTEM
aKTYaJIbHBIX YTPO3 M pa3paboTKy B Cy4asX, yCTAHOBJICHHBIX TPEOOBAaHUAMH K MOPAAKY
CO3JIaHH, PAa3BUTHS, BBOJA B OKCILTyaTaIUIO, SKCIUIyaTalliy B BEIBOJA U3 SKCILTyaTalluu
rOCYJIapCTBEHHBIX NHPOPMAIIHOHHBIX CHCTEM H JATbHEHUINETO XpaHEHH COJEpKaLLEHCs
B ux 0a3zax JaHHBIX WHGOPMAIUH, YTBEPKACHHBIMU NOcTaHOBIeHUEM [IpaBuTenpcTaa
Poccuiickoit ®eneparu ot 6 utomss 2015 r. Ne 676, moneneit yrpo3 6e30macHOCTH
HHOOPMAIIHH, a TAKKE CBOCBPEMEHHOE BBISBICHUE aKTYaJIbHBIX YIPO3 U HX OLIEHKY B
XOJI€ IKCIUTyaTaluid HHPOPMAIIHOHHBIX CHCTEM.

Mopnens yrpo3 Oe3omacHOCTH HHGOpPMAlMH B Clydae €€ pa3pabOTKU JOJDKHA
HCIIOJIb30BATHCA B KAYECTBE UCXOIHBIX JAAaHHBIX JJIA pa3pabOTKU M BHEAPEHHS Mep IO
3amure WH(pOpMAIMH, a Takke Uil BHEIOOpa CPEACTB 3alIUTHl MH(QOpMAlHMHU U KX
(YHKIIMOHAIBHBIX BO3MOXKHOCTEH B XOJ€ CO3laHUs (Pa3BUTHSA) MOACHUCTEM 3aILUTHI
uHopMarn HHOOPMAIMOHHBIX cHCTeM. PemeHune o HeEOOXOIMMOCTH pPa3paboTKH
MoOJeNId yrpo3 ©Oe30macHOCTH HHGOpMALMH B XOJE€ CO3JaHHs HEroCyqapCTBEHHBIX
HH(OOPMAIIMOHHBIX CHUCTEM TIPUHUMAETCs PYKOBOAUTENEM oleparopa (obiamareist
UH(POPMAIINH), OTBETCTBEHHBIM JIUI[OM.

B xoze 3kcIuTyaTany HHGOPMAIMOHHBIX CHCTEM JIOJDKEH ObITh 00ecniedeH IMOMCK
JAHHBIX M NPHU3HAKOB, WACHTH(GUIUPYIOMINX HAIHYHE aKTyaJbHBIX YIpo3, MPOBEAEHa
IPUOPUTH3ALHSA BBISIBJICHHBIX yrpo3 6e30macHOCTH HHOpMaLIHH,
OCYIIECTRIICHO ONOBEIICHUE Mojapa3aeneHnii (paboTHHKOB) omepaTtopa (o6nagarens
HHPOPMAllMH) O BBIABJICHHBIX AaKTYalIbHBIX yrpo3ax. [Ipy HamuuuM MpU3HAKOB
peanmu3aiuy (BOSHUKHOBEHUS) aKTYaIbHBIX YIPO3 JODKHBI OBITh IPUHATH MEPHI IO HX
OJIOKUPOBAHUIO (HEUTpATU3aLIUHU).

U TloamynkT «a» nmyskta 5 HanuoHansHOM cTpaterdd pasBHTHA UCKYCCTBEHHOTO HHTeJUIEKTa Ha mepuox o 2030 roza,
yrBepxkacHHOH YkasoMm Ilpesunmenta Poccuiickoii @enepamum ot 10 okrabpsa 2019 r. Ne 490 (ganee — HaumonanbHas
CTpaTerus pa3sBUTHA HCKYCCTBEHHOI'O MHTEIUICKTA).
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37. MeponpusaTHs IO KOHTPOJIIO KOH(uUrypauui HHPOPMALMOHHBIX CHCTEM
JOJDKHBI HMCKJIIOYaTh HECAHKHUOHUPOBAHHOE HM3MEHEHHME COCTaBa IIPOrPaMMHBIX,
IpOrpaMMHO-AMNapaTHbIX CPEACTB HMH(OPMALMOHHBIX CHCTEM, HMX HACTpOEK H
KOH(UT'YpaIlHif, YCTAHOBJICHHBIX BO BHYTPEHHHUX CTAaHAApTaX IO 3alllUTe UH(POpMaIHH,
a Takke obecreunBaTh OOHapyxeHHE (PAKTOB HECAHKIMOHUPOBAHHBIX M3MEHEHHH H
BBISIBIIEHHE IPHYUH U3MCHECHU.

KoHTpos koHGHUTyparui HHGOPMAIIHOHHBIX CUCTEM IOJDKEH OCYIIECTBIATECS Ha
OCHOBE aHaM3a pe3ynbTaToB ydera U T-aktuBoB!? 1 (W1K) CBEASHHH, COMCPKALMXCS B
ABTOMATHU3UPOBAHHBIX  CHCTEMax XpaHCHHs M  YOpaBieHUs  JaHHBIMH 00
UHQOPMALIMOHHBIX CHCTEMaX M WX KOHQUrypamusix (OpH HAINYMH CHCTEM
unpenTapuzanuu NT-aktuBoB). CTPyKTypHOMY IMOApa3/ieieHuI0 (CIenUalucTaM) Io
3amuTe HHPOPMALMH J0JDKEH ObITh 00ECTICUCH AOCTYII K YKa3aHHBIM CBEACHHAM.

38. MeponpusaTys 1o yIIPaBICHHIO YA3BUMOCTIMH JOJDKHBI BKIKOYATh BBIABICHUE
YS3BUMOCTEH HWH(QOPMAIMOHHBIX CHCTEM, OIEHKY WX KPHTUYHOCTH, OIPEEICHHE
METO/IOB ¥ IIPUOPUTETOB YCTPAHEHHS YSA3BUMOCTEH, 8 TAKXKE KOHTPOJIb 32 YCTPAaHEHHUEM
yS3BUMOCTEH.

VYcTpaHeHHe yI3BUMOCTEH, KOTOPBIE MOT'YT OBITh UCIIOJIB30BAHBI HAPYIIUTESIMH,
WIA HCKIIOYEHHE BO3MOXXHOCTH MX HCIHOJB30BAHHMA 33 CYET IPUMEHEHHUSA
KOMIICHCHPYIOIIUX Mep JO/DKHO  MPOBOOUTBCA  omepaTtopoM  (obnamateneMm
nHbOpMaLUN):

B OTHOIIEHHH yS3BMMOCTEH KPUTHYECKOTO YPOBHS ONACHOCTU!* — B CPOK He
ooinee 24 4acos;

B OTHOIICHHH YS3BHUMOCTEH BBICOKOTO YPOBHS OIMACHOCTH — B CPOK He Gonee 7
KaJICH/IAPHBIX JHEH.

B oTHOmIEHUH YA3BUMOCTEW CPEAHET0 M HU3KOTO YPOBHEH ONACHOCTH CPOKH U
NOPSAAOK HX YCTPaHEHHUS ONPEAESIIOTCS BO BHYTPEHHEM pEINIAMEHTE 110 3aIIuTe
uH(OpPMAIHU UCXOIS U3 OCOOCHHOCTEH (DYHKIMOHUPOBAHUSA HHPOPMAUHOHHBIX CUCTEM.

[Ipu BBIABIEHUM YSA3BUMOCTEH MHGOPMALMOHHBIX CUCTEM, CBEACHHSA O KOTOPBIX
OTCYTCTBYIOT B 0aHKe MaHHbBIX yrpo3 OezomacHoctn uHpopmanun OCTOK Poccun,
orneparop (ob6mamarens nadopMalyn) B Cpok He Gosee 5 pabouux AHEH C 1aThl TAKOTO
BBISABJICHUS JOJDKEH HampaBuTh HHPopManuoo o6 yassumoctd B PCTOK Poccun s
OLICHKH HEOOXOAMMOCTH BKJIFOUCHUS BBISBICHHOH YSI3BUMOCTH B OaHK aHHBIX yrpo3
6e3onacrnoctu urpopmanuu ®CTIK Poccun'?.

2 [Tynxr 3 IlomoxeHus o6 yuere W T-akTHBOB, MCHONB3YyeMBIX JUIS OCYIUECTBICHHS MACATENBHOCTH 1O HM(POBOH
TpancGOpMalMK CHCTEMBl TOCYJApCTBEHHOr0 (MYHHUMIATHRHOTO) YHPABIEHHs, YTBEPHKJIEHHOTO IOCTAHOBJICHUEM
IIpasutenscraa Poccniickoit @eaeparmu ot 1 urons 2024 r. Ne 900.

B Iynkr 5.2.18 naunonansuoro cragapra Poccuiickoit ®enepamun [OCT P 56545 — 2015 «Bamura uadopManiy.
Vs3BumocTH HHPOpMaMOHHBIX cHcreM. [IpaBuia ommcanus ysS3BHMOCTEH», yTBEPKIACHHOTO H BBEIECHHOIO B JCHCTBHE
mpukazoM Poccrannapra ot 19 aBrycra 2015 r. Ne 1180-ct (M., ®TBY «PCT», 2021).

14 [Tomnynkr 21 mynkra 8 I[Tonoxenus o ®CTIK Poccnu.
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39. Meponpusatuss 1O  YOPaBICHUIO OOHOBICHHAMHM JO/DKHBl  BKIIIOYaTh
NpoBeIeHre NPOBEPKH MOIMHHOCTH W IEIOCTHOCTH OOHOBIEHHH HIPOrpPaMMHBIX,
IPOrpaMMHO-AIApaTHRIX CPEACTB, TECTUPOBAaHUU OOHOBICHHH [0 MX IIPUMEHEHHS B
KOHTYpax MPOMBIIUIEHHOH JKCIUTyaTalMd HHQOPMAIUOHHBIX CHCTEM, BBIIAYE
paspemieHus nmoapasaeneHusM (paboTHHKaM) onepaTopa (obsagarens HHGOpMaLluK) Ha
OpUMEHEHHEe OOHOBJIICHHH IPOTPaMMHBIX, HpPOTPaMMHO-AlIapaTHBIX CPENCTB B
KOHTYPax MPOMBIIUICHHOH 3KCIUTyaTallii HHQOPMAIIMOHHBIX CHCTEM C HCTIONBb30BaHMEM
0e30macHbIX HACTPOCK M KOH(UTYpaluid, YCTAaHOBICHHBIX BO BHYTPEHHUX CTaHAAPTaX
no 3amure uHpopManud. becKoHTpoNbHAas ycTaHOBKAa OOHOBJIEHHH IPOTPAMMHBIX,
IPOrpaMMHO-aNMNapaTHBIX CPEACTB HE JOITyCKACTCA.

Cpoku mnpuMeHeHUsT OOHOBIEHMH NpPOTrPaMMHBIX, IPOTrPaAMMHO-AIMIAPATHBIX
CpPE/ICTB, TpPEAHA3HAUEHHBIX Ml YCTPAHEHHs YA3BHMOCTEH, YCTaHABIMBAIOTCA BO
BHYTPCHHEM pErJIaMEHTE II0 3alquTe HHGOpManmuy B 3aBHCHUMOCTH OT CPOKOB
yCTpaHEHHS YA3BUMOCTEH COOTBETCTBYIONUX YPOBHEH ONIACHOCTH U PHCKOB, CBA3aHHBIX
¢ MPUMCHEHUEM OOHOBJICHHUH MPOTrPaMMHBIX, IPOrPaMMHO-AIIIAPATHBIX CPEJICTB.

40. MepornpuaTuss 1o 3amure uHGOpMAMU IpH 0O0paboTKe, XpaHECHHMH U
obparieHny ¢ HHPOPMaIHeH OrpaHUYEHHOTO JOCTYTIA JODKHBI UCKIIIOYATh:

HEIPAaBOMEPHOE pPaCHpOCTpaHEHWE HH(POPMALMU OIPaHUYEHHOrO JOCTyNla BHE
3aBUCHMOCTH OT (GOpMBI €€ NpeACTaBlIeHHs, B TOM YHCIE C HCIOIb30BaHHEM
HH(POPMAIIHOHHO-TEJICKOMMYHHUKAIIMOHHBIX ceTel U ceTu «IHTepHeT»;

JOCTYH K HH(OpMalM{ OTPaHHYSHHOTO JOCTYIA JIULI, U1 KOTOPBIX HH(MOpMALUA
HE [IpeIHA3Ha4YeHa u (WIIK) JUIsl KOTOPBIX TaKOM IOCTYIH 3alpenicH.

ITpoBoMMBbIE MEPONPHATUS IO/DKHBI BKIIIOYATH OMpenesieHne HHGOopMauuu
OTPaHUYCHHOTO JIOCTyNla M TpeJHAa3HAYCHHBIX JJIi €€ XpaHEHHs IPOrpaMMHO-
anmapaTHbIX CpPEJACTB, a TaKKe KOHTPONb W PErucTpalio BceX (pakToB goCTyma
[I0JIB30BATEICH K MPOrpaMMHO-aNIapaTHBIM CpeACTBaM, B KOTOPBIX XPaHHUTCA
UHQOpMaLUs OrPaHHICHHOTO JOCTYTIA.

Kontpons 00paboTku, XpaHeHHs HHGOpMAIMM OIPAHUYEHHOIO JOCTYIa B
IpOTrPaMMHO-AIIAPAaTHRIX CPENICTBAX M €€ MNepefaud JOJDKEH OCYLIECTBIATHCA B
COOTBETCTBMH C BHYTPEHHHMM perjaMeHTOM Mo 3ammure uHpopMammu. O dakrax
HEMPaBOMEPHOTO PacpOCTpaHeHUs WHQGOPMAIMH OTPaHUYEHHOTO A0CTyna M (WiH)
JOCTyHa K CpeAcTBaM ee 00paboTKM M XpaHEHUs AOJKEH OBITh HE3aMEQIUTENBHO
npouHGOPMHUPOBaH  PYKOBOAMTENb  omeparopa  (obnmazarens — uH(OpMaLuu),
OTBETCTBEHHOE JIHILIO.

41. Meporpusatusi 10 00€CHEUEHUI0 3aIluThl MH(pOpMauuu IpH NPUMEHEHHU
KOHEUYHBIX YCTPOHCTB WH(MOPMALMOHHBIX CHCTEM IOJDKHBI HUCKIIOYATh BO3MOYKHOCTB
HECAHKIIMOHHPOBAHHOTO JOCTylla K HH(QOPMAIMOHHBIM CHCTEMaM M KOHEYHBIM
YCTPOHCTBaM MM BO3AECUCTBUA HA HUX 4Yepe3 HHTEPPEUCHI H MOPTHI, HEIOCPEACTBEHHO
B3auMo/icicTByIoNMeE ¢ ceThio «HTEepHET» U (MITH) OOCTyNHbIe U3 ceTH « HTepHET».
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3ammuTa KOHEYHBIX YCTPOWCTB WH(OPMAIMOHHBIX CHUCTEM MAOJDKHA BKIIFOYATh
peanH3aliio B HUX B COOTBETCTBHH ¢ TpeGoBaHMsIMH Mep 110 3amuTe UHPOPMAUH OT
HECAHKI[HOHHPOBAHHOI'O JOCTYMa M IPOBEJCHHM HAa HUX MOHUTOPHUHIA M aHaNu3a
OPOLIECCOB M COOBITMH C IIEThIO BBIABICHUA aKTyaldbHBIX YIpo3, a TaKKe
OPEAYNPEXISCHAM O  MOpoM3oIIeAmMX  coObTHsAX  Oe3onmacHoctu.  KoHTpons
HCIIONB30BaHHA KOHEYHBIX YCTPOHCTB JOJDKEH OCYIIECTBISATHCS B COOTBETCTBHHU C
BHYTPEHHUMU CTaHIapTaMH U perjiaMeHTaMu 110 3aliuTe HHHOopMalyu.

42. TlocpeaCTBOM  TIPOBEACHUSA MEPONPHUATHH 10  OOECHEYCHHUIO  3alUTHI
dHPOpPMALMK NPH NPUMEHEHUHM MOOWIBHBIX YCTPOHCTB JAOJDKHA OBITH HMCKIIOYEHA
BO3MOXKHOCTh HECAHKI[MOHUPOBAHHOTO [OCTyNa (BO3JAEHCTBUS) K HH(POPMAUHOHHBIM
CHCTEMaM M CoepKalleiics B HUX HMH(oOpMamuu, a TakkKe K B3aNMOACHCTBYIOIIUM C
HHUMH MOOHJIBHBIM YCTPOHCTBAM M COAEprKalleics B HUX MH(GOpMaLUU 4epe3 KaHaNbI
nepeaadyd MOOMIBHBIX JIaHHBIX, MOOWJIBHBIE CEpBHUCH, HHTEpQeiicbl M IOpPTHI
MOOHIIBHBIX YCTPOMCTB.

Ilpy IpHMEHEHHH T[OJIF30BATEISIMA MOOWIBHBIX YCTPOMCTB i1 JOCTyHa K
HHQOPMALIMOHHBIM CHCTEMaM U coepxalleiics B HHUX HHpoOpMalMM B HEILIX
BBIMOJIHEHHA CBOMX oOs3aHHOCTEeH ((QyHKIWMI) omepatop (obnamatens HHGOpMAIMM)
JO/DKEH MIPHHUMATh MEPHI T10 3aIUTe HHPOPMALIMOHHBIX CHCTEM U COJIEPIKAIIECHCS B HUX
uHPOpPMAaLIUU, B TOM YHUCIIE:

o0ecrneynBaTh 3alUTy KaHAJIOB NIepeiayH JaHHBIX;

OCYHIECTBIATH  JOCTYH  IMOAb30BaTele Cc  NpUMEHEHHEM  CTpOrou
ayTeHTH(PUKAIUH >,

ITonmp30oBaTeieM MOJDKEH OBITh WCKIIOYEH HECAHKIIMOHUPOBAHHBIM [OCTYI K
MOOHIEHOMY YCTPOMCTBY.

43. TIpuMeHeHHUE MOJIb30BATESIIAMH JTMYHBIX MOOWIBHBIX YCTPOMCTB TS JOCTYTIA K
HHOOPMAIMOHHBIM CHCTEMaM H cojepXameidcs B HUX HHPOpMauuud C IEJBI0
BBINIOJTHEHHUA CBOMX 00Os3aHHOCTEH ((PYHKIMH) AOMYCKAaeTcs B CIy4ae COOTBETCTBHS
MOOWIBHBIX ycTpoiicTB TpeGoBaHMAM M Hamuuus Yy omepartopa (obnagarens
HHPOPMAIINN) BO3MOXXHOCTH KOHTPOJISI HCIIOJIb30BaHMA MOOUIIBHBIX YCTPOMCTB.

44. KoHTpOJIb UCHOJIB30BaHUA MOOMIBHBIX YCTPOMCTB JIOJDKEH OCYILECTBIISITHCS B
COOTBETCTBUH C BHYTPEHHUMH CTaHJApTaMH U PErIaMEHTaMH IO 3alUTe HHHOpMAaLHH.

45. Ilpu nmpUMEHCHHUH MOJIB30BATEIIMH MOOUIBHBIX YCTPOWCTB A JOCTyIa K
UH(POPMALIMOHHBIM CHCTEMaM M COJEpIKAIleHCcs B HUX HH(OPMAIUU, HE CBS3aHHOTO C
BBHINIOJTHCHHEM TI0JIB30BaTeNIeM CBHX 00s13aHHOCTEH (D YHKIMIT), B TOM YKCIe AN JOCTyIa
K oOmemocTynmHoi uHpopManuu, oneparopoM (obnanareneM WHGOPMAIHU) JOKHBI
OPUHUMATBCS MEPHI 110 3aUIUTe MH()OPMAIMOHHBIX CHUCTEM M cOepXKamleiics B HHUX

5 Tlymxr 3.54 nanuwoHanmeHoro cramgapra Poccumitickoit ®emepaunm 'OCT P 58833-2020 «3ammra uH(QOpMaumy.
Upentuduxamus u ayreHTHOHKaimsa. OOiHe TpeOOBaHHA», YTBEPH/JICHHOTO H BBEJACHHOTO B JCHCTBHE MpPHKAa30M
Poccranpapra ot 10 anpens 2020 r. Ne 159-ct (M., ®I'BY «MHCTUTYT cTaHAapTH3aLUN», 2020).
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UHG)OPMAIIUM U, NPH HEOOXOAUMOCTH, OOECIICUMBATHCA 3aLUMTA KAHAJIOB IEPEaavu
JAHHBIX, CIIONIb3YEMBIX IS OCYIIECTBICHHS JOCTYIIA.

46. TTocpeACTBOM  MHPOBEACHHMS MEPONPHATHH 1O OOECHEYEHHIO  3aIlUTHI
uHbOpPMalUK TPH YIAJEHHOM JOCTYIIE IOJb30BaTeNed MOKHA OBbITh HCKIHOYEHA
BO3MOXHOCTh HECAHKI[MOHMPOBAHHOTO JOCTyna (Bo3xeicTBUA) K HMHGOPMAIIMOHHBIM
CHCTEMaM M COZCprKalIeics B HUX HMH(pOpManuH, a TakXKe K B3aHMOJEHCTBYIOIIUM C
HMMH IIPOrPaMMHO-AINapaTHBIM CPEACTBaM II0JIb30BaTeIcH 4epe3 KaHajbl Iepenadu
JAHHBIX, HHTEP(PCHCH M TOPTHl YOAIECHHO MNOJKIIOYaEMBIX NPOrPaMMHO-AIMIIAPATHRIX
CPEACTB.

IIpu ynaneHHOM AOCTyIE MONB30BaTele K HMHMOPMAlMOHHBIM CHCTEMaM H
colepKaleiicss B HUX HHPOPMAIMH B HEISX BHINOJHEHHA CBOMX OO0s3aHHOCTEH
(byHukimii) oneparopom (oOnagarenemM UH(POpPMALUK) JO/KHBI IPUHMMATHECS MEPHI 110
3amuTe HMHPOPMAMOHHBIX CHCTEM M CojepXameidcs B HHUX HH(OpMaluH,
obecrnieunBaThCs 3al[UTa KaHAIOB IepeAaydl JaHHBIX M IPOrPaMMHO-alIapaTHBIX
CPEOCTB, C HCIIOJNB30BAHHEM KOTOPBIX OCYIIECTBIETCA YNAIEHHBIA OCTYII,
UCKJIIOYATHCS  HCCAHKIMOHMPOBAHHBIA  JIOCTYl K YOAJIEHHO IOAKIIOYAEMOMY
MPOrpaMMHO-aNIAPATHOMY CPEJICTBY I1OJIb30BATE.

V 1alleH Bl TOCTYI IOJIb30BaTe/el B ENSIX BBHIIOIHEHUS CBOMX O0A3aHHOCTEH
(byHKOHIA) JODKEH OCYIIECTBIATHCS C HMCIOIB30BAHUEM IIPOrPaMMHO-ANIapaTHBIX
CpPEICTB, BBIICIICHHBIX OllepaTopoM (obnagareneM HHPOPMALMH) M COOTBETCTBYIOIHUX
TpeGosauusm. 1o cOracoBaHUIO CO CTPYKTYPHBIM MOAPA3AeICHHEM (CIEHMAIUCTAMK)
IO 3aIuTe HHGOPMAIMH JIONYCKAeTCs  NPEJOCTaBICHHE YAAINEHHOIO JOCTyIa K
AH(QOPMALIMOHHEIM CHUCTEMaM C MCIIONB30BAHHUEM JHMYHBIX IMPOrPaMMHO-aIIAPaTHBIX
CpENCTB MONB30BaTeNs oneparopa (obGmamatens wuHGOpManuM) IpH  YCIOBHU
DPUMEHEHUS IS YIAJE€HHOrO JIOCTyNa CePTH(HIMPOBAHHBIX CPEICTB OOECHEYEHH
6€30I1acHOM TUCTAHIIMOHHOM paboTHI'®, CPE/ICTE AHTHBUPYCHOM 3aLWTHL K HHBIX CPEACTB
3aIUThl HHPOPMALIUH, UCKITIOYAIOIIHX YTPO3bl 6€30MacCHOCTH UHPOPMAIIMH, CBA3aHHbIE
C YAQJICHHBIM JIOCTYTIOM.

VaaneHHBIM MOCTYN IONb30BaTeNied K HHGOPMAIMOHHBIM CHCTEMaM B LENIIX
BHIIOJHCHHS CBOMX oOs3aHHOCTEH (QyHKUMI) [OMKEH OCYLIECTBIATHCS €
HCIIONIb30BAHUEM CETCH CBA3H, pACMOJIOXKEHHBIX Ha TeppuTopun Poccuiickon
denepali, TOCPEICTBOM IIPUMEHEHHS CPEJICTB 3aIIUTHI KaHalla Nepefadd JaHHbIX, H
CTpOroy ayreHTU(UKALUHU [T0JIb30BaTENEH.

IMpu ymaneHHOM [OCTyIe TOJB30BaTeNell K MH(GOpPMAIMOHHBIM CHCTEMaM H
cofepxarieiics B HUX MHGpOpMaLuy, He CBA3aHHOM C BBIIIOJIHEHHEM I10b30BATEIIMH
CBOMX O0O0s3aHHOCTEH ((YHKUMIT), B TOM 4YHCIEe IIPH JIOCTyle K OOMIEHOCTYIIHOH
uH(popMaluu, oneparopoM (obnagareneM HHPpOpMaUMK) JOJDKHBI IPHHUMATHCS MEPBI

16 TIpuxas ®CTIK Poccun ot 16 despama 2021 r. Ne 32 (3apeructpupoan MusroctoM Poccum 15 miona 2021 r.,
perucTpauuoHHbIH Ne 63867).
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0 3alMTe HH(QOPMAIMOHHBIX CHUCTEM W CoAepiKalleiics B HMX MHQOpPMaluHd H, IpU
He0OXOIUMOCTH, 00eCIIeunBaThCs 3alllUTa KaHAIOB IEPEAAaYl JaHHBIX, HCIIOIb3YEMbIX
IUISL OCYIIECTBIICHH y/IaIEHHOTO JOCTYTIA.

KoHTposib yIaTeHHOTO OCTYIIA MOJIb30BaTenei K HHPOPMAHOHHBIM CHCTEMaM
JO/DKEH OCYLISCTBISITHCSI B COOTBETCTBUM C BHYTPCHHHMH CTaHAapTaMH M
perjlaMeHTaMH TI0 3allluTe HHPOPMaIHH.

47. IlocpeACTBOM MPOBENEHHUS MEPONMPHUATHH 1O O0ECHEUYEHUIO 3aIlUTHI
UHpOpMaNMM Tpu OECOpOBOJHOM IOCTyIE IMOJb30BaTeled K HH(OPMAIMOHHEIM
CHCTEMaM JIOJDKHA OBITh MCKJIIOYE€HA BO3MOXKHOCTh HECAHKLMOHHPOBAHHOIO JOCTYIIa
(Bo3eiCcTBHA) K HH(POPMAIIMOHHBIM CHCTEMAaM M COAEpKALIEHCs B HUX HHGOpMaluy 3a
CYET HECAHKIMOHHUPOBAHHOTO MOAKIIIOYEHHS K TOYKaM OECIpOBOAHOIO IOCTyHa M
J0cTya K 0eCIpOBOAHBIM KaHAJIaM IepeJadd JaHHbIX, I0AMEHBI B3aHMOACHCTBYIOINUX
C HEMH IPOTrPaMMHO-aNIapaTHBIX CPEICTB HIIM JI0CTYIA K HUM.

ITpu GecpOBOAHOM JIOCTYIIE MOIb30BaTeNeH K MH(POPMALMOHHEIM CHCTEMaM H
colepaineiics B HUX HH(QOpPMAlMH B IUENAX BBINOJHEHHA CBOHX O0A3aHHOCTEH
(bynkuuii) oneparopom (obnagareneM MHGOpMALKK) JODKHBL IPHHUMATBCS MEPHI 110
3amuTe WHGOPMAIMOHHBIX CHCTEM M  COAepkamledics B HHUX HH(POpPMaLUH,
obecreynBaThCs 3allUTa OCCIPOBOAHBIX KAHAJIOB IMEpeavyd AAHHBIX M NPOrpPaMMHO-
anmapaTHeIX CPEICTB, C HCIIOJIB30BAaHHEM KOTOPBIX OCYIIECTBIETCS OECpOBOAHOM
mocryn. [TocpeacTeom GopMupoBaHUA KOHGHUTYpAlMM U HACTPOEK, YPOBHEH CHTHAJIOB
TOYeK OGECIPOBOTHOTO JOCTYIIA, HCHOIB3YEMBIX U MOIKIIOYEHHUS MONb30BaTENed K
UHGOPMAIHOHHBIM CHCTEMaM B LIEJISIX BBINONHEHHS CBOUX OOs3aHHOCTEH ((QyHKIMIA),
JOJDKHA OBITh MCKIIIOYEHA BO3MOXHOCTH MOAKIIOYCHHS K HHUM JIMI[, HE HMEIOUIMX IIPaB
J0CTyNa K MHQOPMAIIMOHHBIM CHCTEMaM. YKa3aHHbIE TOYKH OECIPOBOJHOIO JOCTYIIa
JOJDKHBI OBITH OJHO3HAYHO HICHTU(UIMPOBAHH B HMHGOPMALMOHHBIX CHCTEMAX, a
TaKXXe ONpeeieHbl MeCcTa UX Pa3MELICHUS.

Touku GeCrpOBOAHOrO JOCTYNIa M MOCTPOCHHBIE Ha MX OCHOBE OECIpPOBOIHBIC
CETH CBS3H, UCIIOJIB3YEMBIC [Tl JOCTYIA MONIb30BaTeNel K MHPOPMALIMOHHBIM CUCTEMaM
U cojicpKamieicss B HUX WHGOPMAIIMH B IESX BBHIIOJHEHHUSI UMH CBOHMX 00sA3aHHOCTEH
(byHkumii), HOWKHBEI OBITP W30MUPOBaHBI OT OECIPOBOJIHBIX CETEH CBSA3H,
NpeqHa3sHAUYCHHBIX JUIA JOOCTyma K cetd «VHTepHeT» M (Unu) OOLIEAOCTYIHON
nHpOopManuu onepaTtopa (obmagarens HHGoOpMaLnH).

48. [TocpeqCTBOM TMPOBEAEHHUSA MEpPONPHATHH 10 OOECIIEYEHUIO 3ALIUTEHI
HHGOPMAIK [PH TMPEAOCTABICHHN TPUBWICITUPOBAHHOTO JOCTYyNa JOMKHA OBITH
UCKJIIOYE€HAa  BO3MOXXHOCTh  IOJIYYeHHMSs  IPUBUIETHPOBAHHOIO  AOCTyIla K
HHO)OPMAIIHOHHBIM CHCTEMaM JIUIaMH, JUI1 KOTOPBIX TaKOW JOCTYIl JODKCH OBITh
HUCKJIIOYEH, a TaKXe HCIIOJIb30BaHU IOBBIIICHHBIX IIPaB [OCTYNA C HapyLICHUEM
BHYTPCHHHX CTAaH/IapTOB M PETJIAMEHTOB I10 3aIuTe HHQOpMaLUH.
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Jlns  mosydeHHWs IIPUBHJIETMPOBAHHOTO JIOCTyNa JAOJDKHBI OBITh CO3/aHBI
IPUBWIETUPOBAHHEIE YYETHbIE 3anucu. [IpuBHIernpoBaHHbIE YIETHBIE 3aIIMCH JOJDKHBI
HUMETh IpaBa AOCTYIIa, MUHUMAILHO HEOOXOAHMBIE S BBIIIOJIHEHHUS MOJIb30BATEIIMU
BO3JIOKEHHBIX Ha HHX oOs3aHHOCTeH ((QyHKIMIT), B COOTBETCTBHHM C INPUHATBIMH B
HHGOPMANMOHHBIX CHCTEMaX MOJENISIMU IOCTYIIA ITOJIb30BaTelei. [IpuBrierupoBaHHbIe
YYETHEIE 3aIIHCH, HMEIOLIHE MpaBa 0 CO3AaHUI0 APYTHX IPUBUIECTHPOBAHHBIX YYETHBIX
3aIUCei, JODKHBI OBITh IEPCOHUPHUIIMPOBAHHBIMH.

ITpuBHICTHPOBAHHBIN JOCTYI AOKEH OCYLIECTBIATHCS C IPUMEHEHHEM CTPOTOM
ayTeHTH(DHUKANHHU, a B CIy4ae TEXHUYECKOW HEBO3MOXKHOCTH HPHUMEHEHMS CTPOroi
ayTeHTHPHKaIMM —  C  HCIOJNB30BaHHEM  YCHJIEHHOM  MHOro()akTOpHOMH
ayTeHTH(UKAIIHUH.

He momyckaercs oObeauHEHHE B paMKax OAHOM NPUBHICTHPOBAHHOM YYETHOM
3aMCH WIH OJHOHM TIpYyIIBl TPHUBHICTHPOBAHHBIX YYETHBIX 3allUCell poned 1o
CHCTEMHOMY aJIMHHHCTPHUPOBAHUIO, poONed 1o pa3paboTke U TECTUPOBAHHUIO
IPOrpaMMHBIX, IIPOTPaMMHO-ANIIAPAaTHBIX  CPEACTB, pOJed  aJAMUHUCTPATOPOB
©€3011aCHOCTH.

Hewncrmone3yeMele MPUBUIIETMPOBAHHBIE YYETHBIC 3allUCH  JOJDKHBI  OBITH
3a0JIOKHPOBAaHBl W YHAICHBI B COOTBETCTBHUU C BHYTPEHHHMM CTaHAApTaMH H
periaMeHTaMH 110 3auuTe HHOpMaluu.

BerpoeHHBIE NIPUBHIICTHPOBAaHHBIE YUYETHBIE 3aIIMCH JIOJDKHBI OBITH OTKIHOYCHBI
WIH; B Cllydae HEBO3MOXXHOCTH OTKJIIOYCHHS; IIEPEHMEHOBAaHBI IIOCNIE 3aBEpPLICHHS
HACTPOMKH M YCTaHOBKH KOHQUIYpallMi, 3aJaHHBIX BHYTPEHHUMH CTaHIapPTaMH IO
3amuUTe  UHQOpMAaLUU. AytentudukaionHas  uHQopMmanusa ~ BCTPOCHHBIX
NPUBUIETUPOBAHHBIX YUYETHBIX 3amuced JOoDKHA OBITh M3MEHEHa B COOTBETCTBUH C
BHYTPEHHHMH CTaHJIapPTaMH H pETrIIaMEeHTaMHU 110 3aliuTe HHPOpMAaLUU.

Bce  peiictBHS 1O AOCTymy  IIOIB30BaTe€lled € HCHOJIB30BAHHEM
OPUBUJICTUPOBAHHBIX ~ YYETHBIX 3alHced momiexar perucrpanud. KoHTposb
HCTIOJB30BaHUA TIPUBHICTHPOBAHHBIX YYETHBIX 3aIUCEH JOKEH OCYIIECTBIATHCA B
COOTBETCTBHH C BHYTPCHHHMH CTaHIApTaMH U PETJIaMEHTaMH 110 3aluTe HHPOPMALIHH.

49. MeponpuaTUss IO OCYIIECTBICHHMK) MOHUTOPHHra HH(GOPMaIMOHHON
6€30IMaCHOCTH JIOJDKHBI [IpelyCMaTpUBaTh cOOp JaHHBIX O COOBITHAX 0€30MacHOCTH, UX
00paboTKe U aHan3e, a TAK)KE BBIBIICHUE MPU3HAKOB pEaU3alii YIpo3 O€30I1aCHOCTH
uHbOpMalKU U (WIK) HapyleHui TpeOOBaHNUN BHYTPEHHUX CTaHAAPTOB U PErJIAMEHTOB
mo 3ammte uHpopManuu. MeponpuATHS 10 OCYIIECTBICHUIO MOHHTODHHIA
HH(POPMAUMOHHONW O€30MacHOCTH  JOJDKHBI IIPOBOAUTHCS B  OTHOIIEHHH BCEX
UHQOPMALIMOHHBIX CHCTEM, 33 MWCKIIOYCHHEM JIOKAIbHBIX M H30JUPOBaHHBIX
MHQOPMALIMOHHBIX CHCTEM, B KOTOPHIX JOJDKEH 00ECIEeYHBATHCA KOHTPOIb >KyPHAJIOB
peructpanuu coObITHII 0€30MaCHOCTH.
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MeponpusTiass MO0 MOHUTOPHHTY HH(POPMAIMOHHON O€30IIaCHOCTH IOJKHBI
OCYIIECTBIIATHCS B cOOTBeTCTBUU ¢ pasaenamu 4 u S 'OCT P 59547-2021.

B xoje npoBeeHHs MOHUTOPUHTa HH)OPMAIIIOHHONH O€30ITaCHOCTH JL aHAIM3a
3a(pMKCHPOBAHHBIX COOBITHI 0€30MaCHOCTH W BBIBIEHHBIX B HHX IPH3HAKOB
peaTu3alui aKTyalbHBIX YTPO3 JOMYyCKAeTCs UCIOIb30BaHHE JOBEPECHHBIX TEXHOJIOTHMA
HCKyCCTBEHHOTO HHTE/UIeKTa! .

CtpyKkTypHOE o ipas/iesieHue (CIeNUaTCThI) IO 3alIuTe HHpOpMaIiu oreparopa
(oOnanarens uHPOpPMALIUK) C IEPUOTUIHOCTHIO U B CPOKH, YCTaHOBIIEHHBIE BHYTPECHHUM
PErIaMeHTOM MO 3ammTe HHpOopMannuy, TODKHO (JTOJDKHBI) pa3paboTaTh U MPEACTaBUTH
PYKOBOIHUTEIIO oreparopa (obyaaarens HHGOPMALUK), OTBETCTBEHHOMY JIMILy OTYET O
pe3y/IbTaTaX MOHUTOPHHTA, KOTOPBIA B TOM YHCIIE JOJDKEH COAEPKaTh THUIBI COOBITHH
0e30macHOCTH, O0HAPY)KEHHBIC II0 pe3yJIbTaTaM MOHHTOPHHIA, U CBA3aHHBIC C HUMH
KOMITBIOTEPHBIC HHIUACHTHI (MIPH WX HAIMYHMN), & TAKXKE PEKOMEHIALMY 110 UX aHATHU3Y
u () ycrpanenuto. [locnenHuit B TEKyIeM rojly oT4eT O pe3ylbTaTaX MOHHUTOPHHIA
HIH UTOTOBBIA OTYET 3a TEKYIIUH roJ (B cirydae ero pa3paboTKH) [TOCIIE MpeACTaBICHUS
pykoBoauTeNm0 omneparopa (obmagarens HHGOpMAlMH) HANpPaBISIETCS OMNEPAaTOPOM
(o6nagatenem mHpopMmanuu) B GCTIOK Poccun B 1enaX MOHHUTOPHHIA TEKYIIETO
COCTOSIHHS TEXHHYECKOMH 3aIMTHI HHpopMarmu 'S,

50. MeponpusTis 1o pa3paboTke 0e30macHOro IPOTrpaMMHOIO 0OecIedeHus
JOJDKHBI OBITH HANpaBJICHbI Ha MPEIOTBPAIICHHE TOSBIICHNUS, BEIBICHHE U YCTPaHEHHE
ySA3BUMOCTEH B pa3pabartekiBaeMoM omeparopoM (obOnanmateneM HH(pOpMaLuu)
OpOrpaMMHOM o0ecriedeHrH. MeponpusATHs 1o pa3padoTke 6€30IacHOro MpOrpaMMHOIO
obecrieyeHuss MPOBOMATCA B Clydyae OCYIIECTBICHHMS onepaTopoM (obnagareneMm
HHGOPMAIIMH)  CAaMOCTOATENBHOW  pa3paboTKM  NMpPOTpaMMHOrO  OOECIEUYCHUs,
OPUMEHSEMOTO B HHGOPMALIMOHHBIX CHCTEMAX.

B cmyyae camocrosTensHOW — pa3paboTku  omeparopoM  (obmagatenem
HH(OpPMAaLIUK) IPOrPaMMHOTO 00eCIieYeHus, IPEeIHa3HAYCHHOIO IJI UCIIONb30BaHUs B
HHPOPMAIMOHHBIX CUCTEMaX, JOJDKHBI OBITH peanu30BaHbl MEPHI, IPEAYCMOTPEHHBIC
paznenamu 4 u 5 TOCT P 56939-2024.

B ciaywsae mnpuBiedeHus onepatopoM (oOmagatenem HMHQOpPMALUH) A
pa3pabOTKH MPOrpaMMHOTO oOecredeHHs MOAPSAIHOM OpraHHM3alMU II0 PELIEHHIO
pykoBonuTeNis (OTBETCTBCHHOIO JIMIIA) B TEXHUYECKOE 3aJaHHe Ha pa3paboTKy
IIPOTPaMMHOr0 o0ecmeueHUuss MOTYT OBITH BKIIIOYCHBI TpeOOBaHHSA IO pa3paboTke
6e3omacHoro nporpaMMmHoro obecneuernus B coorsercTuM ¢ 'OCT P 56939-2024.

51. IMocpeacTBOM TMpOBeIECHUS MEPONPUATHH M0 ofecledeHuro (GU3UYECKON
3allUTHl UHQPOPMALMOHHBEIX CHCTEM [IOJDKHAa OBITh MCKIIIOYEHAa BO3MOMKHOCTh

17 HoamyHkT «11» myHKTa 5 HalHMOHAIEHON CTPATETHH PAa3BUTHA HCKYCCTBEHHOTO HHTEIUIEKTa.
¥ MMoanynxr 6! nyukra 8 [onoxenns o ®CTIK Poccun
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HECAHKI[HOHHPOBAHHOTO (PH3MYECKOTO JTOCTYIa K IPOrPpaMMHO-AMIIaPaTHBIM CPEICTBAM
00paboTKH U XpaHeHUs HHPOpMaLKU.

dusnyecKuil TOCTYI K MPOrpaMMHO-alapaTHEIM CPeICTBaM HH(POPMAIMOHHBIX
CHCTEM, IIpeAHAa3HAYEHHBIM JUIs 00paboTku ¥ XpaHeHus WH(OpPMAIKH, JODKEH OBITH
IPENOCTaBIEH [MOJIB30BATENSIM, KOTOPBIM YKa3aHHBI JOCTYIl HEOOXOmHuM Ul
BBIIIOJIHEHUS BO3JIOXKCHHBIX Ha HUX oOs3aHHocTed (ynkumui). IIporpammuo-
anmnaparHple CpeAcTBa MH(OPMALMOHHBIX CHCTEM, NPEAHA3HAYECHHBIE I XPaHCHUs
MH(pOPMAIIUH, JOJDKHBI OBITH YCTAHOBICHBI B IOMEIICHUAX (30HAX TOMEIIEHUM, Kadax,
dbyTasapax, Kopiycax), HSCAHKIMOHHPOBAaHHBIH (GU3UYECKUH JOCTYI B KOTOPHIE TOJKEH
OBITH MCK/IIOYEH.

Konrpone ¢usnyeckoro pocrynma K IpOrpaMMHO-alapaTHBIM —CPEACTBAM
00paboTKH ¥ XpaHCHUS MHGOPMAIH OTPaHUYEHHOTO JOCTyNa M (WIH) B IOMELICHUS
(30HBI MOMENIECHUH, Ka(dBI, QYTIAPHI, KOPIyca), B KOTOPIX OHU YCTAHOBJIECHBI, TOJDKEH
OCYIIECTBIATHCS. B COOTBETCTBMHM C BHYTPEHHHMH pErJldMEHTaMH [0  3allluTe
HHbOpPMALIHH.

CheMHBbIE MAIIMHHbIE HOCUTETH HH)OPMALIUH, pa3pelLeHHbIEe U1 HCIIONb30BaHHs
B MH(OPMAIMOHHBIX CHCTEMAax, NOJJIEKAaT y4eTy U KOHTPOJIIO HCIOJb30BaHMsA. B
UH()OPMAIIHOHHBIX CHCTEMAX IOJDKHBI HCIIOIB30BaThCs ChEMHBIE MAIIMHHBIE HOCHTENN
HHGOpMaIMK, BBIIaBaeMbIe omeparopoM (oOnmamateneM HHpopManmu). B ciywae
oOHapy)XeHHsl [OJIb30BATEIEM CHEMHOTO MAIIMHHOTO HOCHTENd HUHGOpMAaIuy,
OpUHAIEKHOCTh KOTOPOTO HJIH BIIAJENblIa KOTOPOTO YCTAHOBUTh HE yJAllOCh, TAKOH
CHEMHBII MaITUHHBIA HOCHTENb MH(OpMAIMU TODKEH OBITh IIEpelaH B CTPYKTYPHOE
ojpasaeleHue (CrIenuanicTam) 1o 3aluTe HHOpMaIyuy U1 aHa/IKu3a CoAepKallencs
Ha HeM HHGOPMAIIUH, IIPOTPAMM U MPU HEOOXOIMMOCTH JaNbHEHIIEr0 YHHYTOXKEHHUS.
IMoaxmoyeHue OOHAPYKEHHOTO CHEMHOr0 MANIMHHOTO HOCHTENA HH(oOpManMH K
HH()OPMALIMOHHBIM CHCTEMaM 3aIPEHIaeTCA.

52. TlocpencTBOM MPOBEACHUS MEPONPUATHI 110 00ECIIEYEHHIO HENPEPBIBHOCTH
(GYHKIIMOHUPOBaHHUA HH(POPMAIMOHHEIX CHCTEM IIPH BO3HUKHOBEHMH HEINTATHBIX
CHUTyallMid JIOJDKHA OBITh 00€cledeHa BO3MOXXHOCTh BOCCTaHOBJICHHS BBIIIOJIHEHMS
¢bynkuuid (mpomeccoB, BUAOB paboT) HHMOPMALIMOHHBIX CHCTEM, MAIA KOTOPBIX
orepaTopoM (obmagareneM HHPOPMAIIMH) YCTAHOBIIECHB! TPEOOBAHUA K HEIPEPHIBHOMY
pexumy QyHKIIMOHUPOBaHHUS (Aanee — 3Ha4YuMble (YHKIHH), B IpeAeaIax HHTEPBAIOB
BPEMEHH  BOCCTAHOBJICHHs, YCTAHOBJIECHHBIX BHYTPEHHHMMH CTaHAapTaMHd H
periaMeHTaMH 10 3aluTe HHGOpMAITHHU.

53. NuTepBaisl BpPEMEHH BOCCTAHOBJICHHS (YHKIIMOHHPOBAHUS
UHQOPMALMOHHEIX CHCTEM, HMX CErMEHTOB, BBIIOJHAIONIMX 3HAauYMMble (GYHKIUH,
YCTaHaBJIMBAIOTCS onepaTopoM (obragareneM HHGOpMAIK) B COOTBETCTBHH C aKTaMH,
Ha OCHOBAaHHH KOTOPBIX OCYIIECTBIIACTCS CO3JaHHe, DKCILTyaTalus HHPOPMaIHOHHBIX
CHCTEM, WITH TpeOOBaHUAMH OONafaTeNst MHPOPMAIMKA B 3aBUCHMOCTH OT 3HAYMMOCTH
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byukiuit s obecnedeHHs  ero  IEATEIbHOCTH, KIAacCOB  3aIlUILNEHHOCTH
HHOOPMALMOHHBIX ~ CHCTEM,  YCTaHaBIMBaeMBIX  omeparopoM  (oOmamareneMm
HH(OpPMAIIFH) B COOTBETCTBHH C IPUIIOKEHUEM K TpeOoBaHUAM, U TOJDKHBI COCTABIIATE:

1 “HGOPMAMOHHBIX cHcTeM | Kitacca 3alUIeHHOCTH — He 6onee 24 4acoB ¢
MOMEHTa OOHAPY>KEHUS HapyIIeHHs GyHKIUOHUPOBAHHUS;

s MHGOPMAIMOHHBIX CHCTEeM 2 Kjacca 3alllUIleHHOCTH — He Oonee 7
KaJIeHJAPHBIX JHEH ¢ MOMEHTa OOHAPYKEHUS HapylIeHUs (YHKIIMOHUPOBAHHUS;

1 HKHQOPMAIIMOHHBIX CHCTEM 3 KJIacca 3allHIIEHHOCTH — He Ooee 4 Hellellb C
MOMEHTa OOHAPYXCHHS HapyIIeHUA (GYHKIIMOHUPOBAHUS.

54. IIlporpamMMHble,  NPOrpaMMHO-AINIAPATHBIE  CPEACTBA,  IMO3BOJIAIONIME
00€CIIeUNTh BBINOJHEHHE 3HAYMMBIX (QYHKIMA, JOMKHBEI OBITH pa3BEpPHYTHl B
OTKa30yCTOMYMBOM KOH(HUTYypalluH, 00eCHEeUMBAIONICH BOCCTAHOBICHUE BBIIOJHECHUA
3HaYMMBIX (DYHKIMI B YCTaHOBJICHHBIH omepaTopoM (obnagaTeneM HH(pOpManuH) BO
BHYTPCHHUX CTaHIOApTaX M perjaMeHTax Mo 3auure MHGOpMalluy MHTEpBaJI BPEMEHH
BOCCTAHOBIICHHSL.

55. Oneparopom (obiagarenem nHGOPMAIHH) JOIKHO OBITH 00€CIIeYEeHO:

CO3/IaHHE JOCTAaTOYHOTO KOJHUYECTBA PE3EpPBHBIX KOIMH IMpPOrpaMMHBIX,
[POTPaMMHO-ANIApaTHEIX  CPeACTB M MX  KOH(uUrypamuii, o0ecrneuuBaroIux
BBIITOJIHCHUC 3HAYUMBIX (DYHKIMA, HEOOXOAUMBIX Uil BOCCTAHOBJICHHS BBIIIOIHCHUS
3HAYUMEBIX (PYHKIHHA B YCTAHOBJICHHBIH BO BHYTPEHHHX CTaHAapTax U PEryIaMeHTax IO
3alMTe WH(POpPMAIMM WHTEpBAaJ] BPEMEHH BOCCTAaHOBJECHUS, M IEPUOTHIECKOC
TECTHPOBAHHE TAKUX CPEACTB HA pabOTOCIIOCOOHOCTS;

CO3JaHHe JOCTAaTOYHOTO KOJMYECTBA pE3epBHBIX Komuit uHGpopMauuw,
HEOOXOMUMOH is 00eCIeYeHHs] BBINIOJNHEHUS 3HAYUMBIX (YHKIMHM, a Taioke HX
XpaHCHHE Ha Pa3HBIX THUIMAX MAaIIMHHBIX HOCHTeNell uWHbopMalMH B MeECTax,
obecreyuBaIOMIUX HCKIIOYCHHE HECAHKIIMOHUPOBAHHBIN JOCTYII K pe3epBHBIM KOIHAM
HHGOPMAaLIHH.

[MeproIUIHOCTH PE3E€PBHOTO KOMUPOBAHHS, KOJMYECTBO, TUITBI HOCHUTEINEH, MeCTa
XpaHCHHS PE3EPBHBIX KONWH M YPOBEHb KPHUTUYHOCTH pe3epBHUpYyeMoil MHGpopMamuH
OIPeNENAOTCS BO BHYTPEHHUX CTAHAAPTAX U PErjlaMeHTax Mo 3aiuTe HHQopMauy.

Oneparop (o6magatens HHGOPMaIIMU) JOKEH NPOBOJUTE NIEPHOANYECKHE, HO HE
peXe OJHOTO pa3a B JBa roja, MPOBEPKH, B TOM duucie B (opMe TPEHHUPOBOK,
BO3MOKHOCTH BOCCTAHOBJIEHHUS BBIITOJHEHHS 3HAYMMEIX ()YHKIMHA C HCIIONB30BaHHEM
PE3EPBHBIX KOMUI MPOrpaMMHBIX, IPOrPaMMHO-ANIIAPATHRIX CPEICTB U MH(OPMALMH,
HEOOXOIUMOH TS MX BHINOIHEHHUS, C IPUBJICUYEHHEM paOOTHUKOB, 3a/1eHCTBOBAHHBIX B
IPOBCACHHH pPabOT II0 BOCCTAHOBJICHHWIO (YHKIIMOHHUPOBAaHUSA WH(POPMALMOHHBIX
CHCTEM.

B ciydae mpoBeieHHs MEpONPHUATHH MO BOCCTAHOBICHHUIO (PYHKIMOHHPOBAHMS
HH(GOPMAIIMOHHBIX CHCTEM, MX CErMEHTOB, BBHIIONHSAIOIMUX 3HAYMMbIE (YHKIHH, C
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HPEBBIILICHUEM HHTEPBAIOB BPEMEHHM HX BOCCTAHOBIIEHHUS JOJDKHA 00eCHeuMBaTHCS
BO3MOXHOCTE BBHITNIOJIHEHUS II0JIB30BAaTESIMU 3HAYUMBIX (PYHKIMH, B TOM 4HCIE B
HEaBTOMATH3HMPOBAHHOM PEKUME, B COOTBETCTBHM C BHYTPEHHHUMH pErjIaMEHTaMH IO
3amuTe HHPOPMAITIH.

56. MeponpusaTds MO MOBBILIEHUIO YPOBHS 3HAHUM U HMHQOPMHUPOBAHHOCTU
NOJIb30BaTenei HHGOPMAMOHHBIX CHCTEM II0 BOIIPOCaM 3aIUTHI HH(OpMaIH JOKHBI
BKJIIOYATh:

a) JOBEJCHUE 0 IOJIb30BaTeNell HHPOPMAIHOHHBIX MAaTepPHalIOB, B TOM UHCIIC B
(dhopme namAToK, GaHHEPOB, OYKIIETOB, [0 AKTYaJIBHBIM BOIIPOCaM 3aIIUTH HHGOPMALIUH;

0) mpoBeieHUE TEKIMI, CeMHUHApOB, OOYYaIOUIMX WIP IO BOIPOCaM 3alUThI
nH(pOpMaLINY;

B) MPOBEJICHUE MMHUTALMMOHHBIX PACCHUIOK JICKTPOHHBIX MUCEM Ha CIyKEOHEIC
ajJpeca IIEKTPOHHOW IOYTHI, MHBIC CIYXeOHBIE CpelCcTBA KOMMYHHKAIMA C LIENBIO
OIIEHKH YCTOMYUBOCTH MOAB30BaTeNEl K METOIaM COLIMATIBHON HHKEHEPHH;

I') IpOBEIEHUE TPEHUPOBOK C TMOJH30BATENAMH IO TPAKTHUYECKOH OTpaboTKe
MEpOIpHATHI 10 3amure UHPOpPMALMH, MHPEIYCMOTPEHHBIX  BHYTPEHHUMH
peramaMeHTaMu 0o 3amnure HHpopMauuyd, ¥ (OPMHUPOBAHUIO HABHIKOB IO 3alllUTe
UH(pOpMaLUH.

57. llpumensiembie  omeparopoM  (obmamareneM  HHQPOpPMAIMU)  CIIOCOOBI
HOBBHIIIEHUS YPOBHS 3HAHWH II0JB30BATE]ECH MO BOIpPOCaM 3aIlMTHl HHGOpMALUH,
OEpPUOMYHOCT U (GOPMBI OIICHKM YpPOBHS 3HAHWH JOJDKHBI OHpPEACNATHCS BO
BHYTPEHHHUX pErjlaMeHTax Mo 3ammre uHpopMmarmu. OueHKa YpOBHS 3HAHHUU JTOJDKHA
IPOBOAUTHCA HE PEXKE OJHOTO pa3a B TPH rojia WM HOCIE KOMIBIOTEPHOTO MHIIU/ICHTA,
npousoleanmero y oneparopa (obmagarens uHbopmaruu). [ns mons3oBaTeneH, y
KOTOPBIX OTCYTCTBYIOT 3HAaHHS MO BOIPOCAM 3alIMTHl MH(OPMAIUH, TODKHO OBITH
OpPraHU30BaHO IMOBTOPHOE MPOXOXACHHE OOYy4aloUIMX KYpCOB IO BOIIPOCAM 3aIlUTHI
UH(pOpMaLUH.

58. IlocpencTBoM mpoBeACHUS MEPONPHUATHII MO 3ammTe HHQOpMAaNUHU IIpU
B3aUMOZCHCTBIM oniepaTopa (o0agaTesnst HHPOPMAIMH) C HOAPSIHBIMU OPTraHU3AI[HUIMHU
JOKHA OBITH MCKIIOYEHA BO3MOXKHOCTh HECAHKI[MOHUPOBAHHOTO JIOCTYNA MU
BO3JCHCTBUI Ha MHGOPMAalUHOHHBIE CHCTEMBI M COACPXKAIIYIOCA B HUX HH(OPMALHIO
yepe3 B3aUMOACHCTBYOIIHE C HHGOPMALMOHHBIMH CHCTEMaMH IPOTPaMMHO-
anmapaTHblE CpEICTBA MOJPSIIHBIX OPraHU3allMi MM KaHAIbl Iepelavyd JaHHBIX U
UHTEpQEICE, HUCHOJB3yeMble JUId  JOCTYNAa  TNOAPAAHBIX  OpraHM3alud K
HH(POPMALIHOHHBIM CHUCTEMaM.

Onepatopom  (oGmamarenemM uHGOpMalMH) B OTHOWICHHH  IOIPSIIHOMN
OpraHM3alMK [O0JDKHBI OBITh YCTaHOBNIEHBI TPeOOBaHUA MO OOECIEUYEHMIO 3aI[UTHI
uH(pOpMalluU, K KOTOPOH ITOTy4eH JOCTYII.
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He pmomyckaeTcss KONMPOBAHHE MOAPSAHBIMH OpPTaHU3AIMSIMU HHGOpMaIUH, K
KOTOPOH WM HpPEJOCTaBIIEH JOCTYI, €CIM TaKOe KOIHMPOBAHHUE HE HPEILYCMOTPEHO B
JOKyMeHTax ormeparopa (obnagarens HWHPOpManuu), Ha OCHOBaHMHM KOTOPBIX
HOAPSAAHBIM OPTaHH3ALUAM IIPEIOCTABIIEH TOCTYI K UH()OPMALMOHHBIM CHCTEMAM.

B nHpOpMaLIMOHHBIX cUCTEMaX, OTAEIBHBIX IPOTPAMMHO-AIIIIAPATHBIX CPEACTBAX
HOAPSOHBIX OpraHW3alldii, B KOTOPHIX OCYHIECTBIAIOTCA 00paboTka M XpaHEHHE
HOJIyYEHHOH B pe3yJbTaTe MpPEAOCTABICHHOTO JOCTyna HH(pOpMauuH, AODKHBI OBITH
HOPHHATE Mepbl 1Mo 3amurte uHpopMmanmu. CoctaB MHGOpMaLyM, LENH €€ 3alMTHl U
KJIACChl 3aIIMIICHHOCTH, B COOTBETCTBHH C KOTOPHIMH MOAPSAHBIMH OPTraHH3aLUAMH
JOJDKHBI OBITH MPHUHATBL MEpPHl MO 3alurTe HH(OpPMaluu BO B3aHMMOACHCTBYIOIIHX
HH(QOPMAIMOHHEIX ~ CHCTEMaX, YyCTaHABIUBAIOTCA  omeparopoM  (oOmamaTenem
uH(opMaIu) Ha OCHOBaHHMU TpeGoBaHMI BO BHYTPEHHUX CTAHJAPTaX M PErIaMeHTax

110 3aInTe HHPOPMAIUH.

PaszpaboTka (pa3BuTHE) W (WIM) TECTUPOBAHHE MPOrPaMMHOr0 OOecredeHuUs
HOJPATHBIMU OpraHu3alusIMU HEMOCPECTBEHHO B DKCIUTYaTHPYEMBIX
HHPOPMAIHOHHBIX CHUCTeMax omneparopa (obnanarens UH(GOpPMALUU) HE JOIyCKAETCH.
Jlns mpoBeaeHuss pabor mo paspaborke (pa3BUTHIO) H (MJIM) TECTHPOBAHHIO
IIPOTPaMMHOro o0ecre4yeHdss pabOTHHKAaM MOAPSAHBIX OpPTaHU3aIMH JOJDKEH OBITh

IpeAOoCTaBlIeH JOCTYN K BBIACJCHHBIM [UIS TPOBEINCHUSA TakuxXx paboT CcTeHAaM
pa3paboTku ¥ (WIH) TECTUPOBAHUS, KOTOPHIC MAODKHBI OBITH H30JIUPOBAHBI OT
SKCIUTyaTHPYEMBIX MH(OPMAIIHOHHBIX CHCTEM oliepaTopa (oOmanarens MH(OpMALUH).
KoHTpos1b T0CTYIIa HOPSAHBIX OPTaHU3AMH K CTEH/1aM pa3paboTKU (pa3BUTUA) U (MIIH)
TECTHPOBAHHS TOJDKECH OCYIIECTBILITHCS B COOTBETCTBHH C BHYTPEHHUMH PETTIAMEHTaMHU
IO 3aIuTe HHPOPMALTHH.

59. TlocpencTBoM MPOBEACHHUS MEPOIPHUATHII MO OPraHU3allid U IPOBENCHHUIO
3aIMTHl OT KOMITBIOTEPHBIX aTaK, HAIIPABJICHHBIX HA OTKa3 B OOCITYy>KHBaHMH, JAOJDKHA
OBITh HCKJIIOUEHAa BO3MOXHOCTH OJIOKMpOBAaHUS AaBTOPH30BAaHHBIM I10JIb30BATENAM
JOCTyIna K MHQOPMANMOHHBIM CHCTEMaM M (WIH) coepikalleics B HUX UH(OpMaIH
BCJICACTBUC HECAaHKIMOHUPOBAHHBIX BO3/ICHCTBUI Ha MHTEP(ENCH, TOPTHI, CEPBHCHI, K
KOTOPBIM JI0JDKEH ObITh 00€cIieyeH OCTOSIHHBIN JocTyn U3 ceTh « HTepHET».

OmneparopoM (obmamatenem uHbOpManuu) OOMKHO OBITh  00ECIEYEHO
B3aMMOJICHCTBHE C TOCYHApCTBEHHONM CHCTEMOH OOHapy>KEHUWs, MpEeayNpeKIACHHs H
JIMKBHAALUN TOCIEICTBAH KOMITBPIOTEPHBIX aTaKk Ha WH(POPMAIMOHHBIE PECYpPCHI
Poccuiickoit Oenepanny, a Takke B3aUMOAECHCTBHE B aBTOMaTU3UPOBAHHOM PEKHME C

IeHTpOM MOHMTOPHHTA M YHPABIEHHS CETHIO CBA3H OONIETO MONB30BaHMs "’

19 Myukr 5 Tlonoxenus o IleHTpe MOHHTOPHHTZ W YHPABICHHA CETHIO CBA3U OOGILErO IONB30OBAHUS, YTBEPXKIECHHOTO
npukazoM PockomHamszopa ot 31 wrons 2019 r. Ne 225 (3apeructpupoBad Munioctom Poccuu 22 Hoabps 2019 r.,
perucTpanuonnbiii Ne 56583), ¢ U3MeHEHHAMY, BHECEHHBIMH MpHKazoM PockomHam3opa or 24 ampens 2024 r. Ne 73
(3apeructpupoBan Munioctom Poccuu 6 urons 2024 r., perucrpaituosHsrii Ne 78486).
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Meponpustis,  OPEAyCMOTPEHHbIE  HACTOSAIUUM  IYHKTOM,  JOIDKHBI
OCYIIECTBIATHCA C IMPHBICYCHHEM MPOBAHAEPOB XOCTHHIA MM OpPTraHM3aLHi,
NPETOCTABSIONMX YCIYTH CBS3HM, MM OpraHM3alli, OKasbIBAIOIUX YCIyTH IO
KOHTPONIIO, GHIBTpalMd W OJIOKHPOBAHHMIO CETEBBIX 3allpOCOB, 00IAJAIOIIMX
IpU3HAKAMH KOMIIBIOTEPHBIX aTaK, HalpaBlIeHHBIX Ha OTKa3 B OOCIy’>XKHBaHUHM.
IIporpaMMHO-afapaTHeIE CPEICTBA, MCIONB3yeMble I KOHTPOINA, (QHIBTpAlMH H
OJIOKMpPOBaHMSI CETEBBIX 3allPOCOB, 00JIAIAOINX MIPU3HAKAMHU aTaK, HAIIPABICHHBIX Ha
OTKa3 B OOCIy:KMBaHHM, IO/DKHBI OBITH PacHOJIOKEHB! Ha TeppuTopun Poccuiickoin
®epepanuu.

Obecneuenne mocTynHoCTH U3 ceTH «VIHTepHEeT» HMHTep(EHCOB M CEPBHCOB
UHGOPMAMOHHBIX ~ CHUCTEM, MOMISKAIUX 3alUTe OT KOMIBIOTEPHBIX aTaK,
HAIMPABJICHHBIX HAa 0TKa3 B 00CIY>KMBAaHHH, JOJDKHO OCYIIECTBIATHECSA B COOTBETCTBUH €
BHYTPCHHMMHK pEIIAMEHTaMH [0 3amuTe HHGOPMALUMM II0 COITIACOBAHMIO CO
CTPYKTYPHBIM MOJpa3/ieficHHeM (CIEIMATNCTaMHi) IO 3alluTe HHPOpMAlMU I10Cie
OPUHATHA MEpP MO KOHTPOIO M GWIBTPAllMM HCXOAALIET0 M BXOIMAIIETO CETEBOIO
TpaduKa B COOTBETCTBUH C IIEpeYHEM pecypcoB ceTH «HHTepHET», ¢ KOTOPEIMH MOXET
B3aUMOJICHCTBOBAT, HH(GOpMAIMOHHAs CHCTEMa, BKIIOYAIOIIMM HMCXOIAIIMA U
BXOJSIIUI CETEBbIE MOTOKH, HX XapaKTEPUCTUKU U HCIIOIB3YEMBIE IIPOTOKOJIBL.

60. ITocpencTBOM TIPOBEIEHUS MEPOIPUATHH IO OOECHEYCHHIO  3AIHTHI
MH(OPMALHK [IPH UCIOIB30BaHUU A (PYHKIIMOHUPOBAHUS HHOOPMAIMOHHBIX CHCTEM
HCKYCCTBEHHOTO HMHTEUIeKTa’® noikHa OBITh 0OecredeHa BO3MOXKHOCTh HCKIIIOUEHHS
HECAHKI[HOHHUPOBAHHOIO  JOCTyma K HHpOpPMallM¥  HIM  BO3ACHCTBHA  Ha
HH()OPMAIIMOHHBIE ~ CHUCTEMBI,  HECAaHKUHOHMPOBAHHOIO  pPACHPOCTPAaHEHHSA  H
MoaupuKaIuy HEPOPMAIUK, a TAKXKe HCIIONb30BaHU HHPOPMALMOHHBIX CHCTEM HE 110
MX Ha3HAYEHMIO 3a CYET BO3JICHCTBHA Ha HAGOpHl JaHHBIX?!, IPHMEHsAEMBIE MOJEIH
HCKyCCTBEHHOT'O MHTEJIEKTa>? M MX IapaMeTphl>, MPOLIECCHl U CEPBUCH IO 00paboTke
JAHHBIX H MOMCKY pelleHui>*.

He mgomyckaeTcs mepenada Wiy, pa3paboTaBlieMy MOJEIb HMCKYCCTBEHHOIO
UHTEIEKTa,  HHGOPMAMM  OTPAaHHYEHHOro  JOCTyma,  coiepxamenca B
UH(POPMAIIMOHHBIX CHCTEMAX, B TOM YHCJIE I YIy4lIeHUs (PyHKIHOHUPOBAHMSA MOJENN
HCKYCCTBEHHOTO UHTEJUIEKTA.

61.Ilpu B3aMMOJAEHCTBHH MONB30BaTeNeH B HENAX BBIIOIHEHUS HMHM CBOMX
obs3aHHOCTEH (QYyHKIMIT) C cepBUCAaMU Ha OCHOBE HCKYCCTBEHHOIO MHTEJUICKTa
[OCPEICTBOM HaIpaBICHHS 3apOca U MOyISHUS OTBETA JOJDKHBI OBITH!

20 [MoanyHKT «a» nyHKTa 5 HanmoHansHO#M CTpaTerny pa3BUTHA HCKYCCTBCHHOTO HHTEILIEKTA.
2! [ToamyHKT «a» IMyHETa 5 HanMoHanbHOM CTpaTerny pasBHTHA HCKYCCTBEHHOTO HHTEIIIEKTA.
22 [ToamyHKT «p» MyHKTa 5 HarMoHabHOM CTPAaTeruy pa3BHTHS HCKYCCTBEHHOTO HHTC/UIEKTA.
B [MoanysKT «T» nyHKTa 5 HallHOHAIBHOM CTPAaTeTHH Pa3BUTHA HCKYCCTBEHHOIO HHTEIIIEKTA.
24 [MoanyHKT «a» myHKTa 5 HalMOHAMEHON CTpaTerny pa3BUTH HCKYCCTBEHHOTO HHTEILIEKTA.
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a) Ipd B3aMMOJCHCTBHM B (popMaTe CTPOTO 3aJaHHBIX INAOIOHOB 3allpOCOB M
OTBETOB:

ompejeNeHBl  INA0JIOHBI  3ampOCOB  MONIB30BaTelel,  HalmpaBIsIEMbIX B
UCKYCCTBEHHBI HHTCIUICKT, H oO0ecreYeH KOHTPOIb COOTBETCTBHSA 3aIPOCOB
YCTaHOBJICHHBIM IIa0JIOHAM;

OIpeaeNcHE 1Ia0bJOHBI OTBETOB HMCKYCCTBEHHOTO HHTEIEKTA M 00ecIeveH
KOHTPOJIb COOTBETCTBHsS OTBETOB YCTAaHOBIECHHBIM omeparopoM (obmajgarenem
uHpOpMaLMHK) MabIoOHaAM;

0) mpu B3auMoAeHCTBUU B (hopMmare cBOOOJHOH TEKCTOBOM (DOPMEI 3alIPOCOB U
OTBETOB:

ONpeAENeHsl I HAMpaBIIEMBIX B HCKYCCTBEHHBIH MHTEIIEKT 3aIpOCOB
0JIB30BaTeNeH JOIyCTUMBIE TEMAaTUKU U 00E€CIIEYEH KOHTPOIIb COOTBETCTBHS 3alIPOCOB
JOITyCTUMBIM TEMATHUKAM;

ompeznencHsl (OPMaThl OTBETOB HMCKYCCTBEHHOI'O HMHTEIIEKTA B COOTBETCTBHHU C
JOINYCTUMBIMH TEMAaTUKaMH W oOOecleueH KOHTPOIb COOTBETCTBUS  OTBETOB
YCTaHOBJICHHBIM omepatopoM (obiazaTteneM HHGopManuu) GopMaTaM M JAOIYyCTHMBIM
TEMaTHKaM;

B) pa3paboOTaHbl CTATUCTUYECKUE KPUTEPUM I BBIABICHHS HENOCTOBEPHBIX
OTBETOB MCKYCCTBEHHOrO HHTCIUICKTa [UIA IOCHeAylomero cbopa M aHaiuM3a
HEIOCTOBEPHBIX OTBETOB;

r) obecreuyeHo peardpoBaHHE HA HEIOCTOBEPHBIE OTBETHI MCKYCCTBEHHOTO
UHTEIUIEKTa MOCPEACTBOM OrpaHWYeHHs 00J1acTH UPUHMMAECMBIX peIICHU M (HIIH)
peanu3anud GyHKIKH UHOOPMAIMOHHON CHCTEMBI HA OCHOBE HEJOCTOBEPHBIX OTBETOB
HUCKYCCTBEHHOT'O MHTEJIEKTA.

IpHu HCHONB30BaHUY B HHPOPMAIIMOHHBIX CUCTEMAaX HCKYCCTBEHHOI'O HHTEIUIEKTA
WM CEPBHCOB HAa OCHOBE HCKYCCTBEHHOTO HHTEIUIEKTA JOJDKHO OBITH HCKIIOYEHO
HEpEriIaMeHTHPOBAHHOE BJIMSHUE UCKYCCTBEHHOIO MHTEJUIEKTA Ha MAapaMETPhl MOJECIH
HCKYCCTBEHHOT'O HHTEIUIEKTa M Ha (PYHKIMOHUPOBAaHHE HUHPOPMATHOHHBIX CHCTEM.

HenocpeacTBeHHO B cOCTaB MH(GOPMAIIMOHHBIX CHCTEM JAOJDKHBI BKJIIOYATHCS
JOBEPEHHBIE TEXHOJIOTHH NCKYCCTBEHHOTO HHTEIUIEKTa% MM UX KOMIIOHEHTBI.

62. MeponpusATHA IO pealu3aliy B HHQOPMALMOHHBIX CHCTEMaxX MeEp II0 HX
3al[UTE U COACPKANICHCA B HUX HH(POPMALMHU T0JDKHBI BKIOYATh!

1) peanuzanmio  6a30BBIX Mep 3amUTHl  MHPOPMANMOHHBIX CHUCTEM H
cofepKaleics B HUX HHGOPMAIMH COOTBETCTBYIOIIMX KJIACCOB 3alllMIIEHHOCTH,
yCTaHaBIHBAEMBIX orieparopoM (obsanaTeneM HHPOPMAIIH);

2) aganTanuio 6a30BBIX MEpP 3alIUTH HHQOPMAIIMOHHBIX CHCTEM H COJAEPKAIEHC
B HUX HWH(OpMAIMH TPHUMEHUTEIBHO K apXHUTEKType HH()OPMALHOHHBIX CHCTEM,
IPHMEHAEMBIM HH(POPMAIMOHHBIM TEXHOJIIOTHIM, OCOOEHHOCTAM (PYHKIIMOHMPOBaHHSA

% [MoanysKT «1p» myHkTa 5 HaunonamsHON CTpaTerny pa3sBUTHS HCKYCCTBEHHOI'O HHTEILIEKTA.



28

HH(GOPMALIMOHHBIX CHCTEM;

3) Bepru(HUKAIMIO aJalNTHPOBAHHOTO 6a30BEIX MEp 3alllMTHl HHGOPMAIMOHHBIX
CHCTEM H COJIEPIKaIICHCs B HUX HH()OpMAIMY B COOTBETCTBHY C aKTyalbHBIMH YIPO3aMHU
1 BO3MOXXHOCTSMH HapyMIUTENICH, UX JOMONHCHUE U (MIIN) YCHIICHHUE.

63. B uH(OpPMALMOHHBIX CHCTEMaX MOJDKHBI OBITH PEaNH30BaHbL CIIEAYIOLIHME
0a30BBle MEpHl 3aIUTHl HH(POPMALMOHHBIX CHCTEM M COJAEpXKaIleHCs B HHUX
UHGpOpMAIUH:

a) uAeHTU(UKALUSI U ayTeHTUPHKAINS;

0) ympaBiieHHE JOCTYIIOM;

B) perucTpanus coObITHI 6€301MacHOCTH;

I') 3aIIUTa BUPTYAIH3aLMH U OOJIAYHBIX BBIYMCIICHHIA

1) 3aIMTa TEXHONOTHi KOHTEMHEPHBIX CPEJ] M UX OpKeCTparuu’’;

€) 3aIllUTa CEPBUCOB ANIEKTPOHHOM IIOYTHI;

’K) 3aIUTa BeO-TEeXHOIOTUH;

3) 3amKTa MPOrPaMMHBIX HHTEP(EHCOB B3aUMOAEHCTBHA IIPHIIOKECHHIA,

6.
s

1) 3allUTa KOHEYHBIX YCTPOMCTB;

K) 3alllUTa MOOMIIEHBIX YCTPOMCTB;

JI) 3aIIMTa TEXHOIOT il HHTEPHETA BElen-?;

M) 3alIMTa TOUYeK OECIPOBOAHOIO AOCTYIIA,

H) aHTUBHPYCHAs 3aIlHTA;

0) OOHapy>XxeHHE U MPEOTBPALICHNE BTOPXKEHUI Ha CETEBOM YPOBHE;

I1) CErMEHTAaIUs U MEXKCETEBOE IKPaHUPOBAHHE;

p) 3alllMTa OT KOMIIBIOTEPHBIX aTakK, HaIpaBIeHHBIX Ha OTKa3 B 00CIIy)XKHBAHHH,

C) 3alIMTa KaHAJIOB Mepeadd JaHHBIX U CETEBOr0 B3aUMOECHCTBUSL.

64. Peanusaiys Mep 10 3amuTe MHPOPMALMOHHBIX CHUCTEM M COJEPKAILIEHCa B
HAX HHQOPMAIMH, [TOIJIeKAlIHe pealu3alliy, JO/KHA O0eCIeYuBaTh 3aIUTy OT
HapYIIUTENEH CO CIEAYIOMUMHI YPOBHIMH BO3MOXKHOCTEH:

B MH(POPMAIMOHHBIX CHCTEMax 3 KiIacca 3allMIIEHHOCTH — OT HapyIIUTEIEH C
0a30BBIM YPOBHEM BO3MOXKHOCTEH];

B MH()OPMAIMOHHBIX CHCTEMaxX 2 KiIacca 3allMIEHHOCTH — OT HapyIIMTENEH C
HOBBIIIEHHBIM YPOBHEM BO3MOXKHOCTEH;

B MH(POPMAIMOHHBIX CHCTeMax | Kiacca 3allMIIEHHOCTH — OT HapyIIUTENeH ¢
BBICOKHM YPOBHEM BO3MOXKHOCTEH.

OmneparopoM (ob6namateneM WHPOpPMAIM) MOXET OBITh NPUHATO DPELICHHE O

26 [ToamyHKT «m» myHkTa 4 Crpareruu passutua uadopMaloHHOro o6mecTsa B Poccuiickoi ®enepauuu va 2017 — 2030
rofisl, yTBepaeHHoN Ykasom [pesunenra Poccniickoii denepanun ot 9 mas 2017 r. Ne 203.
27 TTymkr 3.10 manpoHansHOTO cranaapta Poceuiickoit ®epepaunn F'OCT P 70860-2023 «MHbopmMauuoHHble TEXHOIOIHH.

O6aupble BpMHCIeHHA. OOIIHMe TEXHOMOTMH MW METOAbl», YTBEPXKACHHOIO H BBEJCHHOIO B JEHCTBHE IPUKAa30M
Poccranmapra ot 28 asrycra 2023 r. Ne 700-ct (M., ®TBY «MHCTUTYT cTangapTH3anum», 2023).

28 [ToamyHKT «B» NyHKTa 4 CTparerny pasBuTHA HHPOpMaHOHHOTO o0lecTRa B Poccniickoit denepannu na 2017 — 2030
rofiel, yTBepXAeHHON YkasoM [Ipesunenta Poccniickoit denepamun ot 9 Mas 2017 r. Ne 203.
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NPUMEHEHNH MEP 3allUTHl MHQOPMAIMOHHBIX CHUCTEM M COJEPIKAIICHCS B HHUX
MHPOPMAIIMH OT HAPYLIUTENEH ¢ 60JIee BBICOKMM YPOBHEM BO3MOXKHOCTEH.

65.C 1enpl0 TMOATBEPKACHUS JOCTATOYHOCTH IIPMHATHIX MEp  3allUTHI
HHQOPMAIHOHHBIX CHCTEM H COZEpKaIeiics B HUX HHpOopManuu 10 Havana 06paboTKu
u (uau) XpaHeHus MHQOpPMAalUH B TOCYAApCTBEHHBIX HH()OPMALMOHHBIX CHCTEMAaxX
DOIKHAa OBITH TPOBEEHA HX aTTeCTAallMAs’ Ha COOTBETCTBHE TpeGOBaHMAM B
COOTBETCTBHH ¢ ITOPAAKOM OpraHM3alM{ U IPOBEJCHHUS paboT 110 aTTeCTaliK 0OBEKTOB
nHQOpPMATH3alMH HA COOTBETCTBME TpeOOBaHMAM O 3aUTe HHPOPMALMH
OrpaHHYEHHOTO JOCTYIIA, HE COCTABIIOILEH rOCyJapCTBEHHYIO TalHY, YTBEPXKACHHBIM
npukasom ®CTIK Poccuu ot 29 anpens 2021 r. Ne 77%°.

Pemiene 0 HEOOXOAUMOCTH aTTECTAIMM HWHBIX HHPOPMAIMOHHBIX CHCTEM
rOCYJapCTBEHHBIX ~ OpPraHoOB,  TOCYHApCTBEHHBIX  YHHTAapHBIX  IIPENPHSATHIM,
roCyJapCTBEHHBIX YYPEKACHUI IPUHUMAETCA PyKOBOAUTENIEM oIeparopa (obnanarens
HH(GOpPMalUU ), OTBETCTBEHHBIM JHIIOM.

66. MeponpiaTHsl 1O KOHTPONIK YPOBHS 3alWIIEHHOCTH MH(MOpMAIUH,
cojepxKalecs B WHGOOPMAIMOHHBIX CHCTEMaX, HOIDKHBI OOECIIEYMBATh BKIIOYECHHE
TIPOBE/ICHHS OIIEHKH BO3MOXXKHOCTSH HapyLICHHs 6e30MacHOCTH MH(OpMalHU U (UIIH)
HapyleHus (yHKIIHOHUPOBAaHMA HH(POPMALMOHHBIX CHCTEM BHEIIHAMH U BHY TPEHHUMHU
HapyIIUTEIAMU.

KOHTpOJIb YpOBHS 3aIIUINCHHOCTH HH(OpMAalUH [JO/DKEH IPOBOAUTHCA B
COOTBETCTBMM C BHYTPCHHHMH pETJIAaMEHTaMH IO 3alluTe MHGOPMAalMH OJHHM HIH
COBOKYITHOCTBIO CJIEIYIOIIUX METOJOB:

a) aBTOMATH3MPOBaHHOE ©  (WIH) PY4YHOE  BBIABICHHE  YA3BHMOCTEH
HUH()OPMAIIHOHHBIX CHCTEM C HOCIEAYIOUIeH 3KCIEPTHOM OLEHKOM BO3MOXHOCTH MX
HCIIONB30BaHMs HAPYHIATENEM IS HapymeHus 0e30macHOCTH HHGbOpManuu M (UiM)
HapyIeHus PyHKINOHHUPOBaHUSA HHYOPMAIIMOHHBIX CHCTEM;

0) BLIABIEHHE  HECAHKIMOHUPOBAaHHBIX  IOJKIIOYEHHWH  YCTPOHMCTB K
HHPOPMAIIMOHHBIM CUCTEMAM;

B) TECTHPOBaHKME HH(POPMAIMOHHBIX CHCTEM IIyTEM MOJCIMPOBAHMSA PCATHU3ALMN
AKTYaJIBHBIX YTPO3 C LEJIbIO OIEHKH BO3MOXKHOCTEH HECAaHKLIMOHUPOBAHHOTO AOCTYIIA K
HUM (BO3ICHCTBHH HAa HHX) HIH MOBBIIIECHU NPUBWIETHM IIPH PCald30BaHHBIX
MEPONPHUATHAX U Mepax IO 3aluTe HHPOPMAIMOHHBIX CUCTEM H COIEPIKAIICHCS B HUX
uH(pOpMaLuY;

I') IPOBE/ICHUE B COOTBETCTBHH C IUIAHOM TPEHHPOBOK 110 0TPab0TKe pabOTHUKAMH
omeparopa (oOmagarens uHdopMamum) aAeHcTBHH 10  00ECHEYEHHUIO  YPOBHS
3aIIMINEHHOCTH MH(OPMAIIMH, COAepKamleiics B WHQOPMAIMOHHBIX CUCTEMaX, B
YCJIOBHSIX peall3ally aKTyaJIbHbIX YIPO3.

2 Mopnynxr 13° nyuxra 8 [onoxenns o ®CTIK Poccnn
30 3aperucrpupoan Mumiocrom Poceun 10 aBrycta 2021 1., pernctpanuoHHsii Ne 64589,
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67. KouTponb ypoBHs 3aIMIIEHHOCTH HMHPOPMAaluU AOJDKEH IPOBOAUTHCA HE
pexe OJHOro pasa B TPH roJa WM M0CIIe KOMIBIOTEPHOTO MHIMAEHTA, IPOU30ILIEIIIETO
y omeparopa (o6magarens uHpopManuu). MeTogsl KOHTPOJIA YPOBHSA 3allUIIEHHOCTH
UHPOpMAallMM H TMEPUOAMYHOCTH €ro IPOBEJIEHMS OIPEACIAIOTCS OIEPaTopoM
(o6mamareneM uHGOpPMALIMK) BO BHYTPEHHEM PErTIAMEHTE.

Ilo pesyabTaraM IPOBEACHHS KOHTPOJIS YPOBHS 3aIUIICHHOCTH HHQPOPMAIUH
pa3pabaThIBacTCs OTUET, KOTOPBIN IOAIMCHIBAETCS JIUIIAMH, IPOBOAUBIINMHU KOHTPOJI.
Otuer JoDKEH OBITH NPEACTAaBIICH B TeYeHHE 3 paboduxX QHEH C JaThl 3aBEPUICHHUSA
KOHTPOJIsI YPOBHS 3AIUIIEHHOCTH HH(GOPMaLUK PYKOBOAUTEIIO onepaTopa (o0maaarens
UHGOPMAIIK), OTBETCTBEHHOMY JIMIY JUIA MPHHATUSA NPU HEOOXOAMMOCTH PEUICHUST
PYKOBOAMTENA oneparopa (00nagarens HHPOPMAIHH) O BBIIEICHUH PECYPCOB C LEIBIO
IOBBIIIEHUS YPOBHS 3alUIIEHHOCTH MH(popMarmu. OTYeT HAnpaBIAETCs OIEPATOPOM
(o6nagarenem mnpopmanun) B PCTIK Poccun B Teyenne 5 paboumx IHEH ¢ AaThl
3aBEpIIEHMSA KOHTPOJS YPOBHS 3allMIICHHOCTH MHQOpPMAalMU B LENAX MOHHUTOPHHIA
TEKYILIEr0 COCTOSHHUS TEXHUYECKOM 3allUThl HH)OPMAIIHH.

68. MepormpusATiss ¥ Mepsl N0 3amuTe HHQOpMalMH, INPeIyCMOTPEHHBIE
Tpe6oBaHMAMH, JOKHBEI PEATH30BEIBATECS OrepaTopoM (obnagaTeneM HHGOpPMALMH) C
ucronp3oBanueM Merogudeckux JokymeHToB @CTIK Poccun.

69. IIpy OTCYTCTBHM BO3MOXHOCTH PEATH3AIIMH OTAEIBHBIX MEPOIPUATHH H (HIIK)
HPHHATHA MEp 0 3amure HHGOPMALUH B COOTBETCTBUH ¢ TpeboBaHMAMH OIIEPATOPOM
(oOmamareneM  uHpOpMANKH) OOJDKHEI  OBITH  pa3paboTaHbl M BHEIPEHBI
KOMIICHCHPYIOIHE MEPBHI, IIO3BOJIAIOIINE 00eCIeunTh OIOKUpOBaHNEe (HEHTpann3anumo)
aKkTyalnbHEIX yrpos. [Ipu sTom omepatopom (obnagareneM nHGOpMaLUH) JODKHO OBITE
000CHOBAHO IIPUMEHEHHE KOMITCHCUPYIOIIUX Mep Ha 3Tare COo3aHus HHPOPMALHOHHBIX
CHCTEM, a IIpY arrecTallid HH)OPMAlMOHHBIX CHCTEM — TMOATBEPXKICHA HX
3¢ PeKTUBHOCTD 11 OIOKMPOBAHHA (HEUTpaNIU3alMu) aKTyalbHBIX YIPO3.

70. Texuuyeckre Mepbl IO 3amuTe HHGOpPMAIMM IODKHBI NPUHHMATLCA Ha
anmapaTHOM, CHCTEMHOM, [PHUKIAJHOM YPOBHAX, a TaKkKe B HHPOPMAIMOHHO-
TEIICKOMMYHUKAIMOHHON HH(ppacTpykType npu ee Hanuuumu. Ha anmapaTtHoM
CHCTEMHOM YpOBHAX 3all[MTa HH(QOPMAlUH IOJDKHA ODECIEeYHBATBCA IOCPEACTBOM
NpUMEHEHHS BCTPOCHHBIX B alapaTHOE O0ECHEYEHHE M CHCTEMHOE IIPOrPaMMHOE
obecieueHre cpeacTB 3anmrThl  MHpopMmanmu. Ha IpHKIagHoM M CETCBOM
(MHPPaCTPYKTypHOM) VpPOBHSAX 3amura HHPOpMAnuUM JOJDKHA OOECIIeYHMBATHCS
NpUMEHEHHEM BCTPOEHHBIX B IPUKIIAHOE IPOTPAMMHOE 0OECIIEYEHUE CPEACTB 3aLUTHI
uHpopMani u (HITH) NPUMCHEHHEM HAJIOXKECHHBIX M CETEBBIX CPEIACTB 3alMTHI
nHGOpMAaLIHH.

71. Ina 3amurel MHOGOpMAlMH OOJDKHBI MPHMEHAThCA CEPTHPUIUPOBAHHLIE
CPEACTBA 3aIIUTH UHPOPMAIMK B COOTBETCTBHU C HHCTPYKUUAMH (IIPaBMIaMH) IO HX
JKCIUIyaTallud,  YCTaHOBJEHHBIMH  pa3paboTdukaMH B OKCILIyaTaUMOHHOM
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JOKyMeHTanud. IIpuMeHseMble CpelICcTBa 3allUTHl HH(pOpManuu JOJDKHEI OBITH
obecIteyeHsl CO CTOPOHBI UX pa3pabOTYUKOB MOIAEPIKKON 0€30I1aCHOCTH Ha TEPPUTOPUHU
Poccuiickoit deaepariuu, BKIFOYAsA BHITYCK U IpUMeHEHHe 0OHOBIIEHUI IPOrpaMMHOIO
obecreuenus, 00eCIeYNBAIONINX YCTPAHECHNE BHISBICHHBIX YS3BHMOCTEH, 1€(HEKTOB U
HEZOCTAaTKOB.

CpeacTa 3auThl HTHGOPMAIIHH JOJDKHEI IPUMEHATHCS C CODII0IEHIEM 3aIIPETOB,
YCTAaHOBJICHHBIX TYHKTOM 6 VYka3za IIpesunenta Poccuiickoit ®@enepaunu ot 1 mas
2022 1. Ne250 «O OOMONHUTENFHEIX Mepax HO OO0ECleYeHHI0 HH(POPMAaOHHOM
6e3omacHoctu Poccuiickoit @enepannny.

72. IlpumeHsieMble CepTHPHIUPOBAHHBIE CPECTBA 3aIUTHl HH(POpMaLMU JOIKHBL
COOTBETCTBOBATh:

VIS 3a1IUTHI THPOPMAMOHHEIX CHCTEM | Kmacca 3alMIIEHHOCTH — HE HIDKE YeM
4 Knaccy 3allATE] ¥ YPOBHIO JIOBEPHUS’

VTS 3aIIUTHI HHPOPMAaIMOHHBIX CUCTEM 2 KJIacCa 3aIMILICHHOCTH — HE HIXKE YeM
5 Kmaccy 3alUThI ¥ YPOBHIO JOBEPHS;

JUIA 3aIIMTHl MTHPOPMAIMOHHBIX CHCTEM 3 Kiacca 3aIMIOICHHOCTH — 6 KIlaccy
3aIl{UTHl ¥ YPOBHIO JOBEPHUSL.

73.Ha cragusx J>XM3HEHHOrO0 LMKJIA TOCYIapCTBEHHBIX HH()OPMAalMOHHBIX
CHCTEM MepHl MO 3amuTe HHGOpPMAlUU JOJDKHBI IIPHUHUMATBCS 3aKa34yHMKaMH,
OlmepaTopaMH B COOTBETCTBUH ¢ TpeOoBaHUSMH K MOPSAAKY CO3/JaHHS, pa3BUTHA,
BBO/Ia B 9KCILTyaTalUI0, DKCIUTyaTallui ¥ BBIBOJA U3 3KCIUIYaTallMU IOCyAapCTBEHHBIX
HHOOPMALMOHHBIX CHCTEM M JalbHEHIIero XpaHEHHs cojepikauieics B ux 0a3ax
JAHHBIX ~ WH(QOpPMAIMH, YTBEPXKIECHHBIMH  MocraHoBiacHHEM IIpaBuTennscTBa
Poccuiickoit ®@eneparuu ot 6 mronsg 2015 r. Ne 676, Ha cTaguax )KU3HCHHOIO LIMKJIA
MHBIX WHGOOPMALIMOHHBIX CUCTEM — B COOTBETCTBHH C pa3leloM 5 HAUMOHAIBHOIO
cragaapra Poccutickoii ®eneparuu 'OCT P 51583-2014 «3amura mHbOpMaluH.
[Topsimox co37aHUA aBTOMATU3UPOBAHHBIX CHCTEM B 3alIUIICHHOM HCIIOTHEHHH.
OO0mue TpeGOBaHUA.», YTBEPKICHHOTO U BBEJAEHHOTO B JACHCTBHE NPHKA30M
Poccranmapra ot 28 saBaps 2014 r. Ne 3-ct (M., ®I'VII «Crangaptuadopm», 2014).

31 TIymkr 2, mognyskT 13! nynkr 8 Iomoxenns o ®CTIK Poccun.



[Ipunoxenue K

TpeboBaHuaM 0 3aiuTe HHPOPMAIHH,
cozepxaleiics B rocy1apCTBEHHBIX
UH(POPMAIIMOHHBIX CUCTEMAX, HHBIX
HH(GOPMAIIMOHHBIX CUCTEMAX IOCYAapPCTBEHHBIX
Opr'aHOB, TOCYIapCTBEHHBIX YHUTAPHBIX
MIPEANPUATHI, TOCYJaPCTBEHHBIX YUPEKICHHIM,
yrBepxkaeHHbM npukazoM GCTIOK Poccun

ot « [/ » anpens 2025 r. Ne (1%

TpeGoBaHus K ONpeeICHUIO KIacca
3aANTHIEHHOCTH HH(POPMANNOHHOMN CHCTEMBI

1. OneparopoM (o6mamareneM HH(OpMalMK) YCTaHABIMBAIOTCA TpH Kiacca
3aMIMIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEM, ONpPEIEIIAIOIINEe YPOBHH 3aIIHINECHHOCTH
cojieprkaieiics B HIX HHGOpMALUH.

CaMBIli HH3KMH KJIacC -— TpETHI, caMblifi BeICOKMA -— mepBbll. Kiacc
3aIHIIEHHOCTH HH(OPMAIMOHHON cucTeMbl (mepBbIi kiacc (manee — K1), Bropoi
knacc (manee — K2), tperuit knacc (nanee — K3) onpenensiercss B 3aBUCHMOCTH OT
ypoBHsA 3HaunMocTH uHpopMamuu (mamee — VY3), obpabareiBacMOM B OITOM
UH(OPMALMOHHON cHCTeMe, H MacTaba HHPOPMAIMOHHON CHCTEMBI.

2. YpoBeHb 3HAYUMOCTH MH()OpMaMU ONPENEIACTCA B 3aBUCUMOCTH OT CTCIICHH
BO3MOKHBIX HETATHBHBIX HOCIEACTBHI (yiuep6a) auis obnanarens HHGOpMAIMU K (WIIH)
omeparopa OT HapylmeHHS KOH(QHICHIHAILHOCTH (HENPABOMEPHBIE  JOCTYII,
KOIIMPOBAHHE, [IPEIOCTABICHHE WU PACIIPOCTPAHEHHE), IIETTOCTHOCTH (HEMPaBOMEPHBIE
YVHUYTOXKEHHE HWIM MOAMMUUUPOBAHME) MM  JOCTYNHOCTH  (HEIPaBOMEPHOE
Onoxuposanue) uHpopmanuu. HeraTusuele nocneacTsus (yiepo) onpenestorcs B TOM
qyCclle HAa OCHOBE IEPEYHs HETAaTUBHBIX IOCIENCTBHH, BKIFOUCHHBIX B OaHK JaHHBIX
yrpo3 6e3onacHocty uHpopmarun PCTIK Poccun.

Crenens BO3MOXHOIO yiepba ompesensercs oOnaxaTesieM HHQOpPMalMH HIIK
omeparopoM (obnagareneM HHPOPMALUH) B COOTBETCTBUH € TabauueH 1:
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Tabnumal
CreneHb BO3MOKHOIO Bo3MoxHBIH yiep6 oT HapylIeHus 6e30IacHOCTH
yiepba HHpopmanun 1 (W1n) GyHKIMOHHPOBAHUS
HH(POPMALMOHHON CHCTEMBI
Bricokas B03MOXHBI CYIIECTBEHHbIE HETaTHUBHBIC IIOCIEACTBHS B
COIIHAJIBHOH, MOJINTHYECKOM, MEXTYHApPOIHOH,

SKOHOMUYECKOM, (HHAHCOBOM WJIM HWHBIX 00JacTAX
NEATENBHOCTH U (WIH) HHPOpMAMOHHASA CHCTEMA U (WIN)
oreparop, obnagarens HHPOPMAIIMH HE MOTYT BBLIIOJIHATE
BO3JIO’KEHHBbIC Ha HUX (YHKIUU

Cpenusis B03MOXHEI yMepEHHBIE HETaTHUBHBIE IIOCIEICTBUSA B
COIIMAJIBHOH, MOJIUTHYECKOH, MeXIyHapOIHOH,
HKOHOMHYECKOM, (UHAHCOBOH WIM WMHBIX O0JIACTAX
AeATeNIbHOCTH M (WiM) HH)OpMAIIMOHHAS CHUCTeMa U (WIH)
omeparop, obmagarens HHGOPMAIMKY HE MOTYT BBIIOIHATH
XOTs OBI OIHY U3 BO3JIOKEHHBIX Ha HUX (YHKIHH

Huskas B03MOKHBI HE3HAYUTEIBHBIE HETAaTUBHBIE ITOCIIEACTBUSA B
COITHAILHOM, MOJIUTHYECKOH, MEXTyHAPOTHOM,
HSKOHOMHYECKOM, (HUHAHCOBOH WM MHBIX O0JAcTAX
JEATENbHOCTH M (WiIH) HHpOpMAIMOHHAA cucTeMa U (MIH)
ormepaTtop, o0iafaTenh HMHPOPMALUH MOTYT BBIIOJHATH
BO3JIOXKEHHBIE HAa HHX (YHKIIMH C HEIZOCTaTOYHOU
3¢ (PEeKTHBHOCTHIO WIIH BBINOJHEHHE (DYHKIMH BO3MOXKHO
TOJIBKO C IIPUBJICUYCHUEM JIOTIOTHUTENBHBIX CUII U CPEICTB

3. BricoKMii ypoBeHb 3HAUUMOCTH (fajee — VY3 1) momkeH ycTaHaBIMBAaThCH,
ecmM  XOTa ©Obl g OJHOTO M3 CBOMCTB  Oe3zomacHoct — HWH$pOpManuu
(KOH(pUIESHIHATLHOCTH, IEJIOCTHOCTH, JIOCTYIIHOCTH) OINpEJelieHa BBICOKAs CTENEHBb
ymep6a.

CpenHuii ypoBeHb 3HAYUMOCTH (Aanee — Y3 2) T0IDKEH yCTaHABIMBATHCS, €CIIH
XO0Ts OBl A7 OXHOTO U3 CBOMCTB 0€30MacHOCTH WHGpOpMaUuU (KOHQHICHIHAIBHOCTH,
LIEJIOCTHOCTH, JOCTYITHOCTH) OIpeaelicHa CPeAHss CTENeHb yniepba U HET HU OJHOIO
CBOMCTBa, JyIsI KOTOPOr'o OMpe/Ie/ieHa BEICOKas CTEHEHb yIepoa.

Huskuit ypoBeHs 3Ha4UMOCTH (1anee — Y3 3) NOIDKEH yCTaHaBIMBATHCH, €CIIH
JUIsS BCEX CBOMCTB Oe3omacHOCTH MHGOpManuyu (KOHQUICHIMATbHOCTH, LUEIOCTHOCTH,
JOCTYITHOCTH) OIIpeIeeHbI HU3KUE CTEIIEHH yIepoa.

4, Jlna wuabOpManMH, KOTOpas OTHECeHa K WHGOPMAaIlMM OrPaHM4YEHHOIO
pacmpoCTpaHeHHs U JUIi HOCUTEIEeH KOTOPOH YCTaHOBIEHA OrpaHUYHTE/IbHAA MIOMETKA
«IUIS CIYXeO0HOT0 MOIb30BaHM», JTOJDKECH ObITh yCTaHOBIEH Y3 1.
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5.1Ipu o6pabGorke B HHGOOPMAIMOHHOW CcHCTeMe [JBYyX M 0ojee BHIOB
uHpopMary Y3 onpenesseTcs OTASIBHO A KaKA0ro Buaa nHpopmanuu. MToroseii
V3, obpabareiBacMoil B HHQOPMAIIMOHHON CHCTEME, YCTAHABJIMBAETCS 10 HAUBBICLINM
3HAYEHHAM CTEMEHH BO3MOXKHOTO yliepOa, ONpeIeeHHbIM Ul KOHGUICHIMANBHOCTH,
LETOCTHOCTH, TOCTYIMHOCTH MH(MOPMAIIMH KaXI0TO Bi/1a HHQOpMaLKU.

6. JIns urbOpPMAIIOHHONH CHUCTEMBI JOJDKEH OBITH ompeneneH (enepanbHbIN
MacmTab, €Clli OHa MpelHa3HauYeHA /U1 pEIIeHWs 3aJad Ha BCEH TEPPUTOPHUH
Poccuiickoit Penmepaiy WM B mpeneiiax AByX M Oonee cyObekToB Poccuiickoin
®enepanuu.

Jlns uHGOPMAIMIOHHOW CHUCTEMBI JIOIDKEH OBITh OIpEACNICH pPErHOHAJIBHBIN
MacinTad, ecjM OHa MpeJHa3HaueHa JUTS PENICHUS 3ajad B Ipeenax OJHOro CyObeKTa
Poccuiickoit @enepanuu.

Jliist uHGOPMAMOHHON CHCTEMBI I0JDKEH OBITH ONpeneneH 0ObeKTOBOM MacuITad,
€CIIM OHA IpeHa3HavYeHa JJisA pellleHUs 3a/1a4 B IpezAenax o0bekTa (00BEKTOB) OJHOIO
rOCYJapCTBEHHOTO OpraHa, MyHUIIMIIAIBEHOTO 00pa30BaHUs, OPraHU3alliH.

7.Knacc 3amuineHHOCTH WHGOPMAlLMOHHOM CHCTEMBl  ONpEHeNseTcs B
COOTBETCTBUU C TaONUIIEH 2:

Tabnuma 2
y3 Macmtad HHOPMALMOHHON CHCTEMbI
DenepajbHbIH PeruonajibHbIN O0beKkTOBbINA
V31 K1 K1 K1
V32 K1 K2 K2
v33 K2 K3 K3

8. Kitacchl 3amuiieHHOCTH HHPOPMAMUOHHBIX CHCTEM, (PYHKUHMOHUPYIOIIUX Ha
0aze uH(GOPMAIIHOHHO-TEICKOMMYHHUKAIIMOHHOW HMH(PACTPYKTYphI, HE HOILKHBI OBITH
BRIl KJIacca 3alUIIEHHOCTH JToH HHPOPMaLHOHHO-TEICKOMMYHHKALIHOHHON
HHOPACTPYKTYPHI.

9. JlomyckaeTcsl IPHCBOCHUE OTACIBHBIM CETMEHTaM HHPOPMAMOHHON CHCTEMBI
pasHbIX KIJIACCOB 3aIMIICHHOCTH. B 3TOM ciydae Mephl MO 3alure HHPOpPMaLUH
CEerMEeHTOB MH(OPMAIIHOHHOM CHCTEMBI M COACPIKAIICHCS B HUX UH()OpMAIMU-TOJDKHBI
[IPHHUMATHCSA B COOTBETCTBUH C MPUCBOSHHBIMHU MM KJIACCAMH 3aIIMINEHHOCTH.

10. Pesynerarsl K1accugpukanud oGopMIIAIOTCS aKTOM, KOTOPBIN YTBEPKIACTCA
onepatopoM (oOnamatenem uHpopMmanmu). AKT KiaccupUKauu JOMDKEH COAep)KaTh
HAaMMCHOBAHUC KIACCHU(PUIUPYEMOH CUCTEMBI H CETMEHTOB HHPOPMALIMOHHON CHCTEMBI
IPH UX HATU4YuY, Y3 Ui Y3 B cerMeHTax HHQOPMaIMOHHON CHCTEMBI ITPU UX HAIIMYHH,
MacirtTad HHGOPMAIMOHHON CUCTEMBI U (WIH) CETMEHTOB HHPOPMAIIIOHHON CHCTEMBI
[pH UX HATKYHUH, TPUCBOSHHBIH KJIacC 3aIMIIEHHOCTH HH(OPMAILIHOHHON CHCTEME HIIH
cerMeHTaM HH(pOPMAIMOHHOM CHCTEMBbI NpU WX Hammyuu. Jlomyckaercs opopmiieHHe
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€IMHOTO aKTa KJacCH(UKAIMH HAa HECKOJBKO CEIMEHTOB MH()OPMAMOHHOM CHCTEMBI
oJHOTO orneparopa (o61axarenss HHGOpMALHH).

11. Knacc  3ammmieHHOCTH ~ WHQOpPMAllMOHHOM ~ CHUCTEMBI  (CErMEHTOB
UH()OPMAIIHOHHOM CHCTEMBI) MOMJIEKUT TIEepecMOTpY IIPH HM3MEHEHHMHM Macirada

HH(POPMAIIMOHHOH CHUCTEMBI (CETMEHTOB HH(GOPMAIIMOHHON CUCTEMBI) WM 3HAYMMOCTH
cofiepKarieiics B Hel HHpOpMaNKH (B cerMeHTax HHGPOPMAIMOHHON CUCTEMBI).




