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METOOUYECKUN OOKYMEHT
METOOUKA AHANMU3A 3ALLMLWLEHHOCTU UHOPOPMALUMOHHbLIX CUCTEM
1. O6wWwme nonoxeHus

1.1. Hactosiwaa MeTtoguka aHanvsa 3allMLEeHHOCTW WMHAOPMAaLMOHHBLIX cucTeM (ganee - MeTtoauka)
pa3paboTaHa B COOTBETCTBUM C NOANYHKTOM 4 nyHkTa 8 MNonoxeHus o PegepanbHomn cnyxbe no TexHU4eckomy u
9KCMOPTHOMY KOHTPONIO, yTBEepXAeHHOro Ykasom [NpesunaeHta Poccuiickon ®eagepaunn ot 16 asrycta 2004 r. N
1085.

1.2. Hactosiwas MeToguka onpefensieT opraHvM3aumio, NOpsigoK MPOBEAEHUS U coAepXaHue pabor,
NpoOBOAMMbBIX B XOA€E UCMbITaHUN CUCTEM 3aLLMTbl MHOPMaLMN MHAPOPMALMNOHHBIX CUCTEM, aBTOMATU3MPOBAHHbIX
CUCTEM ynpaBneHusl, MHPOPMaLNOHHO-TENEKOMMYHMKALMOHHBIX CeTel (aanee - MHPOPMALUMOHHbIE CUCTEMbBI) B
COOTBETCTBMM C noanyHkToM "0" nyHkTa 16 lNMopsiaka opraHusaumm u npoBedeHnst paboT no aTrectaunm oobEKTOB
nHdopmaTm3aumm Ha cooTBeTcTBMe TpeboBaHMAM O 3awute MWHGOpPMaUUM OrpaHWYEHHOro [OocTyna, He
COCTaBMAIOLLEN FOCYOAPCTBEHHYIO TalHy, yTBepXaeHHoro npukazom ®CTIK Poccun ot 29 anpena 2021 r. N 77
<1>.

<1> 3apeructpuposaH MuHioctom Poccum 10 asrycta 2021 r., peructpaumoHHbin N 64589.

1.3. Hactosiwas MeToguka npegHasHavyeHa AN oOpraHu3auum u nposefeHust paboT no  aHanusy
3aLUMLEHHOCTN MH(OPMAaLMOHHBLIX CUCTEM, LEeNbl NPOBEAEHUS KOTOPOro SABMSETCS BbISABMEHWE YA3BMMOCTEWN
MH(OPMALIMOHHBIX CUCTEM C MOCMeayLWwen OLEHKOW BO3MOXHOCTM WX WCNOMb30OBaHWS Hapylutenem Ans
peanu3aumm yrpo3 6esonacHoCTM MHGOPMaUMM (BEKTOPOB artak), MPMBOASALUMX K BO3HWKHOBEHWIO HeraTvBHbIX
nocneacTeun (ganee - aHanu3 ya3BUMOCTEN).

1.4. Hactosiwaa MeTtogumka npuMMeEHSETCS B XOA4€:

a) aTTecTauum MHOOPMAaLMOHHBIX CUCTEM Ha COOTBETCTBME TPEOOBaHMAM MO 3alumTe MHOopMauun <2>;

<2> TpeboBaHuss O 3awmTe wuHdOPMauUUM, COAepXKallencs B rOCYyAapCTBEHHbIX WHEOPMALMOHHBLIX
cucTemMax, WHbIX WHMOPMAUMOHHBLIX CUCTEMAxX rOCYAApPCTBEHHbLIX OPraHoB, TrOCYAAPCTBEHHbIX YHUTAPHbIX
npeanpuaTuii, roCy4apCTBEHHbIX yYpexaeHun, yteepkaeHHble npukazom ®CTIK Poccum ot 11 anpens 2025 r. N
117.

TpeboBaHuss k obGecneyveHuto 3alWmMTbl UHMOPMaUWKM, coAepXallencs B WMHGOPMALMOHHBIX CUCTEMax
ynpaBrieHnss NPOW3BOACTBOM,  WCMOSMb3yeMbIX MpeanpuaTUsAMM  OOOPOHHO-MPOMBILLNIEHHOrO  KOMMMEKCa,
yTBepxaeHHble npukazom PCTIK Poccum ot 28 dpeBpansa 2017 r. N 31.

TpeboBaHUsA K CcO30aHUIO CUCTEM Oe30MacHOCTU 3HAYUMMbIX OOBLEKTOB KPUTUYECKOW MHGOPMAaLMOHHOWM
nHdppacTpykTypbl Poccunickon ®enepauumn n obecnedeHmio Ux OYHKUMOHUPOBAHUS, YTBEPXKAEHHbLIE MPUKA30M
®CTIK Poccun ot 21 gekabps 2017 r. N 235.

TpeboBaHua no obecnevyeHnto 6e30NaCHOCTM 3HAYMMbIX OOBEKTOB KPUTMYECKOW MHOPMaLUOHHON
nHppacTpykTypbl Poccunckon depepaumu, yreepxaeHHble npukasdom ®CTIK Poccun ot 25 pekabps 2017 r. N
239.
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TpeboBaHusa Kk obecneyeHuo 3awWuTbl MHAPOPMAUMM B aBTOMATM3UPOBAHHbLIX CUCTEMAX YNpaBreHUs
NPOU3BOACTBEHHBIMM MPOLECCaMMN Ha KPUTUYECKM BaxKHbIX 0ObeKTax, MOTEeHUMaNbHO onacHbix obbekTax, a Takke
obbekTax, NPeAcTaBNALWMUX MOBBILWEHHYI0 OMAaCHOCTb Afs XU3HM WM 300pOBbsS M0Aerd W ONs OKpyXKaloLwen
NpupoaHOM cpeabl, yTBepXaeHHble npukazom PCTIK Poccun ot 14 mapta 2013 r. N 31.

CoctaB U cofepxXaHWe OpraHM3auMoHHbIX W TEXHUYeckux Mep no obecneveHunto 6GesonacHOCTM
nepcoHasnbHbIX AaHHbIX NpY X 06paboTke B MHPOPMALIMOHHbBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX, YTBEPXKAEHHbIE
npukasom PCTIK Poccum ot 18 dheBpans 2013 r. N 21.

0) KOHTPONSA YPOBHS 3aLLMLLEHHOCTU KOH(pMAEHUMAMNBHOW MHAOPMaL MK OT HECAHKLMOHNUPOBAHHOMO 4OCTyNa
n ee mogudmkaumm B MHPOPMALMOHHBIX CMCTEMAxX, NPOBOAUMOIrO B COOTBETCTBMM C TpeboBaHMAMKU MO 3awumTe
WMHopMaumu;

B) OLIEHKM COOTBETCTBMSA MHAPOPMAaLMOHHLIX cucteMm TpeboBaHuaM no 3awmTte MHdopMauun (McnbiTaHns) 1
AO0CTaTOYHOCTU MPUHMMaeMbIX Mep Mo 3almTe nHdopmaumm (obecneyveHno 6esonacHoCcTn), peanm3auns KOTopbIX
npegycmoTpeHa TpeboBaHUsAMM Mo 3alumTe MHpopmaLuu.

2. OpraHusauus paboT no NnpoBeAeHUI0 aHanm3a yasBMMocTein

2.1. AHanu3 yA3BMMOCTENW NPOBOAMTCSH MO pELUeHWIO PYKOBOAUTENS rOCYAapCTBEHHOro opraHa
(opraHusaumm), ABNSAOLErocs 3aKkas4ymMkoM CO3gaBaemMon MHAPOPMALMOHHOW CUCTEMBbI U (M) OCYLLECTBASIOWEro
aKcnnyaTaumio MHPOPMaLMOHHOW CUCTEMBI (Janee - 3aka34vuk (onepaTop)), Unun ynoriHOMOYEHHOIo 1M nuua.

2.2. PaboTbl no aHanu3y ysi3BUMOCTEWN NPOBOAATCS CTPYKTYPHbIM MogpasfeneHneM, cneuuanuctamu no
3awmTe nHdopmaumm 3akasdmka (onepatopa) u (Mnu) opraHnsauuven, UMEIOLEN NMLEH3NI0O Ha OeATeNbHOCTb Mo
TEXHUYECKOW 3awmuTe KoHdmAeHuuansHon uHpopmauum (C npaBoM npoBeAeHusa paboT M okasaHust ycnyr no
aTTECTAUUOHHBIM MWCMbITAHUSAIM M aTTecTaumM Ha COOTBETCTBME TpeboBaHMAM MO 3awute uHdopmauuu, Mo
KOHTPOSO  3alULLEHHOCTU KOHUAEHUMansHOM uHpOpMauun OT HeCaHKUMOHUPOBAHHOMO [JocTyna u ee
Moaudukaumm B cpeactBax U cucteMax uHdopmaTtusauum), BblgaHHyo OCTIK Poccum B COOTBETCTBUM C
[MonoxeHveMm O nUUEH3UPOBaHMU AEATENbHOCTU MO TEeXHUYEeCKOM 3almTe KOHMUAeHUManbHOW WHOopMaumu,
YyTBEPXOEHHBbIM NocTaHoBneHuem lMpasutensctea Poccuickon Pepepaumm ot 3 deBpans 2012 r. N 79 (ganee -
NCMNOMHUTENb).

2.3. K npoBegeHuio aHanusa ysi3BUMOCTEN [OMNyckalTcs creuuanucTbl MUCMONHUTENs, WU3y4uBLLNE
nonoXxeHua Hactosiwein MeToauku, U obnagatwolmne KoMneTeHUUaMU, HeobXoaMMbIMKU ANA NpoBeAeHUs paboT B
COOTBETCTBUM C HacTosiwel MeToankoi. OTBETCTBEHHOCTL 3a NpUBIieYeHME K MPOBEAEHUIO aHanm3a ysa3BMMOCTEN
cneumnanucTos, obnagatoLmx Heo6X0AMMbIMU 3HAHUAMU U KOMMNETEHLMAMN, Bo3naraeTcs Ha UCTMOMHUTENS.

2.4, OcHOBaHMemM [fnsi nNpoBefdeHus paboT Mo aHanmM3y YA3BMMOCTEN SBMNSAETCH 3aKIYEHHbIN MexXay
3aKas34yMkom (onepaTtopom) U UCMOMHUTENEM AOrOBOP MUIM MHOW OOKYMEHT, HA OCHOBAaHUM KOTOPOro MpOBOOMTCSA
aHanu3 ysasBuMoCTen.

OcHoBaHWEM [N NPOBEAEHUSA aHanu3a ysi3BUMOCTEN CTPYKTYPHBIM NoapasfeneHuem, creuuanmctaMmu no
3almMTe WHOpMauMKM 3aka3uuka (onepartopa), NpuHaanexawyx eMy MHGOPMAaLMOHHBIX CUCTEM, SABMSETCS
peleHne (Npukas, pacrnopsikeHWe WM WHOW [OKYMEHT) PpYKOBOAUTENs 3akasuuka (onepatopa) unu
YNONIHOMOYEHHOIO UM NLa Ha NpoBedeHne AaHHbIX paGorT.

B gorosope Wi  MHOM [OOKYMEHTe, Ha OCHOBaHMWM KOTOPOro npoBoAUTCA aHanus yﬂ3BVIMOCTeIZ,
npegycMmatTpmnBarTca crnegyruine atanbl:

aHanun3 ya3sBumMocTen MHPOPMaLMOHHON CUCTEMbI, BbINOSTHAEMbIA NCNOSTHUTENEM;
yCTpaHeHue 3aKa3unMKOM BbISIBIEHHbIX YS3BUMOCTEN UH(POPMALIMOHHON CUCTEMBI;

NMOBTOPHbLIA aHann3 ya3sBMMocTer MHPOPMAaLMOHHON CUCTEMBI C LierNbio NPOBEPKN YCTPaHEHUS 3aKa3ynMKoM
(onepaTopom) ysa3BMMocTeN MHHOPMALMOHHOM CUCTEMBI.

2.5. 1o Hayana npoBeaeHnA pa60T no aHanuay yF|3BI/1MOCTel71 UCNOJTHUTENDb NO cornacoBaHUo C 3aka34nkom
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(onepaTopom) MOXeT MPOBECTU NMOArOTOBKY, KOTOpas Jo/MKHa ObITb HanpaBneHa Ha nonyyeHne HeobxoanMbIX Ans
NpoOBEAEHUs aHanuM3a ys3BMMOCTEN cBefeHuhn o060 MHOopMauuoHHOWM cuctemMe W MHOpPMaLUOHHO-
TENEKOMMYHUKALUMOHHOW  MHpacTpykType, Ha ©0a3e KOTOpoW oOHa YHKLMOHMPYET, OCOBEHHOCTSAX WX
akcnnyaTtauun. [logrotoBka npegycMaTpuBaeT BO B3aMMOOEWCTBMM C  3akas3yukom (onepatopom) cbop
uHpopmaumm 06 MHPOPMALMOHHON cUcTEME N MH(POPMALMOHHO-TENEKOMMYHUKALMOHHOW MHAPACTPYKType, Ha
0a3e KoTOpoM OHa (YHKUMOHUPYET, OCODOEHHOCTAX ee JKchnyataumm wn ee nonb3oBartensx. [lonyvyeHHas
NHGOPMaLMa UCTNONb3YeTCs ANS YTOYHEHMS FpaHnL, NpoBeaeHus paboT.

2.6. CneuuanucTbl 3akasyuMka (onepaTtopa) W  WCTOSNHWTENsl, OTBETCTBEHHble 3a onepaTWBHOE
B3aMMOAEWCTBME U KOHTPOSNb MPOBEAEHUST aHanusa yA3BMMOCTEN, OCYLLECTBISOT COrfacoBaHWe M KOHTPOIlb
BPEMEHU MpoBeAeHUs paboT M OEWCTBUIA UCMONHUTENS U 3aKkasyuka (onepaTtopa) npu aHanuse ys3BMMOCTEWN,
KOHTPONb 3a XOAOM MNpOBedeHusi paboT, CBOEBPEMEHHOE BbISIBIIEHME U pelleHVMe NpoGIIeMHbIX BOMPOCOB,
BO3HMKAIOLLUX NPpU NpoBeaeHUn paboT.

CneunanucTbl UCMONMHUTENS, OTBETCTBEHHbIE 3a ONepaTUBHOE B3aVMOENCTBME M KOHTPOSb MPOBEAEHUS
aHanusa ysI3BMMOCTEW, OOMKHbI 06M1aaath 3HAHMSIMU O TUMOBLIX YSI3BUMOCTSIX MH(POPMAaLMOHHBLIX TEXHOMOTUNA,
NMporpamMMmHbIX,  MporpaMMHO-annapaTHbiX  CPEeACTB,  YSA3BMMOCTSX  KOHMMWrypauuv U apXUTEKTypbl
MHPOPMALIMOHHBIX CUCTEM, criocobax MX BbISIBNEHMS W YCTpaHEHWUsl, a Takke COCTaBe W cofepXkaHun paborT,
NPOBOAUMBIX B XO€ aHanu3a ysi3BMMOCTEN B COOTBETCTBUM C HacTosiLein MeToamKoii.

CneumnanucTtbl 3akasduyuka (onepartopa) AOMmMkHbl oObnagaTb 3HAHWMAMM O CTPYKTYPHO-PYHKLMOHAMbHBIX
XapakTepucTunkax WHPOPMaLMOHHOW cucTemsl " (nnn) MHEOPMALMOHHO-TENEKOMMYHUKALMOHHOMN
nHdpacTpykType, Ha Gase KOTOpPoOW OHa (PYHKUMOHMPYET, COCTaBe NPOrpamMMHbIX M MpPOrpaMMHO-annapaTHbIX
CpPeacTB, AOMEHHOW apXuWTeKType, CeTeBOW TOMOMOrUW, NPUMEHSIEMbIX TEXHOMNorusax (cucremax ynpasreHus
6aszamu gaHHbIX, BUPTyanusaumn 1 KOHTenHepusaumm, Be6-npunoxeHusix, MobumbHbIX NPUMOXEHUSIX), a TaKkke O
cnocobax v cpeacTBax 3awuTbl MHpopmaL M, NpUMMeHseMbIX B UHOOPMAaLMOHHON CUcTeEME.

2.7. B xope aHanu3a ys3BMMOCTEN WHMOPMALMOHHON CUCTEMbl OOJPKHO BbISABASATHCH MaKCUMarnbHO
BO3MOXHO€E KONMYECTBO YS3BUMOCTEN B MHADOPMALIMOHHOWN cucTeme.

K ys13BUMOCTAM MH(POPMALMOHHOW CUCTEMbI OTHOCSITCA YA3BMMOCTM KOAa, apXUTEKTYpbl M KOHGUrypaLmm
MHPOPMAaLIMOHHON CUCTEMbI <3>.

<3> HauuoHanbHbIn cTaHgapT Poccuiickon Pepepauun NOCT P 65546-2015 "3awwurta wmHdopmauumu.
YA3BUMOCTU UHPOPMAaLIMOHHLIX cucTeM. Knaccudukaumnsa ya3BumMoctTern MHOPMaLMOHHbIX cuctem".

2.8. B cnyyae, ecnu no pesynbTatam aHanusa UCMNOSIHUTENEM HE BbISIBIIEHO YSI3BUMOCTEN KPUTUYECKOTO U
BbICOKOrO YPOBHEW ONacHOCTW, a Takke Ysi3BUMOCTEN CpedHEero M HU3KOrO YPOBHEN OMacHOCTM, KOTOpble MOryT
OblTb  MCMOMb30BaHbl MOTEHUMANbHLIM HapywuTenem pAns peanusauum yrpo3 6esonacHocTn MHdopmauum
(BeKTOpOB aTaK), npmneBoaAWnX K BO3HUKHOBEHUKD HeraTuBHbIX I'IOCJ'IeJJ,CTBVIVI, mnnn ycrtaHoBIeH qDaKT TOro, 4yto
MPUHATbIE 3aKa34yMKOM (ONepaTopoM) Mepbl HE MO3BONIAOT MOTEHUManbHOMY HapyLUTEN UCMOMNb30BaTb Takue
yS13BMMOCTM Afsi peanusaumm yrpo3 6e3onacHocTv nHdopMauumn (BEKTOPOB aTtak), NPUBOASLMNX K BOSHUKHOBEHWIO
HeraTMBHbIX MOCNeACTBUMA, MCMOMHUTENEeM Bbl4aeTcs MONOXUTENbHOE 3aKMlyeHue Mo pesynbTaTam aHanusa
ysI3BUMOCTEN B MHOOPMaLMOHHON cUCTEME 3akasumka (onepartopa).

MopsaoK OUEHKN M YCTPaHEHWUs! BbISIBNIEHHbIX YA3BMMOCTEN WH(OPMALMOHHOW CUCTEMbI MPUBEOAEH B
pasgene 3.4 HacToswen MeToaunku.

2.9. Bakasumk (onepaTtop) C Y4Y4EeTOM Ha3HAYeHUs, apXUTEKTypbl U OCOBEHHOCTEN 3KCnyaTauum
WH(OPMALIMOHHON CUCTEMbI B [OrOBOPE WM MHOM [JOKYMEHTE, Ha OCHOBaHWUWM KOTOPOro MpoBOAWUTCSH aHanm3
yA3BMMOCTEN, onpefensieT nepuos BPEMEHW, B TEYEHME KOTOPOro AOSMKHbI ObiTb NpoBefeHbl Bce paboThl No
aHanuay ys3BMMOCTEN B COOTBETCTBUM C HacTos e MeToauKow.

Mpu HeOBXOAMMOCTM 3aKa34MKOM (OnepaTopoM) MOryT ObITb YCTAHOBIEHbI NEpepbIBbl B MpOBEAeHUN paboT.
B ostom cnyvae wcnonHuTenem [AOMKHbl OblTe MpekpalleHbl BCce paboTbl NO  aHanu3y YA3BUMOCTEW.
BosobHoBneHne paboT UCnonHUTeNneM ocyLLEeCTBRAETCA C AOCTUIHYTOro pesynbraTa.
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2.10. B xoge aHanuaa ysi3BMMOCTEN NMPUMEHSAIOTCS cnefytowne Buasl aHanmaa:

a) BHewHee ckaHupoBaHue (C1), B Xxo4e KOTOPOro WCMNOMHUTENEM MNPOBOAUTCHA aHanu3 nepumeTpa
WHpopmaumoHHon cuctembl. PaboTbl npoBogaTca ymaneHHO u3 cetu "UHTepHeT". B xope BHeLLHero
CKaHVWPOBaHUSI  BbISBMASIOTCA  YS3BMMOCTM  TENEKOMMYHUKaLWMOHHOIO  0BopyaoBaHusl, CpeactB  3alumThbl
WHpopmaumm, nNporpamMmMHOro obecneyeHusi, CeTeBbIX CEPBUMCOB U CNyXO, NPUNOXEHUR, pa3MeLLeHHbIX Ha
nepumeTpe MHPOPMAaLMOHHOW CUCTEMBI;

©) BHyTpeHHee ckaHmpoBaHue (C2), B xoge KOTOPOro UCMofHUTENemM npoBoaMTCS aHanm3 MHOpPMaLNOHHOM
WH(PpacCTPyKTYpbl MHHPOPMALIMOHHOW CUCTEMBI, HAXOASALLENCA BHYTPKU nepumeTpa (BHYTPEHHEN MHAPACTPYKTYPbI).
3akasuvk (onepaTop) npenocTaBnseT WCNOMHUTEN [AOCTYNn KO BHYTpeHHew wuHdpacTpyktype. B xoge
BHYTPEHHErO0 CKaHWPOBaHUS BbIABMSAIOTCA YA3BUMOCTM MNPOrpamMmMmHbIX, MPOrpaMMHO-annapaTHbIX CpPeacTs
(aBTOMaTU3NpOBaHHbIX pabounx MecT, CepBepoB, TENEeKOMMYHUKaLUWMOHHOro obopyadoBaHMsA, CpeacTB 3awwuThbl
nHdopmaumm, MNporpamMMmmpyemMblX MOMMYECKMX KOHTPOMMEpoB, CpPeacTB asBTOMatu3aumm TEXHOMOrM4eckmx
NpoLEeCcCcoB 1 "yMHbIX" YCTPOMCTB), PACMOSIOXKEHHbIX BO BHYTPEHHEN NHOPMALMOHHON MHPpaCTPYKType 3akasduuka
(onepatopa).

2.11. BHyTpeHHee ckaHnpoBaHue (C2) MoxeT NpoBOAUTLCS:

noKanbHO C MpPeaoCTaBliEHNEM WCMOMHUTEMI0 BO3MOXHOCTM HEMOCPEACTBEHHOTO TMOAKMHYEHUS  €ro
CpeacTBa BbIYMCIIUTENBHOW TEXHUKM K MOPTaM NporpaMMHO-annapaTHOro cpeacTBa MHAPOPMALIMOHHON CUCTEMBI U
(Mnn) MHOPMALMOHHO-TENEKOMMYHUKALLMOHHOM MHAPACTPYKTYpbl, Ha 6a3e KOTOPOK OHa PYHKLUUOHUPYET;

yOaneHHo C npegocTaBneHMeM  MCMNOMNHWUTEN0 Joctyna K WMHAOPMAaUMOHHOW cucteme U (unu)
NHHOOPMALIMOHHO-TENEKOMMYHUKALMOHHON  UH(PpacTpykType, Ha 6ase KOTOpOM OHa YHKUUOHMPYET, C
NCMOMb30BaHMEM 3aLLMLLEHHOTO NMOAKITIOYEHUS.

BHyTpeHHee cKaHupoBaHME MPOBOAMTCHA YAANeHHO C MNPefoCTaBMEHUEM MWCMOMHUTENIO JocTyna K
MH(OPMALIMOHHOM CUCTEME TOMbKO MO COMMacoBaHWMIO C 3aka3yuMkom (onepaTopom). B  pgaHHoOm cniyyae
nucnonHutTens obA3yeTcsa NpUHATL Mepbl MO 3awmTe WHPOpMauMM B UHEAOPMALMOHHOW MHMPaACTPYKTYpE,
3a0eCTBOBaHHOM AN NPOBeAEeHNs aHanu3a ysa3BMMOCTEN, a Takke obecneyntb 3aluuLeHHOEe MOOKIOYEHME K
WHOPMaLIMOHHON cMCTEME 3aKasuumKka (onepartopa).

BHyTpeHHee ckaHupoBaHme (C2) npoBoguTcAa OT Jnvua MPUBUMETMPOBAHHOTO MONb3oBaTensd C
aAMVHUCTPATUBHBLIMW NpaBamMu JOCTyna W npaBamu ceTeBoro goctyna. B atom cnyyae 3akasumk (onepaTtop)
opraHusyeT co3faHWe COOTBETCTBYIOLLEN TECTOBOW MNPMBUIIErNMPOBAHHON Y4YeTHOW 3anucu gns npoBedeHus
aHanusa Yya3BMMOCTEW, KoTopas noanexuT yaaneHnio (6rnokvpoBaHWI0) 3akas3yMkoM Mocrne 3aBepLueHus
npoBeAeHUst UCMbITaHWI.

JdononHutenbHoO BHyTpeHHee ckaHupoBaHne (C2) MOXeT npoBOAUTLCA MNyTeM CcKaHuMpoBaHus 6es
ayTeHTMdUKaLUN NCNONHUTEeNs (Hanpumep, B OTHOLLIEHUW MPUKNaAHOro NporpamMmmMHOro obecneyeHusl, ABAsILLEro
CaMOCTOATENbHOM pa3paboTkoM 3aka3dmka (onepaTopa), a Takke WHOro mnporpaMmmMHoro obecneveHus,
npegHa3Ha4YeHHOro A1 BbIMONTHEHWS 3HAYMMbIX PYHKLMIN MHAOPMALMOHHON CUCTEMBI).

2.12. B xoge aHanusa ya3BMMOCTEN UCMOMHUTENEM MPUMEHSAIOTCS crieayoLlime MeToabl:

a) CpaBHEHVWE HauMMeHOBaHWW, BEpPCUM nporpammMHoro obecneyveHus, a Tawkke WHbIX aTpubyToB ¢ Gason
OaHHbIX YA3BMMOCTEN, pasMeLlleHHbIX B OaHKke AaHHbIX yrpo3 6esonacHoctu uHdpopmaunm ®CTIK Poccun, a
Takke MHbIX 6asax AaHHbIX YyA3BUMOCTEW, (MacCUBHble METOAbl aHanm3a ya3BMMOCTEN) B aBTOMaTU3MPOBaHHOM
pexume;

0) BbIsIBNEHVWE YSA3BMMOCTEM Ha OCHOBE aHanu3a MOoBeAEeHWst MPOrpaMMHOro oGecrnedeHns nyTem
(hOpMUPOBaHNSA creunanbHbIX TECTOBbLIX 3anpoCcoB (aKTUBHbIE METOAbl CKAHUPOBAHMWS) U aHanuaa KoHdUrypauui
N HaCTpPOEK.

2.13. T'paHuMupbl npoBeaeHnst paboT Npu aHanu3e yA3BUMOCTEN OMNPenensioTCsl 3aka3ymMkoM (ornepaTtopom)
COBMECTHO C MCMOSHUTENEM C y4eToM NyHKToB 2.14 1 2.15 HacTosiwen MeTtogukn. MNepen HayanomMm npoBeaeHUs
aHanusa Yysi3BUMOCTEN 3akasyuk (onepatop) obecneuvmBaeT pesepBupoBaHue WHGOPMAaLMK, NPOrpamMMHbIX,
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nporpaMmHo-annapaTHbIX cpeacTB MHPOPMALIMOHHOW CUCTEMbI, BKITKOYEHHbIX B rpaHuLbl NnpoBeaeHns paboT (npu
HeobxoQMmMocTH).

2.14. B rpaHuupbl npoBeaeHns paboT npu BHelHeM ckaHupoBaHum (C1) BkntovaroTcs nybnuyHble ceTesble
agpeca, cnyx0bbl ¥ cepBUCbI  MHAOPMALUOHHOW CUCTEMbI U MHEOPMAaLMOHHO-TENEKOMMYHUKALMOHHOM
WH(PpPacCTPyKTypbl, Ha Ga3e KOTOPOW OHa (PYHKLMOHUPYET, AOCTYNHbIe U3 cetTn "UIHTepHeT", a Takke X JOMEHHbIe
nmeHa. NepeyeHb ceTeBbIX agpecoB, NOPTOB, CNYXO M CepBMCOB, JOMEHHbIX MMEH NPEAOCTaBMSETCA 3aKa3vyMKoM
(onepaTopom) MnM No COrflacoBaHMIO C HUM BbISIBMSIETCSA UCMOMHUTENEM NPU MHBEHTapM3aLmm HpOopMaLUMoHHON
CUCTEMbI U MHAPOPMALIMOHHO-TENEKOMMYHMKALMOHHOM MHDPaCTPYKTYpLl, Ha 6a3e KOTOpon oHa (OYHKLUMOHUPYET, B
Xo[e NOAroTOBKM K aHanu3y ysa3BUMOCTEN.

2.15. B rpaHuubl npoBeaeHnss paboT npu BHYTpeHHEM ckaHupoBaHum (C2) BKMKOYAKOTCS NporpamMmHble U
nporpaMmHo-annapaTHble CpeacTsa, B TOM YMCMEe CUCTEMHOE W MpuknagHoe nporpaMmmHoe obecneveHue,
ceTeBble Cnyxbbl M UHTEpPdENCbl B3aMMOAENCTBMS, CEPBUCHI, MPUIOXEHMs, 00pasbl KOHTEMHEpPOB, a TaKke
nporpaMMmpyeMble fIOrMyeckne KOHTPOnepsbl, CpeAcTBa aBToMaTu3aumm TeXHONOrMYeCKMX NpoLeccoB u "ymHble"
ycTponcTtBa. [lepeyeHb MporpaMMHbIX W MNpOrpamMmmHO-annapaTHbIX CPeACTB MpedoCTaBrnseTcsl 3aKas3ynkoMm
(onepaTopom) nny No CornacoBaHuMiO C HAM BbISIBASETCHA UCNOSHUTENEM NPWU MHBEHTapM3aunm MHGPOPMaLMOHHON
CcUCTEMBI Y MHOPMALMOHHO-TENEKOMMYHUKALMOHHOM MHPPaCTPYKTYpbl, Ha 6a3e KOTOPON OHa PYHKLUOHMPYET, B
XO[e NoAroTOBKW K aHanuay ysa3BUMOCTEW. BHyTpeHHeMy CKaHMpOBaHMWIO MOAfeXaT BCE CepBEpHble CErMeHTbI
(cepBepbl), BxogdWmMe B COCTaB MH(OPMALMOHHOW CUCTEMbI, CETEBOe 00OpyAoBaHWE M CpeAcTBa 3aluThbl
nMHpOpMaLMmM, a TakKke aBTOMaTM3UpPOBaHHble pabouyme MecTa MPUBMIIENMPOBAHHBIX W HEMPUBUIErMPOBAHHBLIX
nonb3oBaTtenen.

B cny4dyae Hann4na B MHq}OpMaLlMOHHOVI CUCTEME TUMOBbIX MO COCTaBy U CTPYKTypEe aBTOMaTU3NPOBAHHbLIX
pa6oq|/|x MeCT HenpuBunernpoBaHHbIX nonb3oBatenen u npn ycrnosun, 4TO KOHd)I/IpraLI,VIFI TaKnx
aBTOMaTU3NPOBAHHbBbIX pa60t-||/|x MECT He W3MeHsanacb OTHOCUTENbHO TUMOBOW B npouecce J3Kcniyatauumn
I/IHCpOpMaU,VIOHHOIZ CUCTEMbI, AoNyCKaeTcd NpoBOANTb aHaJ1IN3 yﬂ3BVIMOCTel7I B OTHoweHun 30 NnpoueHTOB MeCT.

2.16. CocTaB u cogepxaHue paboT No aHanusy ysa3BUMOCTEWN, NPOBOAUMbBIX B COOTBETCTBMM C HaCTOsLEN
MeToavkon B pamkax atrectaumm MHPOPMaLMOHHOW CUCTEMBI, B XO4€e OLEeHKN COOTBETCTBUSA MHAOPMaALMOHHOM
CUCTEMbI UMW KOHTPONS 3alULLEHHOCTU MWHGOPMaLMU OT HeCaHKUMOHMPOBAHHOIO [OCTyra BKMOYaeTcs B
nporpaMMmy M MeTOOUKM aTTeCTauMOHHbIX WCMbITAHUA, MpuKas, pPacnopsbkeHne pyKOBOAUTENSA 3akasyuka
(onepatopa) nnn ynonHOMOYEHHOrO UM fnvua Ha nposedeHne paboT (B cnyvae npoBeaeHus paboT CTPYKTYPHbIM
noapasgeneHvem, crneumanvctaMmu no 3awmre uMHgopmauun) UM B UHOW AOKYMEHT, Ha OCHOBAHWM KOTOPOro
NCMNOSTHUTENEM NPOBOAATCH UCNbITAHUS.

2.17. B nHdopmaunoHHONW MHAPACTPYKType UCMOMHUTENS, C UCMOMb30BaHMEM KOTOPOW NPOBOAUTCS aHanus
YA3BUMOCTEN, a Takke B OTHOLUEHUN KaHanoB B3aMMOOENCTBUS yKasdaHHOM MHAPaCTPYKTYpbl C MHOpMaLMOHHOM
CMCTEMOWN [AOMKHblI OblTb MNPUHATBI Mepbl MO 3awuTe MHdOpMauuKn, MpensaTCTByOWMe peanusaumm yrpos
6e3onacHoOCTV MHOpMaLUn MHPOPMALIMOHHON CUCTEMbI CO CTOPOHbI MHPPACTPYKTYPbI UCMOMHUTENS NN Yepes
NHPPaCTPYKTYPY UCNONHUTENS.

2.18. 3akasuuk (onepatop) BO BpeMs NpoOBeAeHUa aHanmsa ys3BUMOCTEN MO 3anpocy UCMOMHUTENS MOXET
M3MEHATb OTAENbHble HACTPOMKM B MPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX CpPeacTBax WHGOPMaLMOHHOM
CUCTEMbBI, B TOM YMCIe B CPeACTBAX 3alUUTbl MHOPMAaLUK, eCriv 3TO HEOOXOAUMO MCMONMHUTENO ANS NPOBeaeHUs
aHanmsa ysa3sBuMOCTEN.

3aka3umk (orlepaTop) ocyuwiecTendeT 060p OaHHbIX O CODObITUSAX, CBSAA3aHHbIX C BHECEHMEM W3MEHEHWI B
oTAelibHble HaCTp0l7|Kl4 NnporpamMMHbIX, NporpaMMHoO-annapaTtHbIX CcpencTB VIH(bOpMaLI,I/IOHHOVI CUCTEMbI, B TOM
4yucne cpeacTB 3aLUUThI I/IH(*)OpMaLI,VII/I.

2.19. Mo pesynbTatam NpoBeAeHUA aHanm3a yA3BUMOCTEN WCMONHUTENb MPeAoCTaBnseT 3akasuyuky
(onepaTopy) pa3paboTaHHLIN B COOTBETCTBMM C pa3fenom 4 Hactosilwen MeTogukm otdeT (MPOTOKON), B KOTOPOM
NoATBEPXKAAETCA WM HEe MOATBEPXOAETCA Hanuumne ysa3BMMOCTEN MHEAOPMALMOHHOW CUCTEMbI MU BO3MOXHOCTb
NCNONb30BaHNS NOTEHUMAIbHBIM HAPYLLUUTENEM BhISIBIIEHHbLIX YA3BMMOCTEN A8 peanu3auumn yrpo3 6e3onacHocTm
WMHpopmaLnm (BEKTOPOB aTak).

2.20. Tllpn npoBegeHun aHanusa  yAa3BUMOCTEM  MH(OPMALMOHHOW  CUCTEMbI  MPUMEHSIOTCA
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cepTudnLmnpoBaHHble no TpeboBaHusM 6GesonacHocTn uMHpopmaumm PCTOK Poccum cpenctea BbISiBNEHUS
YA3BMMOCTEMN.

Mpn npoBegeHUM aHanu3a yA3BMMOCTEW LOMNOSMHUTENBHO MOMYT MPUMEHATLCA MHbIE MHCTPYMEHTarnbHble
cpeactBa, YHKUMOHanNbHble BO3MOXHOCTU KOTOPbIX OOecneuymBaloT peanu3auuio MoNOXEeHWN HacTosLen
MeToavku, uMMmelolMe TEeXHUYECKYHD NOAAEPXKKY WM BO3MOXHOCTb ajanTtauuu (gopaboTku) nog 0OCoBeHHOCTM
npoBoaMMbIX paboT, nNnbo cBOOOAHO pacnpoCcTpaHsieMble B MCXOAHbIX Kogax, NMbO cpencTtBa COOGCTBEHHOM
pa3paboTku, He NMeLLME KaKMX-TMOO orpaHMYeHnii No UX NPUMEHEHWIO, aganTaumm (aopaboTke) Ha TeppuTopumn
Poccuinckon degepaumu.

HonyckaeTcsi UICNOnb30BaTh CPEACTBA BbISIBIEHUS YSI3BMMOCTEN, NpuHagnexalime UCNonHUTento, n (1nm)
MO COrnacoBaHUIO C UCMONTHUTENEM CpeacTBa BbISIBIEHUS YsI3BMMOCTEN 3akasynka (onepartopa).

PaamellueHne B TeCTMpyeMOVI MHQ)OpMaLlMOHHOVI CUCTEME WM NOAKMOYEHNE K HEWN cpencTB BbiABIIEHUA
yFI3BVIMOCTel7I N MHCTPpYMEHTallbHbIX CPeACTB UCMOJTHUTENA COornacoBbiBaeTCA 3aKa34ynKoOM (OﬂepaTOpOM).

MHudopmauus o6 mncnonb3yemblx B CUCTEME CPeAcTBax BbISABMEHUS YA3BMMOCTEN, WHCTPYMEHTarbHbIX
cpencTBax BKMOYAeTCs B OTYET (MPOTOKOM), cogepXawun pesynbTaTbl aHanusa ya3BuMocTen. McnonHutens
npMBOAMWT B OT4eTe (MpoToKone) 0boCHOBaHNE HEOBXOAMMOCTU NPUMEHEHNST NHBIX MHCTPYMEHTarbHbIX CPEACTB U
cBefeHuns o paboTax No aHanusy ya3BUMOCTEN, ANA KOTOPbIX UCMOMb3YIOTCH MHbIE UHCTPYMEHTarbHbIE CpeacTsa.

I'Iepe,u, npoeegeHnemMm aHanunsa YH3BMMOCTeIZ NUCNOJNMHUTENb MNpoBepAeT aKTyalibHOCTb 6a3 [gaHHbIX
yFI3BVIMOCTel7I, coaepxalumxca B cpeacrteax BbiABIIEHUA yFI3BVIMOCTel7I.

2.21. MNpn mMcnonb3oBaHNN CPEeACTB BbISIBNEHUS YA3BMMOCTEW, MHCTPYMEHTanbHbIX CpedcTB Ans aHanu3a
yA3BMMOCTEN McCnonHuTenb o0653aH NpuWHATE BCE BO3MOXHbIE Mepbl N0  HEAOMYLIEHWIO  HapyLleHus
PyHKUMOHMPOBAHNSA MHEOPMALIMOHHON CUCTEMbI K MHEOPMAaLMOHHO-TENEKOMMYHUKALIMOHHOW UH(PaCTPYKTYpPbI,
Ha 6ase KOTOpoW oHa PyHKLMOHMPYET.

2.22. lNocne 3aBepLUeHUs aHanu3a ya3BMMOCTEN 3akas3uuk (onepartop) OoSpkeH obecneynTb yaaneHue m3
WMH(POPMALIMOHHON CUCTEMBI Y UHPOPMALIMOHHO-TENEKOMMYHMKALMOHHOM UHPACTPYKTYpbl, Ha 6a3e KOTOpon OHa
YHKUMOHMNPYET, UCMOMb3yeMbIX CPEACTB BbISIBMIEHUS YA3BUMOCTEW, MHCTPYMEHTarnbHbIX CPeacTB (B cnyvae ux
YCTaHOBKW WCMOMHUTENEM nNpu NpoOBedeHVMM aHanu3a ya3BMMocTen), a Tawke obecneuntb MW3MeHeHune
KOHdpurypaumm nporpammHoOro obecneyeHns Ao wucxogHon (6asoBon) KoHdurypaumm (B cryvyae BHeCEHWS
N3MEHEHWI).

2.23. UcnonHutenb 065a3aH obecnevnTtb KOHMUAEHLMANbHOCTb UHOPMAaLIMK, NOYYEHHON B Xo4e aHanm3a
YS1I3BUMOCTEMN, B COOTBETCTBUM C JOrOBOPOM UMY MHLIM JOKYMEHTOM, HA OCHOBaHWW KOTOPOro NpOBOAMICA aHanu3
YsI3BUMOCTEMN, U C Y4ETOM HOPMATUBHbIX NPaBOBbLIX akTOB Poccuiickon ®epepauuu.

WcnonHutenb He pormkeH 6e3 paspelleHus 3akasdvka (onepartopa) OTYyXKA4aTb Ha BHELHWE MAalUVHHbIE
HocuTenu WHdopmauny wnyM nepefasaTb, pacnpocTpaHaTe Mo cetu "UHTepHeT" nwobyto uHdopmaumio,
OTHOCSILLYIOCS K MPOBOAUMOMY aHanu3y u MHOpMaunoHHbIM cucTemam. MIcnonHuTens He JOIMKEH NCMOMNb30BaThb
NMHGOPMAaLIMIO, MOMYYEHHYI0 B XOA4E MPOBEAEHMS aHanu3a yA3BUMOCTEMW, HU ONSA KaKMX Lienen, KpoMe Kak ans
peanu3auuy OoroBopa UM MHOro JOKyMeHTa, Ha OCHOBaHMM KOTOPOro NPOBOAWIICSA aHann3 ysa3BMMOCTEN.

2.24. [lencTBUA WCNONHUTENS MO aHanu3y YyA3BMMOCTEW B WMHAOPMALMOHHOW CUCTEME He [OOIMKHbI
co3gaBaTb yrpo3bl 6e30nacHOCTM nHopMaLnm AN MHbIX MHPOPMALMOHHbBIX CUCTEM.

2.25. Ycnosusi U orpaHMyeHus npu nNpoBefeHMU aHanusa ya3BUMMOCTEW, NpefyCMOTPEeHHble HaCTosLLen
MeToavkon, noanexaTt BKMAYEHWIO B [OrOBOP WNU WMHOW [OOKYMEHT, Ha OCHOBaHWM KOTOPOro MnpoBOAATCS
UCnbITaHUS.

3. Mopsipok NnpoBeAeHNA aHanu3a yasBUMOCTEN

AHanus ys13BumMocTen MHPOPMaLMOHHOM CUCTEMBI NpeaycMaTpuBaeT crneayoLne atanbl NPoBeAeHNs:

a) cbop ucxoaHom nHdopmauuu;

www.consultant.ru CtpaHuua 7 u3 25
HageXXHas NpaBoBas noaaepXkKa


https://www.consultant.ru/
https://www.consultant.ru/

"MeToamyeckumii AOKyMeHT "MeToanka aHanu3a 3allMLEeHHOCTH
MHBOPMALMOHHIX CCTEM" [okymeHT npepoctasneH KoHcynbTaHTI0C

(yTB. OCT3K Poccvm 25.11.2025) [ata coxpaHeHnus: 24.12.2025

©0) BHELWHWI aHan13 ysa3BUMOCTEN;
B) BHYTPEHHMI aHanu3 ysa3BUMOCTEMN;
I) OLUEHKa BbISIBIIEHHbIX YS3BUMOCTEWN.
3.1. C6op ucxogHom nHcopmauumn

3.1.1. Ha stane cbopa ncxogHoOW MHGOPMaLMK UCMOMHUTENEM OOIMKHA ObiTb nonydeHa mHdopmMauus o
COCTaBe, HaUMEHOBaAHMAX U BEPCUsiX MpPOrpaMMHbIX, MpOrpaMMHO-annapaTtHbIX CPeAcTB, BXOAALLIMX B COCTaB
WH(POPMALIMOHHON CUCTEMBI, @ TaKKe O CETEBOW WH(PACTPYKType U CermMeHtax WHMOOPMAaLUMOHHON CUCTEMBI,
nonb3oBartensx MHPOPMALUOHHOM CUCTEMbI U MHOM WMHGOPMaLMKM, HeobxoaumMon ANnd nNpoBeAeHUs aHanmsa
yA3BMMOCTEN.

3.1.2. B xoge cbopa ncxogHom nHgopmMaLlmm UCNosTHUTENEM NPOBOANTCS:

a) WHBEHTapm3auusa ceTeBblX agpecoB, MOPTOB, CNYX0 M CepBUCOB, CETEBbIX MPOTOKOMOB, BHELUHMX
nHTEepencoB B3aMMOAENCTBUS, HAXOAALIMXCA Ha nepuMeTpe MHAPOPMAaLMOHHON CUCTEMbI U MH(OPMAaLMOHHO-
TENEeKOMMYHUKALUMOHHON MHAPaCTPYKTypbl, Ha Ba3e KOTOPOW OHa (PYHKLMOHWUPYET, a TakkKe PacrofioXeHHbIX BO
BHYTPEHHEN NHAPACTPYKTYpPE;

0) uHBEHTapm3auusa MporpaMMHbIX, MPOrpamMMHO-annapaTHbIX CPeAcTB, Haxo4AWMXCA Ha nepumeTpe, a
TaKkkKe BO BHYTPEHHEN MHpaCTPYKType MHDOPMALIMOHHON CUCTEMBI.

3.1.3. Ona nposegeHusa cbopa nHopMaLmmn 3aka34vmk (onepaTop) NpeacTasnsdeT UCNONHUTENIO nepeyHn |P-
agpecoB U (MnM) AOMEHHbIX MMEH NporpaMMHO-annapaTHbIX CPeAcTB, CEPBUCOB M MPUIOXKEHWIN, HAXOOALWMUXCA Ha
nepvmeTpe NHAPOPMAaLIMOHHOW CUCTEMBI.

B cnyyae oTcytcTBuMs y 3aka3duuka (onepatopa) ykasaHHOW WHOpMauuuM UCMOMHUTENb CaMOCTOSATENbHO
nNpoBOAMT CBOP WHOpPMaLMM MyTeM CKaHMPOBaHWS NYONUYHBIX CEeTEeBbIX agpecoB W MOPTOB C  LeENblo
obHapyXeHus OOCTyMHbIX M3 ceTn "NHTepHeT" ceTeBbIX Cnyx0, CEepBMCOB, AOMEHHbIX WMEH, WHTepdencos
NpOrpaMmHbIX, NPorpaMMHoO-annapaTHbIX CPeAcCTB, HaxOAsLIMXCA Ha nepumeTpe MHAOPMAaLMOHHON CUCTEMBI.
MonyyeHHbI nyTem cbopa WCMONMHWTENEeM nepedyeHb CeTeBblX aApecoB, MOPTOB, CETEBbIX CMyXO, CepBuUCOB,
OOMEHHbIX UMEH, MHTEPdENCOB COrnacyeTcs ¢ 3aka3ymMkom (onepaTopom) 40 Havana nposeaeHust pabor.

B cnyyae BbisSiBNeHMs No pe3ynbTaTam MHBEHTaApM3aUUM He WCMONb3yeMbIX (HEe WMAEHTUULNPOBAHHBIX)
CETEBbIX aApecoB, CNyx0 W CepBUCOB, AOMEHHbIX MMEH, WCMONMHUTENb YyBeAoMnsieT 00 3TOM 3aka3uuvka
(onepaTopa) MHDOPMaLNOHHOM CUCTEMBI.

3.1.4. NHBeHTapu3auusa nporpammHbIX, NPOrpaMMHO-annapaTtHbIX CPeacTB, Haxo4daWMXCA Ha nepumeTpe
WMH(POPMALIMOHHON CUCTEMBbI, NMPOBOAMTCS C LENbo OnpeaeneHns HammeHOBaHUM NporpamMmmMHoOro obecnedeHus 1
BEPCUIN CeTEeBbIX CMyX0 M CepBUCOB, MPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX CPeAcTB, OOCTYMHbIX U3 ceTu
"UHTepHeT", nyTem:

noucka B cetn "IHTepHeT" uHopmaumm o6 IP-agpecax n JOMEHHbIX MMEHaX, NMpUHagnexalmux 3aKkasymky
(obpawyeHune k cepucam tuna WHOIS);

CKaHMpoBaHuA |P-aﬂ,peCOB N AOMEHHbIX MMEeH C UCNoJib30BaHNEM CpeaCTB BbiABIIEHUA yﬂ3BMMOCTel71, MHbIX
MHCTPYMEHTallbHbIX CpenCTB B aBTOMAaTU3NPOBAHHOM pPEeXnMe,

WHTEPBLIOMPOBAHMS CMELMANNCTOB 3aka3uuka (onepaTtopa), U3Y4YeHWst MPOEKTHOW U 3KChnyaTauuoHHON
OOKYMEHTaLMN Ha MHPOPMALMOHHYIO CUCTEMY.

3.1.5. 'HBeHTapm3aums NnporpamMmmHbIX, MPOrpaMMHO-annapaTHbIX CPEACTB, BXOASALWMNX B COCTAB BHYTPEHHEN
NHMPACTPYKTYPbl MHCPOPMALMOHHOW CUCTEMBI, MPOBOAMTCSA UCMNOMHUTENEM C LENbio onpeaenenus IP-agpecos,
OoMeHHbIX uMeH, MAC-afpecoB yCTpOMCTB, BXOAALUX B COCTaB MH(OPMAaLMOHHON CUCTEMbI, HAUMEHOBAHUIA U
BEpPCU YCTAHOBMEHHOIO Ha HUX NPOrpaMMHOro obecneyeHust nyTem:
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CKaHWPOBaHWs BHYTPEHHEN MHDPaCTPYKTYpbl C UCMONb30BAHUEM CPEACTB BbISIBIIEHUS] YA3BMMOCTEN, UHbIX
WHCTPYMEHTarbHbIX CPEACTB B aBTOMAaTU3MPOBaHHOM PEXUME;

aHanm3a KoHuUrypaLmMoHHON UHopmaLmm, cogepallenca B KOHTponnepax JOMEHOB, cuctemax cbopa u
MOHUTOpUHra cobblTUN 6€30MacHOCTU U UHbIX CUCTEMAX MOHUTOPUHIra MHAHOPMALMOHHOW CUCTEMBI;

WMHTEPBbLIOVPOBAHNA CMELManuncToB 3akasvuka (onepaTopa), U3y4yeHUs MPOEKTHOW U 3KCriyaTauyoHHON
AOKYMEeHTauun Ha MHPOPMaLIMOHHYIO CUCTEMY.

3.1.6. Mo pesynbtatam cbopa ucxogHOM UHGOpPMaUUM HOPMUPYIOTCA Ccriefyolime UCXOOHble OaHHbIE,
HeobxoouMble ANs MPOBEAEHWs BHELUHero W BHYTPEHHEro CKaHUMPOBaHUS B COOTBETCTBMM C HaCcTosLLen
MeTtoaunkon:

a) cocTaB WM BEpPCUMM CUCTEMHOIO W TMPUKMaZHOro MNporpaMMHOro obecrneyeHusl, CPeacTB  3alluUThbl
MHbopMaLmMK, a TakKe CETEBbIX CIYXK6 U NPUNOXEHWN;

0) Hanuune akTyanbHbIX OBHOBMEHWA CUCTEMHOMO W MPUKIAAHOro NPOorpaMMHOro obecnevyeHus, cpeacTs
3aLWuUThl MHOPMaLUK, a TaKKe CETEBbIX CMYX0 1 NPUNOXeHUN;

B) apXuUTEKTYpY (KapTy) ceTu nepeaayn AaHHbIX MHPOPMAaLMOHHON CUCTEMbI U €€ CEerMeHTOB (Npu HanMuun),
BKItoyasi nepeyeHb IP-agpecos, JOMEHHbIX UMEH;

r) cNOCcoBbI 1 TEXHONMOMMN naeHTUumKaumm 1 ayTeHTudunkauumn nonb3osBatenen NHPOPMaLMOHHOW CUCTEMBI,
BKIIOYAsA TUMbl Nofb3oBaTeneu, y4eTHble JaHHble Nonb3oBaTenen;

[) CBeEHNs1 O TUMOBbIX KOH(UIypaLUsaiX CUCTEMHOIO U NPUKIIagHOro NpPorpaMmMHOro obecrnedeHnsi, CpeacTs
3aWnTbl MHbopMaLIMK, a TakKe CETEBbLIX CNYXXG 1 NPUIOXEHWUI (NPU MX HANUYuUK).

3.1.7. MNepeyeHb paboT, npoBoANMbIX Ha dTane cbopa UCXxoaHOM uHdopmaumm, NnpuesedeH B Tabnuue 1.

Tabnuua 1
YcnosHoe HanmeHoBaHue pabot Bug aHanu3sa
0003Ha4eHu
€ 1 Homep C1 C2
paboTbl
C6op ucxogHow nHgopmauum
WHI MHBeHTapum3auunsa nepumeTpa nHopmaLMOHHOM CUCTEMBI
NHI.1 OnpepeneHne BHeWHKX |IP-agpecoB, HaXOAsLWUXCS Ha NepuMeTpe + -
WHOPMaLIMOHHON CUCTEMBI
NHM.2 OnpeaeneHne AOMEHHbIX UMEH MHGOPMALMOHHOW CUCTEMBI + -
MHIM.3 OnpepeneHune Beb-pecypcoB MHOPMALMOHHOW CUCTEMBI + -
VHM.4 Momnck BHEWHUX WHTEPENCOB B3auUMOOENCTBUS, OTKPbITbIX + -
NnopToB CNyx0, HaxoJsAWMxcsi Ha nepuMmeTpe WHGOPMaLMOHHOM
cuctemol  (SMTP, IMAP, OWA, DNS-cepBepbl, FTP/SFTP,
RDP/SSH un gpyrux cnyxo)
VHIM.5 C6op mHdopmaumm o ceTeBbIX crnyxkbax u cepBucax (cepBucax + -
yaaneHHoro goctyna, DNS v nHbix cepsucax)
NHTI.6 Cbop uvHGOpMaLUUM O BEpPCUAX CUCTEMHOrO U MNPUKNAZHOro + -
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nporpaMmmHoOro obecnedeHuss, a Takke nporpaMmHo-annapaTHbIX
CpPEeACTB, CPEeACTB 3awmTbl WMHGOPMauUWMW, AOCTYMHbIX U3 CETU
"MHTepHeT"

UHM.7 OnpepgeneHne KoHdurypaumii, HaxogsWMXcs Ha nepumeTpe + -
ceTeBbIX CNyX0 W” CepBUCOB, CUCTEMHOrO WU MNPUKIALHOIO
nporpaMmHoro obecneyeHus, a Takke nporpaMMHO-annapaTHbIX
CpPeACTB M CPeACTB 3aLuTbl MHopMaLuum

VHMM.8 C6op vHGpopmauumn o cnocobax u TEXHOMNOMMSX MAEHTUdUKALUN 1 + -
ayTeHTUMKauumn nonb3osatenen MHPOPMaLNOHHOW CUCTEMBI

NHMM.9 C6op nHopmaumm o0 NporpammHOM obecneyeHumn, peanusyoLem + -
MOZenM MalMHHOTO 0by4YeHMs (TEXHOMOrMU  WNCKYCCTBEHHOrO
WHTENNeKTa)

WHIM.10 BoissiBneHne  Hewcnonb3yembiX — (He  MAEHTUOULUPOBAHHbIX) + -
CeTeBbIX agpecoB, MOPTOB, CETEBLIX CIYyX0, CEPBMCOB, AOMEHHbIX
UMeH, nHTEepencos, HaxogsLmxcs Ha nepumeTpe
MHOPMALMOHHOW CUCTEMbI

NHIM.11 BbissBrieHve HeCaHKLMOHNPOBAHHbIX ToYyek noaxkto4YeHns + -
YCTPOWCTB, CETEBbIX CEPBUCOB N CryX0, NPUNOXEHUA, OTKPbITbIX
NMopTOB MpOrpaMMHoO-annapaTtHbIX CPeACTB U CPencTB 3aluuThbl
WUHOPMaUMK, HaxoOAWUXCA Ha nepumeTpe UHEOOPMAaLMOHHOM

cUcTEMBbI
nBun MHBeHTapusaLumsa BHyTPEHHEN UHPPaCTPYKTYpbI
MBN.1 C6op nHdopmaLmm 06 apxmMTeKType BHYTPEHHEN CeTu nepeaayu - +

AaHHbIX WHMOPMAaLMOHHON CUCTEMBI, BKMYasa nepeyeHs |P-
agpecoB, JOMeHHbIX MMeH (DNS-umeH), nopToB ceTeBbIX Cryx0

nBu.2 C6op mHdopMaummn o ceTeBbix cryxbax u cepBucax BHYTPEHHEN - +
WHPPaCTPyKTypbl
MBW.3 MHBeHTapm3auma cepBepoB W CUCTEM XpPaHEHUs  OaHHbIX - +

(du3nyeckme M BUpTyanbHble cepBepa, CUCTEMbl YnpaBfieHus
GaszamMu [OaHHbIX, baiinoBble XpaHunuiia, No4YToBble CcepBepa,
CcUCTeMbl BUpTyanusauuu), a Takke HauMEHOBaHW W BepCUi
nporpammMHoOro ob6ecnevyeHUss CepBepoB U CUCTEM XpaHeHUs
JaHHbIX

MBN.4 MHBeHTapusauus aBTOMaTU3NPOBAHHbLIX pabounx MecT - +
nonb3oBatenen (onpegeneHue TMNoB  pabounmx  YCTPOMCTB
(komMNbIOTEpPDI, HOYTOYKN, MOBUIBbHBIE YCTPONCTBA), HAMMEHOBAHUI
W BEPCUN OMepaumoHHbIX CUCTEM U  MHOMO NPOrpammMHOro
obecneyeHuns, yCTaHOBMNEHHOMO Ha yKa3aHHbIX YCTPOWCTBAX)

MBWN.5 MHBeHTapu3aums npuknagHoro nporpammHoro  obecneyeHus - +
(HaMmeHoOBaHW 1 Bepcuii BebG-cepBepoB, ByXranTepcknx CUCTEM,
cuctem 3MEKTPOHHOIo OOKYMEHTO000pOoTa, MOOMIbHBIX

npm'|0>|<eH|/||7| M MHOIo npuknagHoro nporpaMmmMHoro o6ecnequMﬂ)

MBW.6 C6op wuHcopmaumym O nonb3oBaTeNsAx, FPyNMnoBbIX MOMAUTUKAX, - +
cnocobax ayTeHTudmKauum nonb3osatenen (yyeTHble 3anucu

www.consultant.ru Crpanuua 10 us 25
HageXXHas NpaBoBas noaaepXkKa


https://www.consultant.ru/
https://www.consultant.ru/

"MeToamyeckumii AOKyMeHT "MeToanka aHanu3a 3allMLEeHHOCTH
MHMOPMALMOHHBIX cuctem"
(ytB. ®CT3K Poccum 25.11.2025)

[okymeHT npepoctasneH KoHcynbTaHTI0C
[aTa coxpaHeHusi: 24.12.2025

nonb3oBaTenewn, rpynnbl Nonb3oBaTenen, NaporbHble MOMIUTUKA U
MHOrogpakTopHasl ayTeHTMdunKaums)

nBN.7 OnpepgeneHne KoHUrypaumi, HaxogsWMXCA BO BHYTPEHHEN - +
WH(pacTpykType ceTeBblX Cnyxkb M CepBMCOB, CUCTEMHOIO WU
NPUKNagHOro NporpamMHOro obecneyeHns, a Takke NporpaMmmMmHoO-
annapaTtHbIX CPeACTB U CPEeACTB 3alnThl MHpOpMaLLUm

MBW.8 BbisiBrieHne  Heucnosnb3yembix  (He  MOEHTUULMPOBAHHbBIX) - +
CeTeBbIX agpecoB, MOPTOB, CETEBLIX CIYX0, CEPBMCOB, AOMEHHbIX
WMEH, NHTepdencos

MBI.9 BbisiBneHune HeCaHKLMOHNPOBAHHbIX ToYekK NoAKMIoYeHNs - +
YCTPOWCTB, CETEBbIX CEPBNCOB U CNYXXO, NPUIOXEHWIA

3HakoM "+" OTMeuyeHbl HeobOxoaumble paboTbl Ans KaXOoro u3 BMAOB aHanu3a. 3Hakom
paboTkl, KOTOPbIE HEMPUMEHWMbI ANsl AaHHOIO BUAa TECTUPOBAHUS.

OTMeYeHbl

3.2. BHelHWX aHanus3 yasBMMocTen

3.2.1. PaboTbl N0 BHELIHEMY aHanu3y ys3BMMOCTEN OOIMKHbI NpeaycMmaTpuBaTb BbiSIBIIEHWE YS3BUMOCTEWN
CeTeBbIX CNyX0 U CEPBMCOB, CUCTEMHOIO M MPUKNAZHOINO MpOorpamMmmHOro obecneyeHusi, OOCTYMHbIX U3 CeTu
"MIHTepHeT", B TOM 4nCne ySa3BUMOCTEN, CBA3AHHbIX C HEQOCTATKaMm UX KOHUrypauuin.

3.2.2. B uensx nposegeH1s BHELLHEro aHann3a ysa3BMMOCTen OCyLLeCTBNSETCS:

a) BbISIBIEHWE W3BECTHbIX YSA3BMMOCTEN MpPOrpaMMHOro obecneveHnsi ceTeBbIX CNyx0, CepBUCOB,
nporpaMMHbIX, MporpaMmMHo-annapaTHbIX CpeacTB, MHTEPdENChbl KOTOPbIX OCTYMHbI U3 ceTn "VIHTepHeT";

0) BblIABNEHWE yA3BMMOCTEN KOH(UIypaumMm CeTeBbiIX MNPOTOKOMOB, CUCTEMHOrO M NPUKNaZHOro
nporpaMmmHoro obecneveHus, MHTeEPdENCbl KOTOPbIX AOCTYMHbI U3 ceTn "NHTepHeT";

B) BbIIBNIEHNE YS3BMMOCTEN ayTeHTUdMKaLuMn, WCMONb3OBaHUSA Maporien, 3agaHHbiX MO YMOMYaHuio, U
YCTOWNYMBOCTU Naponewu;

r) BbISIBIEHWE YA3BMMOCTEN Koda W KOHdurypaumm npuknagHoro nporpammHoro obecnevyeHus (Beb-
NPUNOXEHUA, MOOUNBbHBIX MNPUMOXEHWUNA, MPOrpaMmMHOro obecneyeHusi, peanusylolero Moaenun MallUHHOro
06y4eHuns 1 Apyroro NPUKNagHoOro NporpamMHoro obecneyeHmns), OOCTYNHbIX U3 ceTh "MHTepHeT".

3.2.3. BHelWwHu aHann3 ysa3BMMOCTEN MPOBOAUTCH UCMONHUTENEM:

nyTemM CKaHNPOBaHUSA MHTePdENCoB ceTeBON MHAPACTPYKTYPbl MHPOPMALMOHHOW CUCTEMBI, NMPUINOXEHNI C
NCNONb30BaHNEM CPEACTB BbISBIEHUS YA3BUMOCTEN, UHbIX MHCTPYMEHTarbHbIX CPEACTB, NpefHa3HavYeHHbIX Ans
nomcka ys3BMMOCTEN NPOrpamMMHOro Kofa u KOHUrypauum ¢ Ucrnosib3oBaHUEM NMaCCUBHBLIX U aKTUBHLIX METOA0B
aHanusa yas3BuMOCTEN B aBTOMAaTU3NPOBAHHOM PEXUME;

nytem noucka mHdopmauum o6 ysa3BMMOCTAX MPOrpaMMHbIX, MpOrpamMmMHO-annapaTHbIX CpeacTs, cpeacTs
3aWmTbl UMHOpMaUMK, HaxOAsLMXCA Ha nepuMeTpe MH(OPMaUMOHHOW CUCTEeMbl, B OaHke [AaHHbIX Yrpo3
6e3onacHocTn uHpopmauum PCTOK Poccum (bdu.fstec.ru), a Takke B WHbIX Gaszax AaHHbIX YS3BUMOCTEN B
aBTOMaTU3NPOBaAHHOM pexunme;

nyTemMm npuMeHeHna NacCuBHbIX N akTUBHbIX METOA0B aHaln3a yﬂ3BI/IMOCTeI7I B Py4HOM peXxunme.

3.24. Tllo pesynbTaTtam npoOBEAEHUS BHELUHEro aHanus3a WucnonHutenem dQopmupyeTcs nepeyeHb
YyA3BUMOCTEN nepumeTpa MHGPOPMaLNOHHON CUCTEMBI, BKIOYAOLLMUNA:

a) YA3BUMOCTU MNMpOorpamMmMmHOro obecneyeHuns TeNeKOMMYHUKaLUMOHHOIo O60py,EI,OBaHI/IF| N MexceTeBbiX

www.consultant.ru CrpaHuua 11 u3 25
HageXXHas NpaBoBas noaaepXkKa


https://www.consultant.ru/
https://www.consultant.ru/

"MeToamyeckumii AOKyMeHT "MeToanka aHanu3a 3allMLEeHHOCTH
MHBOPMALMOHHIX CCTEM" [okymeHT npepoctasneH KoHcynbTaHTI0C

(yTB. OCT3K Poccvm 25.11.2025) [ata coxpaHeHnus: 24.12.2025

9KPaHOB, HaXOLALLMXCS Ha NepnumeTpe NHPOPMALIMOHHON CUCTEMBI;

©) ya3BMMOCTU KOHDUrypaLumn ceTeBon MHAPPACTPYKTYpbl NnepumeTpa MHPOPMaLMOHHON CUCTEMBI;

B) YS3BMMOCTU CETEBbIX CIy0, CEPBMNCOB, BEO-CEPBEPOB, NPUMOXKEHNA, MOBUITBHBLIX NMPUMOXEHUA, CUCTEM
ynpaBneHuss 6asamm OaHHbIX, OMepaLMoHHbIX CUCTEM, MPOKCU-CEPBEPOB M MHOMO MpOrpaMMHOro obecneveHus,
MHTepdEeNChbl KOTOPLIX AOCTYMHbLI M3 ceTn "NHTepHeT";

r) ysi3BMUMOCTU, CBSAA3@HHble C HedocTaTkaMu KOHdurypaumm ceTeBbiX Cnyx0, cepBucoB, BeG-NpumnoxeHun,
MOOUMbHBIX MPUMOXEHWUNA, CUCTEM ynpaBreHua 6asamu [aHHbIX, ONepauMOHHbIX CUCTEM, MPOKCU-CEPBEPOB U

WHOro NporpamMmmMHoro obecneveHus, HTEPdENChbl KOTOPbIX AOCTYNHbI U3 ceTu "VIHTepHeT".

3.2.5. ﬂepequb pa60T, npoBOAUMbIX UCNOJTHUTENEM B XO4€ BHELIHEero CkaHmpoBaHua, npmeBeneH B Tabnuue

2.
Tabnwuua 2
YcnoBHoe HanmeHoBaHue paboTbl <4> Bwug aHanusa
0603HayeHne n
Homep paboThbl C1
BHeluHee ckaHMpoBaHue
CWH CeteBas nHdpacTpykTypa
CUH A Mownck YA3BMMOCTEN NpPorpaMmHoOro obecneyeHust +
TENEKOMMYHMKALMOHHOrO  0DOpyaoBaHUs UM MEXCETEBbIX
3KpaHoB
CNH.2 MMonck ys3BMMOCTEN  KOHUrypauum ceTeBblX Cryxb u +
npotokonos (HTTP, HTTPS, SMTP, SSH, NTP, IPSec, SNMP,
DNS, FTP, RDP, RPC, PPTP, NetBIOS, Telnet, SIP, POP3,
IMAP 1 gpyrnx npoTokonos)
CWH.3 MNonck ysi3BMMOCTEN, CBSA3aHHbIX C MUCMONb30BaHMEM Naponen, +
3a4aHHbIX N0 YMOMYaH1Io
CUH.4 Mownck ys13BUMOCTEN MeXxaH1U3MOB ayTeHTUukaLmm +
(Hanpumep, NnpumeHeHue npotokona Telnet BMecTo SSH)
CWH.5 Mouck ysisBUMOCTen ynpaeneHuss [OCTYNOM K UHTepdercam +
ynpaBreHust CeTeBbIX CryX6
CUH.6 Mounck ys3BMMOCTEN, CBSA3@HHbIX C OTCYTCTBUMEM ONOKMPOBKM +
Y4eTHOW 3anucy nornb3oBaTenen Mnocre HeygadHbIX MOmMbITOK
BXoda
CWnH.7 lMoMck  aKTUBHBIX  CeTeBbIX cnyx6, NCNONb3YOLLMX +
Hebe3onacHble npoTokonbl nepegayn gadHelx (FTP, Telnet,
rlogin, rsh, Finger)
CNH.8 Mounck BesonacHbIx Bepcuit ceTeBbix npoTokornos (SMBvl, SSL +
2.0/3.0, TLS 1.0, NTLMvI)
cya Cnyx0bl yaaneHHoro goctyna
cyna.i Monck ysaA3BMMOCTEN KOHpurypaumm cnyxk6 yganeHHoro +
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aoctyna

cya.1.1 lMNounck yssBuMocTen peanunsauumn ayteHTudmnkaummn

cya1.2 lMonck HepocTaTkoB YNpasrieHWs OOCTYNOM K NOPTY Cryx6
yaaneHHoro gocryna

cya.1.3 Mounck ysa3BnuMocTern NpoTOKONOB CNyx6 yganeHHoro goctyna

cvyo.1.4 Mounck MHbIX ya3BMMOCTen cnyxb yganeHHoro gocryna

cya.2 Monck ysa3BumMocTen B nporpaMMHOM obecneveHumn cnyxb
yAaneHHoro goctyna

con Cnyx0bl fOMeHHbIX UMeH (DNS)

canA Mounck yassBnmocTen KoHdurypauum cnyxbol JOMEHHbIX UMEH

can.1.1 lMonck yasBUMOCTEN, CBA3AHHbIX C OTCYTCTBMEM MPOBEPKN WU
Banuaaunm AaHHbIX

can.1.2 Monck ysiI3BUMOCTEN, CBA3a@HHbIX C HepocTaTkamu 3alluuThbl
NPOTOKOSIOB Nepeaayn AaHHbIX

can.1.3 Mounck MHbIX YA3BUMOCTEN CryXObl AOMEHHBLIX UMEH

con.z2 Monck ysisBUMocTen nporpamMmHoro obecneyeHns DNS-
cepsepa

ncc VHble ceTeBble CEPBUCHI U CITYXObI

NCC.1 Mounck yasBMMOCTEN KOHUIypaLmnmn UHbIX CETEBLIX CEPBUCOB U
cnyx6

NCC.2 Mouck yA3BUMOCTEN NporpaMMHOrO ObecneyeHnst CEeTEBbIX
CEpPBMCOB U CNyx6

BEB Beb-npunoxeHus

BEB.1 Mounck yassumocTen KoHdurypauum seb-npunoxeHunin

BEB.1.1 Mouck yAs3BMMOCTEN wAeHTUdUKaALUMM U ayTeHTUdukaumu
nons3oBarenem

BEB.1.2 Monck yassBMMoCTen yrnpasreHus AOCTYNOM norib3oBaTenen K
pecypcam

BEB.1.3 lMonck yA3BMMOCTEWN, CBSA3@HHbLIX C BO3MOXHOCTbIO 3anycka
NPOU3BONBLHOrO NPOrpaMMHOro koga

BEB.1.4 lMouck yasBMMOCTEN B ynpasreHuu pecypcamu, OOCTYMHbIMU
BEO-MPUNOXeEHNI0

BEB.1.5 Monck yaA3BMMOCTEN, CBA3aHHbLIX C HefocTaTKkamu MpPOBEPKU
BBOAMMbIX AaHHbIX

BEB.1.6 Monck  yaA3BMMOCTEW  peanusaumm  KpunTorpaduyeckux
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MEeXaH1U3MOB
BEB.1.7 lMownck HenpaBuNbHOM KOHUIypauum NpUNoXeHns (Hanpumep, +

BKIMOYEHHbI PEXUM OTMaaKW)

BEBE.1.8 Mownck HebGesonacHom koHUrypauumn Bed-cepeepa +
BEB.1.9 Mounck MHBIX ya3BMMOCTEN KOHUrypauum Beb-npunoxxeHnm +
BEB.2 Monck ysisBUMOCTEM B nNporpamMmMHOM obecrnevyeHun Be6- +

npunoxexHui (Hanpumep, B Beb-cepepe, CMS, dpenmBopkax
N MHbIX KOMMOHEHTaX)

anc [oMeHHble UHPPaCTPYKTYPHbIE CrYyXObl

ancA1 Mownck YA3BUMOCTEN KOHpurypaumm OOMEHHbIX +
NHAPACTPYKTYPHbIX CyX6

anc.1.1 Monck  yasBUMOCTEN  peanu3auun  ugeHTudukauum  u +

ayTeHTUdumkaumm nonb3oBaTenemn

anc.1.2 Monck ysasaBuMocTen ynpaBreHnsa n pasrpaHnyYeHnsa oCTyrnom +
ancC.1.3 IMoncK MHBIX yA3BMMOCTEN KOHUrypauum JoMeHa +
anc.2 Mounck ysi3BMMOCTEN B NporpaMMHOM obecnevyeHnn JOMEHHbIX +
cnyx6
MOB MobBurnbHblEe NPUNOXeHUs
MOB.1 Mounck ys3BMMOCTEIN KOHUIypauum MOOUITbHBLIX MPUMOXEHNUI +
MOB.1.1 Mouck yassuMmocTen B peanusaunm yHKLUUA naeHTugukaumm +

1 ayTeHTUduKaLnm nonb3oBarenen

MOB.1.2 Mouck yasBMMoOCTEW B peanusaummv QYHKUMA ynpasBrneHus +
OOCTYMnom
MOB.1.3 Mounck ysa3BMMOCTEN, CBA3aHHbLIX C HebGe3onacHbIM XpaHEHVEM +

AaHHbIX HA MOOWbHOM yCTpOVICTBe

MOB.1.4 [Monck yA3BMMOCTEN, CBSA3@HHbLIX C BO3MOXHOCTbIO 3anycka +
NPOV3BONBLHOIo NPOrpaMMHOro Koga

MOB.1.5 Mounck yasBMMOCTEN, CBSI3AHHBLIX C HEKOPPEKTHOM paboToin C +
namsTblo
MOB.1.6 Nonck ysa3BumMocTen 3amnThbl NPOTOKOSOB Nnepefayun gaHHbIX +
MOB.1.7 Monck  WMHbIX  YSI3BUMOCTEN  KOH(pUrypaumm  MOOBUIbHBIX +
NpUNoXeHun
MOB.2 Mounck yasBMMOCTEN NporpaMmmHoOro obecnedveHmust MOOMIbHbIX +
NPUNOXEHNN
MU Mogenu malwmHHoro obyyeHnsi
www.consultant.ru CrpaHuua 14 u3 25

HafexXXHaa nNpaBoBad noaAepXXkKa


https://www.consultant.ru/
https://www.consultant.ru/

"MeToamyeckumii AOKyMeHT "MeToanka aHanu3a 3allMLEeHHOCTH

MHGOPMALIMOHHBIX CCTEM" [okymeHT npepoctasneH KoHcynbTaHTI0C

(yT8. ®CT3K Poccum 25.11.2025) [ata coxpaHeHnus: 24.12.2025
MNWU.1 MMonck ys3BUMOCTEN KOHUrypaumm MOAENU  MaLUUHHOIO +
0oby4eHus
MNAN.11 MMounck ys3BMMOCTEN, MO3BONSAOWMX WUCKa3UTb MoBedeHne +

MOZEenM  MalnHHOro  obyveHuss nyTeMm  POPMUMPOBAHMSA
cneumanbHbIX 3anpocoB (MPOMMNTOB)

MNN.1.2 lMonck yaA3BMMOCTEN, CBSA3aHHbIX C WCMOMb30BaHMEM AnNs +
0o0y4yeHuss mogenun MawmnHHOro obyveHns MoanrLMpoBaHHbIX
OaHHbIX UM HabopPOB AaHHbIX

MNN.1.3 MMounck yaAsBUMMOCTEW, MNO3BOMALWMX B pesynbTate oTBeTa +
MoAenn MalUHHOMo oby4yeHns NonydYnTb KOHPUAEHUNANbHYIO
MHopMaLnto

MAN.1.4 Monck ys3BMMOCTEN KOHTPOMS W yNpaBneHUs AaHHbIMM, +

ncnonb3dyemMmbiMn Mmoaenbio MallnHHOIo 06y‘-IeHI/IF|

MNN.1.5 Mouck  ysi3BMMOCTEN,  MO3BOMAKOWMX  MOoANDULMPOBATL +
obyuvatoLime Habopbl OaHHbIX

MNN.1.6 Mouck ys3BMMOCTEN ynpaBneHus [JOCTYNMOM K MOAEenu +
MaLLUHHOIo 0byyeHus

MHW.1.7 lMonck ysisBMMOCTEN MEXaHM3MOB uUnbTpaumMm U KOHTPONS +
BXOAHbIX 1 BbIXOAHbIX AAHHbLIX MOAENWN MALUMHHOIO 06y4eHus

MNN.1.8 Mouck  npounx  ysa3BMMOCTEN  KOHdurypaumm  mogenu +
MaLUMHHOro oby4eHuns

<4> Ecnn B I/IH(*)OpM&LI,I/IOHHOVI CUcTtemMe He NMpUMeHATCA VIH(bOpMaLI,VIOHHbIe TeXHonornn, npneBeaeHHble B
HanMmeHoBaHUN pa6OTbI HEe NpoBOAATCA.

3HakoMm "+" oTMeyeHbl Heobxoaumble paboTbl AN KaX4oro U3 BUAOB aHanmaa.
3.3. BHyTpeHHMI aHanu3 ysa3BMMOCTeN
3.3.1. PaboTbl N0 BHYTPEHHEMY aHann3y ya3BUMOCTEN AOMKHbI MpegycMaTpuBaTh BbiiBNEHUE yA3BUMOCTEN
NpPOrpaMmHbIX, NPOrpamMmmMHoO-annapaTHbIX CPeacTB, BKMoYasi ys3BUMOCTM CETEBbIX CMYX0 1 CepBNCOB, CUCTEMHOIO
W NpUKNagHoro nporpaMMHoOro  obecneyeHusi,  pacroNiOXEHHbIX BO  BHYTPEHHEW  MHPACTPYKType
NHAOPMALIMOHHOW CUCTEMBI, @ TaKKe YA3BUMOCTEW, CBSA3aHHbIX C HeAoCTaTKaMu UX KOHMrypauuu.

3.3.2. B uenax npoBeAeHnsa BHyTPEHHEro aHanmsa ysa3BMMOCTEN OCYLLIECTBIISAIOTCA:

a) BbISIBNEHNE U3BECTHbIX YA3BMMOCTEN B MPOrpaMMHbIX, NPOrpamMmMHoO-annapaTHbIX CPeAcTBax, BXOASLINX B
COCTaB BHYTPEHHEN MHPPACTPYKTYpbl MHEDOPMALNOHHOW CUCTEMBI;

0) BbisIBNeHVEe YA3BUMOCTEN KOHUrypauum CUCTEMHOIO M MPUKIAgHOro nporpamMmmHoro obecneveHus,
BXOASLLIEro B COCTaB BHYTPEHHEN NHADPACTPYKTYpbl MHPOPMAaLMOHHON CUCTEMBI;

B) BbISIBNIEHNE YS3BMMOCTEN ayTeHTUdMKauMK, UCMONb30BaHWUSA MNaponen, 3afaHHbIX MO YMOSYaHWio, U
YCTOMYMBOCTU Naponewu;

r) BbISIBIIEHME YA3BMMOCTEN Koda W KOHdurypaumm npuKnagHoro nporpamMmHoro obecnedeHuss (Beb-
MPUNOXEHNIA, MOOUNBHLIX MPUIOXEHUA, MPOrPAaMMHOIO OGEecrneyYeHns, peanusyroLero Mogenu MallnHHOIo
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00y4eHuns 1 Apyroro NPUKNagHoro NporpaMmMHoOro obecneyeHus).
3.3.3. BHyTpeHHuMI aHanu3 ya3BrMoCTen NpoOBOAUTCS UCNONHUTENEM:

NyTEM CKaHMPOBaHWUS WHTEPMENCOB BHYTPEHHEN UHAPACTPYKTYpPbl MHEPOPMALMOHHOW  CUCTEMBbI,
aBTOMAaTU3MPOBAHHbIX pabounx mMecT nonb3oBaTtenemn NHGOPMALIMOHHOM CUCTEMBbI, CepBepoB.,
TEeNeKoOMMYHMKaLMOHHOro 06opyAoBaHns, CpeacTs 3awuTbl MHCpOpMaLumM ¢ UCNONb30BaHNEM CPEACTB BbISIBNIEHUS
YyA3BMMOCTEN, WHbIX MHCTPYMEHTamnbHbIX CPEACTB, NpeAHa3Ha4YeHHbIX ONS NMoucKa yA3BUMOCTEN MPOrpamMMHOro
Koga W KOHMUrypauum C WCMNOMb30BaHWEM MACCUBHbIX W aKTMBHbIX METOOOB aHanmsa ysa3BMMOCTEN B
aBTOMaTU3NPOBAHHOM pEXUME;

nyTem noucka uvHdopmaumn o6 ys3BUMOCTSX NPOrpaMMHbIX, NMPOrpaMMHO-annapaTHbIX CPeacTB, CpeacTB
3aWmUTbl MHOPMaLMK, BXOASALWMX B COCTaB MH(OPMALMOHHOW CUCTEMbI, B GaHke AaHHbIX Yrpo3 Ge3onacHocTu
nHgpopmaumm ®CTIK Poccum (bdu.fstec.ru), a Takke B UHbIX 6a3ax AaHHbIX YSI3BUMOCTEN;

nyTemMm npuMeHeHna NacCuBHbIX N akKTUBHbIX MeTOA0B aHanmn3a yﬂ3BI/IMOCTeIZ B Py4HOM pexunme.

3.3.4. lo pesynbTatam nNpoOBeAEHMS BHYTPEHHEro aHanusa ucnonHuTenem QOpPMUpYeTCsl NepeyeHb
YA3BUMOCTEN BHYTPEHHEN HAPACTPYKTYPbI UHPOPMALMOHHON CUCTEMBI:

a) yaA3BMMOCTM MporpaMMHoro obecnedyeHnss aBTOMATU3MPOBAHHBIX paboynmx MecT nonb3oBartenen
NHOPMALIMOHHOW CUCTEMBI, CEPBEPOB, TENEKOMMYHMKALMOHHOro o6opyaoBaHus, CpeacTs 3awmnTbl MHoOpMaumm;

6) yA3BMMOCTM KOH(Urypauuv aBTOMAaTM3MPOBaHHbIX paboumx MecT nonb3oBaTerneil MHPOPMaLNOHHOIA
CUCTEMbI, CEPBEPOB, TENEKOMMYHUKALIMOHHOIO 060pYyAoBaHUs, CPeACTB 3aLuTbl MHhopMaLmnu;

B) YSI3BUMOCTW CUCTEMHOIO U NPUKIagHOro NporpaMmmMHoro obecneveHus;

r) ysi3BUMOCTU KOH(UrypaumMm CUCTEMHOIO M MPUKNaZHOro nporpammMHoro obecnedeHus (onepauyoHHbIX
CUCTEM, CUCTEM YnpaBrieHnss 6Gasamy [aHHbIX, CETEBbIX CRyx0, CcepBMUCOB, BeG-NMPUNOXKEHUI, CEPBEPOB
MPUNOXEHUIA N MHOTO NPOrpaMMHOro obecneyeHus);

A) YA3BUMOCTU KOH(Urypaumm BHYTPEHHEN CETEBOW MHAPACTPYKTYPbl NHHOPMALMOHHON CUCTEMBI;

€) yA3BMMOCTM MpOrpamMmmMmpyembiX NOrMYEeCcKUX KOHTPOISIepoB, CpedcTB aBTOMaTM3auum TEXHOMOrMYeCcKMX
npoueccoB 1 "yMHbIX" YCTPOWUCTB.

3.3.5. lMepeyeHb paboT, NPOBOAUMBLIX WCMOSMHUTENEM B XOA4e BHYTPEHHEro CKaHMPOBaHMWS, NpUBEAEH B
Tabnuue 3.

Tabnuua 3
YcnosHoe HaunmeHoBaHne paboTtbl <5> Bug aHanusa
o0bo3HayeHne n
Homep paboThbl C2
BHyTpeHHee ckaHMpoBaHue
YCU CeteBas nHdpacTpykTypa
YCU.A Mownck yS13BUMOCTEN NpPorpaMmMHoOro obecneyeHus +
TENEKOMMYHMKALMOHHOTO  0DOpyaoBaHUs UM MEXCETEBbIX
3KpaHoB
YCWN.2 lMonck ys3BMMOCTEN  KOHMrypauum CceTeBbiX Cryxb u +
npotokonos (ARP, BOOTP, CDP, DTP, LLD, LLMNR, mDNS,
MNDP, NDP, STP, SSDP, VRRP n HSRP, VTP u ppyrux
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NPOTOKOSOB)

YCW.3 lMonck ysisBMMOCTEN, CBSI3aHHbIX C MCMONb30BaHMEM Maponen, +
3a[laHHbIX NO YMOMYaHMIo

YCU.4 Mounck yasBMMOCTEN MexaHU3MOB ayTeHTUdMKauun (nepegaya +
ayTEHTUMUKALNOHHOW WMHGOPMaLMN B OTKPbITOM Buae MU
OPYrMX MEXaHM3MOB ayTeHTUdMKaumnm)

YCU.5 Monck ya3BMMOCTEN YynpaBneHus [OCTynoM K dannam u +
KaTanoram, K nHTepdencam ynpasneHns ceTeBbiMy Criy>kbamu
N yCTponcTBam

YCW.6 Monck ya3BMMOCTEN, CBA3aHHLIX C OTCYTCTBMEM OIOKMPOBKU +
YY4ETHOWN 3anucu Nocne HeyaayHblX MNOMbITOK BXoAa

YCWN.7 lMonmck  akTMBHBIX  ceTeBblX  Chyx6, NCNONb3YOLLMX +
Hebe3onacHble npoTokonbl nepegayn AadHeix (FTP, Telnet,
rlogin, rsh, Finger n apyrnx cnyxo)

YCW.8 Mounck HebesonacHbIX BepcuMn ceTeBbiX NPoTokonos (SMBv1, +
SSL 2.0/3.0, TLS 1.0, NTLMv1)

cya Cnyx0bl yaaneHHoro goctyna
cyana Monck yaAs3BMMOCTEN  KOHcpurypaumm cnyxb yganeHHoro +
goctyna
cyanAa Mounck ys3BuMocCTen peanusauum ayTeHTudukaumm +
cya.1.2 lMonck HepocTaTkoB YnpaBrieHWs OOCTYMOM K MOpPTy Chnyx6 +

yoaneHHoro gocrtyna

cvyao1.3 Mounck ysi3BMMOCTEN 3aLLnTbl NPOTOKOMOB CNYXO yaoaneHHoro +
goctyna

cvyao1.4 MouncKk MHbIX YA3BUMOCTEN KOHUrypauumn cnyxo yganeHHoro +
pocTtyna

cyn.2 Mouck ysasBMMoOCTEN B nporpammHOM obecrnedeHun cnyxo +

yoaneHHoro gocrtyna

can Cnyx6bl fOMeHHbIX MMeH (DNS)
canA Mounck yassBumocTen KoHdurypauum cnyxbbl JOMEHHbIX UMEH +
can.11 Mounck yasBMMOCTEN, CBA3aHHbIX C OTCYTCTBUMEM MPOBEPKU U +

Banuaauumn AaHHbIX

con.1.2 lMonck ys3BMMOCTEN, CBSA3aHHbIX C HedocTaTkaMy 3aluuTbl +
NPOTOKONOB Nepeaayn gaHHbIX

can.1.3 MOUCK MHBIX YA3BUMOCTEN CMYXObl JOMEHHbIX UMEH +
can.2 Monck ysisBUMOCTEN nporpaMMmHoro obecrneyernnss DNS- +
cepBepa
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ncc UHble ceTeBble CEPBUCHI U CYXObI +
nCC.1 [Monck ya3BMMocTen KOHUrypaLmm UHbIX CeTeBbIX CEPBUCOB U +
cnyx6
nCcc.2 lMonck ysA3BMMOCTEN MpOrpaMMHOro obecneyeHnsi CeTeBbIX +
CEPBMCOB U CNyx0

anc [omeHHbIe MHPACTPYKTYPHbIE CNYXObI
OncCA1 MNounck yssisBMmocTen KoHdurypaumm gomeHa nHpopmaumoHHom +
CUCTEMBI
anc.1.1 Monck  yasBUMOCTEN  peanu3auun  uaeHTudukaumm  u +

ayTeHTUdmkaumm nonb3oBaTenemn

anc.1.2 Monck yssBuMocTen ynpaBreHnsa n pasrpaHnyYeHnsa goCTyrnom +
ancC.1.3 IMoncK MHBIX yA3BMMOCTEN KOHUrypauum JomMeHa +
anc.2 Mounck ysi3BMMOCTEN B NporpaMMHOM obecnevyeHnn JOMEHHbIX +
NHAPACTPYKTYPHBIX CyX6
ornc OnepauunoHHbie cucTeMbl
oncA1 Monck ysasBumMocTen KoHduUrypaumm onepaunoHHbIX CUCTEM +
onc.1.1 lMonck y4yeTHbIX 3anucer nonb3oBaTesnierd, 3agdaHHbIX Mo +

YMOI4YaHu, nnn ¢ NnpocTbiM Nnapoiem

orc.1.2 Mounck yss3BuMocTen NaponbHON NONUTUKM +
orc.1.3 Mounck ysi3sBuMocCTen ynpasneHnst 4OCTYNOM fnornb3oBaTtenem +
orc.1.4 Mounck ysa3BMMOCTEN, CBSA3@HHbIX C OTCYTCTBUMEM OMOKMPOBKM +

y‘-lGTHOI;I 3anncum npu MHOrokKpaTHbIX owmnbkax BBoaa naponsa

orc.1.5 Mounck yasBMMOCTeN, CBA3aHHbLIX C MPUMEHEHNEM OANHAKOBOro +
napons Ans  nokanbHbIX  aAMUHUCTPATOPOB Ha  BcexX
aBTOMaTMU3MpPOBaAHHLIX pabounx mectax

Ooric.1.6 [Monck NpUCBOEHUA  Y4YeTHbIM  3anucaM  norb3oBaTernen +
M30bITOYHBIX NPaB agMnHUCTpaTopa

ornc.1.7 Monck NpuUCBOEHUA  Y4YeTHbIM  3anucaM  Monb3oBaTenen +
N36bITOYHBIX MPaB Ha CUCTEMHbIE KaTanorv unu gannbl

orc.1.8 Monck Heucnonb3yembix cnyx06 u cepeucoB (Telnet, FTP, +
rlogin, SNMP 6e3 wudpoBaHus n gpyrux cnyx6 n cepeucos)

orc.1.9 lMonck npumMeHeHus  ycTapeBwux npotokonos (SMBv1, +
NTLMv1, SSL 2.0/3.0, TLS 1.0 n gpyrux npoTOKOSIOB)

ornc.1.10 Mouck peanusaumMm HeorpaHWYEHHOro [ocTyna K cnyxbtam +
yaaneHHoro goctyna (RDP, SSH un gpyrux cnyx6) gns Bcex
IP-agpecoB
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onc.1.11 Mounck ya3BMMOCTEN, CBA3AHHbLIX C OTCYTCTBMEM NOrMpoBaHUA +
cobbITMI 6e3onacHoCcTK
onc.1.12 Mownck ysi3BUMOCTEN, CBA3AHHbLIX C UCMOMNb30BaHWEM FOCTEBbIX +
unu obwmx nanok 6e3 orpaHNYeHNI
onc.1.13 Nonck ysisBMMOCTEN, CBSAI3aHHbIX C MPYMEHEHNEM aBTO3arpy3ku +
C HEeYYTEHHbIX MALLMHHBIX HOCUTENEN
onc.1.14 Mounck ya3BMMOCTEN, CBA3AHHBLIX C OTCYTCTBMEM OrpaHudeHuin +
AN MaKpOCOB B OPUCHBIX MPUMNOXKEHMAX
onc.1.15 MoncK MHbIX YyA3BMMOCTEN KOHUrypaumm onepalmoHHbIX +
cucTem
orc.2 Mounck yA3BMMOCTEN nporpaMmMHoro obecneyeHns +
onepaLmnoHHbIX CUCTEM
Ccybea Cuctembl ynpaBneHus 6aszamu gaHHbIX
Ccyba.1 Monck ys3BMMOCTEN KOHMrypauum CuUCTeEM YynpasreHus +
6aszamMu gaHHbIX
Ccyba.1.1 lMonck y4yeTHbIX 3anuMcen nonb3oBaTeNnen, 3agaHHbIX Mo +
YMONYaH1o, UnNu ¢ NpocTbiM naponem (Hanpumep, root/sa ¢
nycTbIM Naponem)
Cyba.1.2 Mounck ysi3BuMocTen NaponbHON NONUTUKM +
CybAa.1.3 Nonck npuMeHeHNs oguHaKOBbIX Naposien y agMMHNCTPaToOpoB +
Cyba.1.4 Mounck Heucnonb3yembIX y4eTHbIX 3anucen +
Ccyba.1.5 lMonck HeorpaHMYEHHOrO KONMYecTBa MOAKIMYEHUNA C NHOGbIX +
IP-agpecoB (Hanpumep, root@'%' B8 MySQL)
CYbBA.1.6 Mounck yss3BUMOCTEN, CBA3aHHbLIX C HarNMyneM y norb3oBaTenen +
BCeX Npas 1 nonHomouui (peannsosaH npuHumn "Full Access")
cybg.A.7 Mouck  ysA3BUMMOCTEN, CBA3AHHBIX C  UCNOMb30BaHUEM +
O[MHAKOBLIX YYETHbIX 3anuncew Ans pasHbIX NPUIOXEHWN
cybd.1.8 [Monck yA3BMMOCTEN, CBS3@HHbIX C HanuVyYuMem Yy Y4eTHbIX +
3anucen nNpaB Ha U3MEHEHNE CUCTEMHBIX Tabnuy,
cyea.1.9 Monck yA3BMMOCTEW, CBA3aHHbLIX C peanu3aumein gocTtyna K +
cucTeme ynpaBneHuss 6a3amy JaHHbIX CO BCex MHTepdencoB
(0.0.0.0)
CcybA.1.10 [Mounck yasBMMOCTEN, CBA3AHHBLIX C OTCYTCTBMEM OrpaHudeHumn +
Joctyna K cucteme ynpaenenuss 6asamm paHHbix no |IP-
agpecam
Cyba.1.11 Mounck ya3BMMOCTEN, CBSI3aHHbIX C OTCYTCTBUEM LLIMGPOBAHUS +
Yy4YeTHbIX OaHHbIX nonb3oBaTenen ] 3awuuaemon
MHopmMaumn
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cyba.1.12 lMonck  ys3BMMOCTEN, CBS3A@HHLIX C  WUCMOMb30BaHWEM +
yCTapeBLWMNX MPOTOKOMOB unu Hebe3onacHbIX MNapamMeTpoB
SSL/TLS

Ccyba.1.13 lMounck ysi3BUMOCTEN, CBA3AHHbLIX C OOCTYMHOCTbIO KypHanoB +
aygouTa BceMm nornb3oBaTensam

Cyba.1.14 lMonck yasBnMMOCTEN, CBA3AHHbBIX C OTCYTCTBUEM OrpaHUYEHni +
Ha 4YMcno NomnbITOK BBOAA Napons

CYyba.1.15 Monck ys3BUMOCTEN, CBSA3aHHbIX C OTCYTCTBMEM KOHTPOIs +
JocTyna nonb3oBartenen k katanoram, gannam 6a3 gaHHbIX

Cyba.1.16 MONCK UHBIX YSI3BMMOCTEN KOHUrypaunmnm CUCTeEM yrnpaBreHns +
©aszamMu gaHHbIX

cybg.1.17 Mouck ya3BMMOCTEN nporpamMHOro obecnedyeHus cucTem +
ynpasneHust 6asamy gaHHbIX

CBIA CpeactBa BupTyanusauum
cBu.1 Mounck yssBuMocTen KoHdurypaumm cpeacTts BUpTyanmsauum +

CBW.1.1 MMonck y4yeTHbIX 3anucen nonb3oBaTenen, 3agaHHbIX Mo +
YMOMYaH1I0, UNn ¢ NPOCTbIM NaponemM

CBn.1.2 Monck BO3MOXHOCTM JOCTYNa K UHTepdericam ynpaBneHus 13 +
nobon cetu (mogceTn)

CBN.1.3 Mouck yasBMMOCTEN, CBA3AHHBLIX C OTCYTCTBMEM OrpaHudeHumn +
Ha KONMWYECTBO pPECypCOB, BblAENAEMbIX BUPTYarbHbIM
mawwmnHam (CPU, namsaTb)

cBn.1.4 Mounck ya3BMMOCTEW, CBA3aHHbLIX C WUCMOMb30BaHWEM OOLIMX +
KaTanoroB Ans XpaHeHus WHdopmauuyn pasHOro YpPOBHS
KOHUAEHUManLHOCTn

CBMn.1.5 Monck BEeCKOHTPONBHOIO UCMONIb30BAHUSA CHUMKOB COCTOSIHUN +
(cHanwoToB) BUPTYarnbHbIX MaLUWH

CBWN.1.6 Mouck  oTcyTCcTBMS  M3ONAUMM  MexXAy  BUpPTyanbHbIMU +
MaLluMHaMm

cBU1.7 Mownck YyS13BUMOCTEN KOHUrypauuu BUPTYyanbHbIX +
KOMMYTaTOpOB U MapLUpyTU3aToOpOB

CBN.1.8 Mowuck OTCYTCTBUA dunbTpaumm Tpaduka Mexay +
BUPTYasribHbIMU MalMHaMm

cBn.1.9 Monck  WHbIX  yA3BMMOCTEN KOHdurypaumm  cpeacts +
BMpTyanusaumu

CBMN.1.10 Mouck ya3BMMOCTEN NpOrpaMmHOro obecrneyeHus CpencTB +
BMpTyanusaumm

CKO CpepncTBa KOHTENHepU3aLmm +
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CKO 1 Mownck ysi3BuMocTen KoHdurypaLmm cpeacTs KOHTEHepusaLum +

CKO.11 lMonck ya3BMMOCTEN, CBS3aHHLIX C BO3MOXHOCTbIO 3anycka +
KOHTelriHepoB ¢ dnarom --privileged

CKO.1.2 Mouck  ysasBumocTewn, CBA3a@HHbLIX  C BO3MOXHOCTbIO +
MOHTUPOBAHUA  YYBCTBUTEMbHbLIX  AUPEKTOPUA  XOCTOBOW
onepauunoHHol cuctemsl (/etc, /var/run/docker.sock)

CKO.1.3 lMounck yaA3BUMOCTEN, CBSA3AHHbIX C BO3MOXHOCTLIO 3anycka +
NPOLECCOB BHYTPW KOHTEMHEPa OT MMEHWN NPUBUMIErMPOBAHHbIX
y4YeTHbIX 3anucen (root)

CKO.1.4 Monck yaA3BMMOCTEN, CBSI3aHHbIX C MpUMeEHeHuemM obpa3oB +
KOHTENHEPOB, coAepXaLlmx ya3BUMOCTU

CKO.1.5 Monck  ysa3BMMOCTEN, CBA3AHHbIX C  OTCYTCTBMEM Y +
KOHTEMHEepPOB OrpaHNYeHUn No pecypcam (--Cpus, --memory)

CKO.1.6 lMounck yaA3BUMOCTEWN, CBSA3AHHbIX C BO3MOXHOCTbIO 3anycka +
koHTeriHepoB B hostNetwork/hostPID pexume

CKO.1.7 Monck yaA3BMMOCTEN, CBSA3AHHbLIX C OTCYTCTBMEM MOSUTUK +
CeTeBOro B3auMOAENCTBUA MeXAY KOHTenHepamm

CKO.1.8 Mounck ya3BMMOCTEN, CBA3aHHbLIX C OTCYTCTBMEM OrpaHuyeHun +
no [JocTyny K cepBucaMm, COAepXawuMcs B KOHTEenHepax
(NodePort/LoadBalancer)

CKO.1.9 Monck  WHbIX  yA3BMMOCTEN KOHdurypaumm  cpeacts +
KOHTEWHepusaumm

CKO.2 Mounck yaA3BMMOCTEN MNporpaMmHOro obecneyeHus CpencTB +
KOHTeNHepwusaumm

BEB Beb6-cepepbl

BEB.1 Mounck yas3BnMocTel KoHdurypauum Beb-npunoxeHun +

BEB.1.1 Mouck yaAsBMMOCTEN WAEHTUUKaAUMM W ayTeHTUduKaumm +
nons3osareneu

BEB.1.2 Mounck yassMMoCTen ynpaBneHus OOCTYNOM norib3oBaTenen K +
pecypcam

BEB.1.3 lMonck yA3BMMOCTEN, CBSI3@HHbLIX C BO3MOXHOCTbIO 3anycka +
NMPOU3BOJSILHOIO MPOrPaMMHOrO Koga

BEB.1.4 Mouck yas3BMMOCTEN B ynpaBrneHuuM pecypcamiu, OOCTYMHbIMU +
BeO-NPUNOXKEHNIO

BEB.1.5 lMonck yA3BMMOCTEN, CBA3aHHbLIX C HefocTaTKamu MpPOBEPKM +
BBOAMMbIX AaHHbIX

BEB.1.6 lMouck  yAsBMMOCTEN  peanusaumm  KpunTorpadguyecknx +
MeXxaH1U3MOoB
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BEB.1.7 Mownck YS13BUMOCTEMN, CBS13aHHbIX c HenpaBUIbHON +
KOHoUrypaumen npunoxeHus (HanpmMmep, BKMOYEHHbIA PeXnM
OTnagKku)
BEE.1.8 Mownck HeGe3onacHom koHUrypauumn seb-cepeepa +
BEB.1.9 IMonCK MHBIX YA3BMMOCTEN KOHUrypaLumn Bed-npunoXXeHnm +
BEB.2 Monck ysisBUMOCTENM B nporpaMmHoM obecnevyeHun Beb- +

npunoxeHun (Hanpumep, B Beb-cepeepe, CMS, dpenmBopkax
N MHbIX KOMMOHEHTAaX)

nPu MpuknagHoe nporpaMmHoe obecneyeHne
nPn.1 Mounck YySI3BUMOCTEN KOHMrypauum npuKnagHoro +
nporpaMMHoro obecneyeHus (oducHble nporpaMmsl,
nHTEepHeT-6paysepsl, CUCTEMBI 3MNEeKTPOHHOro

[OKyMeHToo6opoTa 1 Apyroe nporpammHoe obecrneyeHune)

nPn.2 Mounck Yysi3BUMOCTEN npuKnagHoro nporpaMmHoro +
obecneyeHuns

MAWN Mogenu mawmnHHoro obyyeHust

MWU.1 Monck ys3BMMOCTEN KOHMrypaumm MOAENM  MaLUUHHOIO +
obyyeHus

MN.1.1 Monck  owKnbOK, MNO3BONAOWMX  UCKa3UTb  NoBeaeHue +

oOy4YeHHOW  Modenu  MalMHHOrO  obyyeHuss  nyTem
dhopmMupoBaHus crieluanbHbIX 3anpocoB (MPOMNTOB)

MNN.1.2 lMouck yAaA3BMMOCTEN, CBA3aHHbIX C WCMOMb30BaHMEM AN +
00y4yeHMs MOAEenu MallMHHOIO 00yYeHns MOANMULIMPOBAHHbIX
AaHHbIX UM HabopPOoB AaHHbIX

MAN.1.3 lMouck yas3BMMOCTEN, MNO3BOMSAKOLWMX B pesynbTaTte oTBeTa +
MoAenn MalWHHOro oby4yeHns NonyyYnTb KOHPUAEHUNANbHYIO
NMHpopmaumio

MAN.1.4 Monck ys3BUMMOCTEN KOHTPOMs W YynpaBneHus AaHHbIMMU, +

ncnosib3yemMbiMn Moaesibio MalnHHOro 06yqu|/|;|

MAN.1.5 Mouck  yassBumocTen,  MO3BONSALWMX  MoAUMUMPOBATL +
obyvatome Habopbl JaHHbIX

MANN.1.6 Mouck ysa3BMMOCTEN ynpaBneHwss AOCTYNOM K Moaenu +
MaLLWHHOIO 0byyeHus

MHW.1.7 Monck ys3BUMOCTEN MeXaHu3MOB UNbTPaLMM U KOHTPOMS +
BXOAHbIX 1 BbIXOAHbIX AAaHHbLIX MOLENN MALNMHHOIO 00y4YeHus

MAN.1.8 Mouck  npoynx  ysa3BMMOCTEW  KOHdurypaumm  mogenu +
MaLLWHHOIO 0byyeHus

MN.2 Mounck ysa3BMMoCTen MogeNu MallMHHOIO 00y4eHus +
MAN.2.1 Mownck yssBMmocTen nporpammHoro obecneveHns ombnmorex, +
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hbpeENMBOPKOB, UCNOMb3yemMbIX Ana pa3paboTkm mogenu
MaLLWHHOIo oby4yeHus

MN.2.2 Monck ysi3BUMOCTEN nporpaMmMHOro obecneyeHus mogenu +
MaLLUHHOIo 0byyeHus

<5> Ecnu B MHOPMALMOHHOW CUCTEME HE MPUMEHSIIOTCS MHAOPMALMOHHBIE TEXHONOMMN, NPUBEAEHHbIE B
HanmeHoBaHUW paboTbl He NPOBOAATCS.

3Hakom "+" oTMeYeHbl Heobxoaumble paboThl ANA KaXOoro U3 BUAOB aHanuaa.
3.4. OueHKa BbISIBMeHHbIX YI3BUMOCTeN

3.4.1. Ha atane oueHKU BbISBIIEHHbIX YA3BUMOCTEN NPOBOAUTCS OLlEHKA YPOBHSI KPUTUYHOCTW BbISIBIEHHbIX
YSI3BUMOCTEN  WUH(POPMALIMOHHON CUCTEMbI WM BO3MOXHOCTM peanu3aumm C MWX MWCMOSMb30BaHUEM Yrpos3
6e3onacHocTn nHopmMaLmm (BEKTOPOB aTak), NPUBOLALLNX K BOSHUKHOBEHUIO HEraTUBHbLIX NOCNEACTBUMN.

34.2. B cnyyae ecnu no pesynbTaTaM TpPOBEAEHHOrO aHanu3a He BbISIBNIEHO YSI3BMMOCTEN
MHPOPMALIMOHHON CUCTEMbI, UCMONTHUTENEM BblAAeTCsi MONIOKUTENbHOE 3aKrloYeHne No pesynbTaTtaMm aHanusa
ysSI3BUMOCTEl B MHGOPMaLIMOHHON CUCTEME 3aKa3dnka (onepaTopa).

3.4.3. B cny4yae ecnu no pesynbTatam NpPoOBEAEHHOro aHanv3a BbiSIBMEHbI YA3BUMOCTU MHEOPMaLMOHHOMN
CUCTEMBI, UCMOMHMTENEM COBMECTHO C 3aKa3yuMKoMm (onepaTtopoMm) MPOBOAMTCA OLEHKa YPOBHS KPUTUYHOCTU
BbISIBIIEHHbIX YA3BMMOCTEN WHMOPMALMOHHOW CUCTEMbI B COOTBETCTBMM C MeToaMKOM OLEHKM YPOBHSA
KPUTUYHOCTM YA3BMMOCTEN NporpaMMHbIX, MporpaMMHO-annapaTHblX cpeacTs, yTeepxaeHHon @CTI3K Poccuun 30
nioHsa 2025 .

3.4.4. 3aka3dmkom (onepaTopom) B XOA4e NPOBEAEHUS aHanm3a ysi3BUMOCTEN AOMKHbI ObiTb MPUHATHI MEPbI
MO YCTPaHEHMIO BCEX YSA3BMMOCTEN KPUTUYECKOTO N BbICOKOTO YPOBHEN OMacHOCTH.

3.4.5. B OTHOLWEHMEe YyA3BMMOCTEN CpPedHEero M HU3KOro YPOBHEW ONacHOCTM WMCMOMHUTENb COBMECTHO C
3aKa34ymMKkom (ornepaTopom) NPOBOAUT SKCMEPTHYH OLIEHKY BO3MOXHOCTU MCMONb30BaHUA yKa3aHHbIX YSA3BMMOCTEWN
noTeHUManbHbIM HapywuTenem Ans peanusauuMm  yrpo3 6e3onacHocT  uMHGOpMauMu (BEKTOPOB — aTtak),
NPUBOOSALLNX K BOSHUKHOBEHWIO HErAaTUBHbLIX NOCNEACTBUMNA.

OkcnepTHas oueHka BO3MOXHOCTM 3KCMnyaTauun BbISIBIIEHHbIX YS3BMMOCTEN MNPOBOAUTCH C  Y4ETOM
cnocoboB peanu3aumn yrpo3 6e30nacHOCTV U BO3MOXHOCTEWN HapyluuTenen, coaepxXallnxcs B MOAenu yrpos
6e3onacHoOCTV MHpopMaLUn MHPOPMALIMOHHON CUCTEMBI, @ TaKKe CTPYKTYPHO-PYHKLNOHANbHbLIX XapakTepUCTUK 1
0cobeHHOCTEN PYHKLUMOHUPOBAHUS NHOPMALIMOHHOW CUCTEMBI.

[na npoBefdeHWs OLEHKU BbISIBNIEHHbIX YA3BMMOCTEN 3aka3uuk (onepatop) npeactaBnsieT UCMONHUTENO
cBefeHuss o crocobax peanusaumm yrpo3 6esonacHoCTU UMHOpPMauUWMM, CUEHapUsix peanusaumm yrpos
6e3onacHoCcTM MHOPMaLUUKM, BO3MOXHOCTSAX HapyluuTenewn, a Takke HeraTMBHbIX MOCMeACTBUSX OT peanusauuu
yrpo3 6e3onacHOCTU nHopMaLmm (Npyu Hanu4uu).

3akas4ymkom (onepaTopOM) B Xo4e npoBegeHuna aHanmisa yﬂ3BVIMOCTeI7I OOIMKHbI ObITb NPUHATbI Mepbl No
YCTPAHEHUIO yﬂ3BI/|MOCTel71 cpeaHero n HM3Koro ypOBHeVI OnacHOCTU, KOTOPpble NO pesynbTatamMm SKCﬂepTHOVI OLEHKHN
MOoryT ObITb UCNONb30BaHbl NOTEHLUMaNbHbIM Hapywutenem Ona peanusauum yrpos ©e3onacHocTK VIH(bOpMaLI,MM
(BeKTODOB aTaK), npmBoaALNX K BOS3HUKHOBEHUIO HEMATUBHbIX nocneacTeuin.

3.4.6. Ya3BMMOCTU CpefHero 1 HU3KOro YpoBHEW ONacHOCTU, KOTOpPbIE MO pe3yrnbTaTtaM 3KCNepTHOW OLLEHKM
He MoryT ObITb WCMOMb30BaHbl MNOTEHUMAanbHbIM Hapywutenem Ans peanu3aumym  yrpo3 6esonacHocTu
nHdOopmMaLmm (BEKTOPOB atak), MPUBOASALLMX K BO3HUKHOBEHMIO HEraTUBHbBIX MOCNEACTBUNA, MOANEXAT YCTPaHEHUIO
3aKka34mKom (ornepaTtopom) nocre NpoBeAeHUs aHanM3a ysi3BMMOCTEN B MOPSAKe, yCTaHOBNeHHOM B PykoBoacTee
no opraHusaumm npolecca ynpasneHus ya3BUMOCTAMU B opraHe (opraHusauumn), yteepxgeHHom ®CTIK Poccun
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17 maa 2023 .

3.4.7. WUcnonHutenem ¢opMmnpyoTCa pekoMeHOauMM No YCTPaHEeHWI0 BbISIBNEHHbIX B XOA4e aHanusa
YyS1I3BUMOCTEM, NOANEXALLUNX YCTPAHEHUIO B XO4e aHanunsa, U NPUHATUIO Mep 3alnTbl MHopMaLumn B YacTu:

0BHOBIEHNsA NporpamMmmHoro obecneveHus;
N3MEHEHNs1 apXUTEKTYPbI U KOHUrypaumm nHPopMaLMOHHON CUCTEMBI;

peanusauuyM AONONHUTENbHBIX Mep 3aluuTbl MHOPMauuM U (UNK) YCTaHOBKM OOMONHUTENbHBLIX CPeacTB
3aLlUTLl MHopMaLMK.

B cnyyae BbisBNeHMs nNo pesynbTaTtam WHBEHTaApM3auuyv UWCMOMHUTENEM He UCMNofMb3yemblX (He
NOEeHTUMMLMPOBAHHBIX) 3aKa34yMKkoM (OrMepaTopoM) CEeTeBbIX aapecoB, MOPTOB, CryXkb M cepBUCOB, AOMEHHbIX
UMeEH, NHTepdENCcoB, 3akasd4yumk (onepaTop) NPUHMUMAET Mepbl MO OrpaHMYEHNIO AOCTYNa K TakuM CeTeBbIM agpecam
n3 cetn "MIHTepHeT", a Taikke No OTKNIOYEHNIO HENCMONb3yeMbIX CMyX6 1 cepBUCOB.

3.4.8. C yyeToM BblAaHHbIX WCMOMHUTENEM pEKOMeHZauui 3akasyvk (onepaTop) NMpoBoAMT paboTbl Mo
peanusauMmM Mep 3aWuTbl WHOPMaUMKM, HaMnpaBfiEHHbIX Ha YCTpaHeHWe BbISIBIIEHHbIX YS3BMMOCTEW, WK
npuBOAUT OBGOCHOBAHUSI HEBO3MOXXHOCTW 3KCMSlyaTauuu ys3BUMOCTEN ONns peanusauuv yrpo3 6e3onacHoCTy
MHcbopMaLumK (BEKTOPOB aTak), NPUBOASALLMNX K BO3HUKHOBEHWIO HEraTUBHbIX NMOCNEACTBUIA.

Ons ycTpaHeHus yaA3BUMMOCTEW WHAPOPMAaLMOHHON CUCTEMbI B MNPUOPUTETHOM MOPSOKE 3aKa34yMKoMm
(onepaTopom) NPMHUMAKOTCA MEPbI MO OGHOBNEHMIO MPOrpaMMHOro obecneveHus.

3.4.9. VcnonHutenb NOBTOPHO MPOBOAMT aHanM3 Yys3BUMMOCTEN WH(OPMALMOHHON CUCTEMbI C LEnblo
NOATBEPKAEHUS] YCTPAHEHMS 3aKa34uMKOM (ONepaTopoM) BbISIBIIEHHbIX YA3BUMOCTEN MHCPOPMALMOHHOWN CUCTEMBI.

3.4.10. B cnyyae, ecnu “CNomnHUTENEM NOATBEPXKAEHO, YTO 3aKa3vyMKOM (OnepaTopom) MPUHSATLI Mepbl Mo
YCTPaAHEHUIO BbISBMIEHHbIX YA3BMMOCTEN UHOPMALMOHHOW CUCTEMbI, UCMOMHUTENEM BblAAeTCs MOMOXMUTENbHOE
3aKryeHre No pesynbTataMm aHanusa ysa3BMMocTen MHGOPMaLMOHHON CUCTEMBI.

3.4.11. Ecnm no pesynbtataM OLEHKM MPUHATBIX 3aka3ymkoM (OnepaTopom) Mep MO  YCTPaHEHUo
BbISIBMEHHbLIX YS3BUMOCTEN BbisiBNieHa XOTA Obl O4Ha YyA3BMMOCTb, JKCMNyaTaumsi KOTOPOM MOXET MpPUBECTM K
peanusaumn yrpo3 6es3onacHoCcTM MHdopMauun (BEKTOPOB aTtak), NPUBOAALMX K BO3HUKHOBEHWUIO HEraTUBHbIX
nocneacTBuN, UCNOMHUTENEM BblAAeTCsl OTpuLaTErNbHOE 3aKMYeHne No pesynbTaTtam aHanms3a ysa3BMMOCTEN B
MHOPMAaLIMOHHON cMCTEME 3aKa3umka (onepartopa).

4. D,OKYMeHTVIpOBaHMe pe3ynbTaToB aHanuaa yﬂssumocTeﬁ

4.1. Mo pesynbTaTaM MNpPOBeAEHMS aHanu3a ys3BUMOCTEN ucrnonHutenem paspabaTtbiBaeTcd OTYET unu
NpoTOKON (NpW NpoBedeHUN aTTeCTalLMOHHbIX UCMbITaHUR) (ganee - oT4yeT (NPOTOKOM)), B KOTOPOM cofepxaTcs
CBefieHus 0 nopsake nposefeHuns paboT, ux pesdynbTartax, a Takke MHdopmaumsa 06 MHOpPMaLMOHHON cucteme,
Lensx, ycnoBusx 1 rpaHuLax nposeaeHus paboT, ncnonb3yemMbix Afs aHannsa Metoaax U CpeacTBax.

4.2. OTyeT (NPOTOKOI) AOJKEH COAEPXKATh:

a) cBeeHnsa 06 ocHoBaHWUM Ans NpoBeAeHns paboT, HauMeHoBaHWA 3aKkasynka U UCNONMHUTENSA paboT, CPOKU
npoBeAeHus paboT, ux uenu u sagadu;

0) uHdbopmaumss 06 UcrnoNb3yeMbiX CPeacTBaxX BbISBNEHUSI YSI3BUMOCTEN, a Takke WHCTPYMEHTarbHbIX
cpeacTsax;

B) pesynbTaTbl MHBEHTapu3auum MHAOPMAaLMOHHON CUCTEMBI, BKNIOYaoLlmMe nepeyeHb aapecos, MopTos,
ceTeBbIX Cnyx0, cepBMCOB, NHTEP(ENCOB, a Takke nepeyeHb NMPOrpaMMHOro obecrniedeHus, coaepkallerocs B
WH(POPMaLIMOHHON CUCTEME;

F) KpaTkoe onncaHune npouecca nposegeHna BHEeLWWHEro 1 BHyTpeHHero TeCtTupoBaHuA;
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D,) nepeyeHb BbIABJIEHHbIX yFISBVIMOCTeIZ l/IHCbOpMaLI,VIOHHOfil CUCTEMbI, a TaKXe onuncaHune BblABJIIEHHbIX
yFI3BVIMOCTel7I C npunoxeHmnem oT4eTOB, CCbOpMVIpOBaHHbIX cpencrteBamMmun BblABIIEHUA yﬂ3BVIMOCTel7I;

€) pe3ynbTaTbl OLLEHKN KPUTUYHOCTU BbISIBNIEHHbIX YSI3BUMOCTEN UHPOPMALIMOHHON CUCTEMBI;

)K) nepeyeHb BbIABJIEHHbIX YHSBMMOCTGVI VIH(*)OpMGLI,VIOHHOVI CUCTEeMbI, noanexawmnx yCcTpaHeHutko B Xoae
aHanumsa yFI3BVIMOCTel7I, ¢ obocHoBaHMEM HeobxooMMOCTU MX YCTpaHeHnda And npenorBpalleHna peanmn3aumm
yrpos ©e3onacHocTu VIHd)OpMaLI,VIVI (BeKTOpOB aTaK), npmBoaALLNX K BOBHUKHOBEHUIO HEraTUBHbIX nocnencTeuy;

3) pekoMmeHgaunm ncnonHnTend no yCtpaHeHuo BblABITIEHHbIX yF|3BVIMOCTel7I VIHCbOpMELI,I/IOHHOVI CUCTEMbl,

n) pesynbTaTbl MOBTOPHOIO aHanmsa Ys3BUMOCTEN WMH(OPMALMOHHOW CUCTEMbl, MPOBOAMMOIO C LENbIo
NOATBEPXKAEHUS YCTPaHEHUS 3aKa34KoM (OnepaTopOoM) BbISIBIIEHHbIX YSI3BUMOCTEN MHOPMALIMOHHOM CUCTEMBI;

K) OrpaHuM4eHus, KOTopble 3aka34yuk (onepaTop) HaknagblBaeT Ha OENCTBMSA UCMOMHUTENS B XO4e aHanusa
yA3BMMOCTEN MHAOPMALMOHHON CUCTEMbl (HanmpuMmep, 3anpeTbl Ha onpegeneHHble Buabl paboT, WUCKMYeHue
006BEKTOB MH(POPMALIMOHHOW CUCTEMBI U3 FpaHuL, NpoBeadeHus paboT, HenpeacTasneHme Tpebyemon nHpopmaumm
unu goctyna Ang nogknioyYeHns K MHpopmMaLnoHHON cnucTeme).

4.3. CoctaB u cogepxaHue uWHdopmaumm B oOTdeTe (NPOTOKOME) AOIMKHbI obecrneymBaTb 3akas3yuKy
(onepaTtopy) BO3MOXHOCTb YCTaHOBWUTb MEpPeYeHb BbISIBMEHHBIX YA3BUMOCTEN WHEAOPMALMOHHOW CUCTEMBI,
onpenenuTb COCTaB U CPOKM NPOBEAEHHbIX paboT Mo BbISIBMIEHUIO N YCTPAHEHMIO YA3BMMOCTEN, a Takke MeTod0B
aHanu3a ysA3BMMOCTEW B COOTBETCTBMM C Hactosiwen Metogukon. OnucaHHble [EeNCTBUA LOMKHbl ObiTb
NoATBEPXKAEHbI AOKYMEHTUPOBAHHBIMU MaTepuanamMmu, ykasbiBatOLMMUN Ha NOUCK YA3BMMOCTEN UHOPMALIMOHHOMN
cucTeMbl (OTYETAMM, CKPUHLLIOTAMMW, TEKCTOBLIMU OMUCAHUAMM).

4.4. Otuet (I'IpOTOKOﬂ) noanuncbiBaeTcAa cneuuvanmctamMmm WUCNONHUTENA, KOTOpble MnpoBOAUITN aHalnna
yFI3BVIMOCTel7I. OpFaHM3aLI,VIFI N pykoBogUTENb CTPYKTYPHOro nogpasaerieHunda, nposoaneLune aHanms y9|3BVIMOCTel7I
n pa3pa60TaBume oT4eT (I'IpOTOKOJ'I), HeCyT OTBETCTBEHHOCTb 3a Ka4eCTBO U 06BEKTMBHOCTb npoBeaeHHbIX pa60T.
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